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1 CoobuieHuns o 6e3o0nacHOCTM 1 Hadsiexallee ncnosib3oBaHue yctponctesa SCADApter
1.1 Ba)kHble onpegeneHus

[

CoobLlieHusa o0 Oe30NacHOCTU UM HagNeXxauwee
Mcnonb3oBaHue yctpoucrtsa SCADApter

=

.1 Ba>kHble onpepneneHun

CoobLueHna npmBeeHHbIX HUXKe TUMNOB NpefHa3Ha4vyeHbl AN obecnevyeHns 6esonacHom
ON19 XKU3HW 1 340pOBbA NepcoHana 3KcnayaTaumMm yCTponCcTBa, a Takxe obecnevyeHuns
HOpPManbHOM paboThl yCTPONCTBa B TEYEHME BCErO CPOKa CIy>KObI.

OMNACHOCTb!

OMNACHOCTb! — yKa3blBaeT onacHyl CUTyaLM o, KOTOPasd MOXXET HEMEeAJIEHHO
MPUBECTU K TSXKKUM TENECHbLIM MOBPEXAEHNAM UAN NIeTallbHOMY NCX0AY, eC/IN ee He

npefoTBPaTUTb.

MPEAYIMPEXOEHMNE! — yKa3blBaeT Ha ONaCHYIO CUTYaLMIo, KOTopas MOXXET NMpPUBECTU
K TS)KKUM TeNeCHbIM NOBPEeXAEHNAM U IeTaJIbHOMY UCX0ay, eC/in ee He
npenoTBpaTUTb.

OCTOPOXXHOQO! — yka3blBaeT Ha BO3MOXXHYIO OMacCHY CUTYyaLWuto, KOTopas MOXKeT
MPUBECTU K NOBPEXAEHUNAM JIEFKOWN WU CPEefHEN TAXKECTN, €C/IN ee He NpefoTBPaTuTb.

OCTOPOXXHO!

MPUMEYAHUE! — onucaHmne cutyauuin, He npeacTaBasioWnX ONAaCHOCTN OIS XXU3HU U
300pPOBbA.
Q [daHHbIN cMMBO1 0603HaYaeT NoJsie3Hble YKa3aHUsa N peKoMeHJalLunmn, a Takxe COAepXUT

l MHdopMaunto ona ahpekTneHonm n becnepebonHom paboTsol.

»
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1 CooblieHunsa o 6e3onacHOCTU 1 Haanexallee ucnosb3oBaHune yctponcTesa SCADApter

1.2 Hapgnex<alliee NCrosib30BaHMe YCTPONCTBA U AaHHOI0 PYKOBOACTBA

1.2 Hapnexxawee ncnosb3oBaHue yCTPOUCTBA U AAHHOrO
pyKoBOACTBa

CNEOYNATE HACTOALWMM NHCTPYKLMSAM

Mepen Ha4YyasiOM YCTAaHOBKMW, 3KCMJlyaTauum Nan TEXHNYECKOro obcnyxmBaHmns
obopynoBaHNS TWATENbHO 03HAKOMbTECH C HAaCTOSALWNM PYKOBOACTBOM M BCEWN MPOYEN
HeobxoaAnMon OOKYMEHTaLNEN, OTHOCSALLENCA K KOHKPETHbLIM onepaunsam. BoinosnHANTe
BCE YKasaHua 1 npegynpexaeHus rno texHmke 6ezonacHoCcTu, A4eNCTBYOLWNE Ha
npennpuaTnn. HeBbINOJIHEHME 3TUX UHCTPYKLMIN MOXKET NPUBECTU K TENECHbIM
MOBPEXAEHUAM N/MAN K UMYLLLECTBEHHOMY yLLepPOYy.

SCADAP-1.5-RU-MAN SCADApter 5



2 0O630p NpUIoXKeHNS

O0630p NpunoXXeHun

SCADApter — 3To rpadm4ecknin MHCTPYMEHT conocTaBneHns npoTokonos SCADA. OH
MO3BOJIAET OTJINYATb COMOCTABNEHNS C 0O bEKTOM AaHHbIX KOHKPETHOro MpoToKosia OT
N3MEPEHHbIX 3HAYEHUN N JIOFTMYECKUX COCTOSAHNIN 3alLMTHOI0 YCTPOMNCTBA.

B HacToswee BpeMsa Tonbko ycTponctBa HIghPROTEC c Bepcuun 3.6 nognoep>XuBatoT
HacTpanBaeMble NpoToKosibl SCADA. MoapobHbIN CMNCOK COBMECTUMOCTU CM. B
«COBMECTUMOCTb>.

HacTtpaunBaeMmsbii npoTokos SCADA no3BonsieT obecneynTb NOJIHYO COBMECTUMOCTb
YCTPOMNCTBA 3aLLNTLI C PaHEE NCMOJIb30BABLUMMCS YCTPONCTBOM 3aLUNTbI, 4TOObI HE BblNo
HeobXx0ANMOCTN BHOCUTb U3MEHEHUS B CyLlecTBYlowme napameTpbl cBs3u SCADA.

Takue onpepesieHHble CONOCTaBIEHNA COXPaHAITCA B 0coboM haine KoHurypaumm
SCADA ¢ pacwmpeHuem .HptSMap. HakoHeL, MOXXHO Noay4YnTb JOCTYN K parny * . HptSMap
nocse yCTaHOBKWU COeAVHEeHUs Mexay Smart view 1 3alnTHbIM YCTPONCTBOM, 4TOObI C
MOMOLLbIO NPUNOXXEHUS Smart view MO>XHO Bb1S10 NepefaTh CONOCTAB/IEHNS U BKAOYNTb UX
Ha 3alNTHOM YCTPONCTBE.

MpunoxeHne SCADApter MOXXHO 3arpy3nTb 06bl4HBIM CNOCOBOM, Hanpumep, C MOMOLLbIO

KHomku «IMyck» B OC Windows. Ho ecam nporpamma Smart view y)xe ycTaHoOB/ieHa, byneT
ynobHee ncnonb3oBaTb 3/IEMEHT MeHo [MHCTpyMmeHTbl - SCADApter].

Ecnn 6nbnnorexkun DLL, BepOATHO, OTCYTCTBYIOT

Ecnn SCADAptersanyck He NnponsonaeT n3-3a oTCyTCTBYOWMX 6ubnmotek DLL, Ha BaLw
MK noa ynpasnenmem Windows Heobxoaumo ycTtaHoBUTb nakeT «Visual C++ 2017
Redistributable (x86)».

DTOT MakeT MOXXHO 3arpy3nTb C Hallen cTpaHuubl docs.SEGelectronics.de/vc_redist x86
WJn HenocpeacTBeHHO C cailTa Microsoft.

SCADApter SCADAP-1.5-RU-MAN
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2 0630p NpuroXKeHUs

B Bes nassanus - SCADApter - O X

®aiin M3menntb HacTpoiiku Cnpaska

DEES5°CE S

IEC104

IOA  O6beKT AaHHbIX  TvN AaHHbl 30Ha Heuys KoadduumeHT MacwTab UcknioumTs n3 Gl KoMmenTapui Onucatne Anpec 1 a 2
__ v
a a a
s Jo2fo ot By
-
Tun paHHbIX SCADA_Config_Tool_Tev

Komdur_

Y

Mogenn ycTpoiictsa | Mposepka coamectumoc | Mpumesanus
CocrosmmeBepcus Mpumenarve

v 0K MCA4, Bepcns 3.7.a aKT_

MCA4I€DCMR 3.6.a | [EC104 (HighPROTEC) WHdo: Bepcus: 0 3anucn

[3]1 [4] [1] [2] [5] [6]

ScadaConfigTool_Z01

Puc. 1: I'naBHoe okHo SCADApter.

[1] MaHenb Cc BKNagkamm conocTtassieHnsa. Ka)xxnasa Bkaagka cogepxunt Tabanuy c
COMOCTaBNEHNAMMN ToYeK AaHHbIX. CM. pa3gen => «[1] MaHenb ynpasneHus».

[2] MaHenb NS onpefeneHns HoBbIX Ha3dHavyeHuit. CM. pasgen => «[2] O6nacTb
COMOCTaBNEHUSA».

[3] OkHo «KoHurypaumsa» (o1 NpoBeEPKN COOTBETCTBUS 3arPy>XEHHbIX B Al@aHHbIA MOMEHT

OaHHbIX 0 Mogenn yctponctea). CM. pasgen > «[3] OkHO «KoHpUrypaumns»».,

[4] CBefeHns o 3arpy>XeHHbiX B AaHHbIN MOMEHT OaHHbIX O MOLEN YCTPONCTBA N UMEHN
npoTtokosia SCADA.

[5] Yucno Ha3zHavYeHun, onpeaesieHHbIX Ha JaHHbIA MOMEHT.

[6] KHonKa gnsa 3arpy3ku 4onoJHUTESNbHbIX Moadenen ycTponcTaa. (Cm. =~ «5.3 War 3:
CoxpaHeHue thanna conocTaBieHUs».)

* MoapobHee 0 NaHeNsx 1 KHoOMKax, a Takxe ux yHkunsax: => «3 MaHenun rnasHoro
OKHa npunoxeHna SCADApter»
» OnuncaHue 31eMeHToB MeHio: |=> «4 SCADApterl naBHOE MeHI0 »
CoBMeCcTUMOCTh

JeiicTBMNS Mo CO34aHMI0 conocTaBneHns cM. B I=> «5 CospnaHue
COMnocCTaBJ/IEHUS MPOTOKOIa».
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2 0O630p NpuUIoXKeHNs

SCADApter nopgaep>xxupaeT cregytowme npotokosbl SCADA n ycTponcTBa 3alUnThbl:
MpoTokonel SCADA

e Modbus (cM. > «6 MpoTokon Modbus»)

* Profibus (cM. 5> «7 MpoTokon Profibus»)

« |IEC 60870-5-103 (cM. > «8 MpoTokon IEC 60870-5-103»)

* |EC 60870-5-104 (cM. 9> «9 NpoTokon IEC 60870-5-104»)
3alMTHbIE YCTPONCTBA

* Bce ycTtponctea HighPROTEC, Ha4ymnHasa ¢ Bepcumn 3.6 (Tonbko Modbus n IEC
60870-5-104).

e Bce ycTtponctea HighPROTEC c Bepcun 3.7 (Bce 3Tu npoTokosibl SCADA).

YcraHoBka SCADApter
CucrtemHsble TpeboBaHns
Windows 7, Windows 8.x unn Windows 10

MpunoxxeHne SCADApter He TpebyeT oTOeNbHOW YCTaHOBKMW, MOCKOJIbKY BCEraa
yCTaHaB/IMBaeTCs BMeCcTe C nporpamMmon Smart view.

Ynaneune SCADApter

Mpunoxenne SCADApter He TpebyeT OoTAENBHOr0 yaaneHns, NoCKOMbLKY BCeraa
yaansaeTcsa BMecTe C nporpamMmmon Smart view.

8 SCADApter SCADAP-1.5-RU-MAN



3 MaHenn rnaBHOro okHa npunoxxeHuns SCADApter

t 2020-06-06_First_IEC104_Mapping.HptSMap - SCADApter - 0O X
®aiin UsmennTb HacTpoiikn Cnipaska
o A
O=E 9 H Q€ [7]
IEC104
Twun paHHb 30Ha Heyvye Koathduune... ..oc 1N 3Ha4eHn Ucknwounte n3 C KommenTag Onucanve Anpec ry A f [ 2 c ]
v I
KopoTkoe 1.0 1.0 DaKTU4eCcKo HeT W3mepeHHoe 3Haue
a a a
KopoTkoe 1.0 1.0 DaKTU4ecKo HeT W3mepeHHoe 3Haue 3 El v 2 El Li 1 V] v *
/ 0003 TH.UCA KopoTkoe 1.0 1.0 DaKTU4eCcKo HeT W3mepeHHoe 3Haue 2 d
Obvex aawiu:
[ 6] 0004 TT.Ip.A KopoTkoe 1.0 1.0 DaKTU4YeCcKo HeT N3mepeHHOe 3Haue
0006 TT.Ip.C KopoTkoe 1.0 1.0 DaKTUYeCKo HeT N3mepeHHoe 3Have T EEEETR SCADA_Config_Tool Tev
0008 I[1].TpeB_.A Nsyxanem . . . na CwrHan: Tpesora — —
peo_ @ 4 P 4 NckniounTs 13 Gl: [ O6HoBMTL j—— [2 e]
KommeHTapuit: Ypanutb j.
OnucaHue: | [zf]
CurHan: O6LniA curHan Tpeeoru
[ 3 b ] [ 3 C ] A A
Kowdpur_ ¢ ¢
; 5 |
[ 3 a ] > || Mogenn ycTpoiicTea MpoBepka cosmecTUMoc  MpuMedanus
CocrosHmeBepcust Mpumesatne
v 0K MCA4, Bepcus 3.7.a aKT.
MCA4Tepcvm 3.7.a | IEC104 (HighPROTEC) Hpo: Bepcusa: 0 3anucn

[3] [4] [1] [7a] [2] [5] [8]

ScadaConfigTool_Z04

Puc. 2: 'nasHoe okHo SCADApter.

¢ [1] — naHenb € BKNaaKamm cornocTaBneHms. Konnyectso yHKLUN oTobparkaeMbix
BKJ1a40K 3aBUCUT OT BblibpaHHOro npoTtokona SCADA. Cm. pa3zgen > «[1] MaHenb
yripaBaeHusa».

* [2] — naHenb onsa onpegeneHns N N3MEHeHNs Ha3HavyeHnin. CM. pasgen > «[2]
O6/1aCcTb CONOCTaB/IEHUS».

¢ [3] — okHO «KoHbuUrypaumnsa» (a18 npoBepKn COOTBETCTBUSA 3arpy>XeHHbIX B
[aHHbIA MOMEHT AaHHbIX O MOAENN YCTPoNCcTBa). CM. pasaen => «[3] OkHo
«KoHurypaumnsa»».

* [3a] — cBegeHNs 0 3arpy>XeHHbIX B aHHbIN MOMEHT AaHHbIX O MOLesIN YCTPONCTBA
n nMmeHun npoTtokosia SCADA. (Cm. > «5.1 1 war: Co3naHve HOBOro CONMocTaBeHMUs
UM OTKPbITUE paHee co3fgaHHoro garvna *.HptSMap».)

* [3b] — BKkJ1aZika C NOAPOBHbLIM CMMCKOM NPo6sieM C COBMECTUMOCTbIO. (CM. > «5.3
LWar 3: CoxpaHeHue haisia CoOnoCTaB/IEHUS».)

e [3c] — BKNagKa € 4ONOSIHUTENbHBIMU NPUMEYaHNAMUN, KOTOPbIE MOXKET BBECTMU
nonb3oBaTenb. (CM. > «5.3 llar 3: CoxpaHeHue taiina cornocTasieHns».)

e [4] — cBeaeHns 06 aKTMBHOW Ha AaHHbIN MOMEHT MOLEeNN YCTPONCTBA U MMEHM
npoTtokosa SCADA.

SCADAP-1.5-RU-MAN SCADApter 9



3 NaHenu rnaBHoro okHa npunoxenna SCADApter

10

e [5] — 4ncno Ha3HayvyeHUn, onpenesieHHbIX Ha AaHHbIN MOMeHT. (Onsa Profibus: gnvHa
B 6arTax Ha3Ha4YeHUI Ha BKJaaKax «Bxon» n «Bbixon»).

* [6] — KHOMKa, No3BoO/ISAOLLAA COXPaHUTL BCE CONOCTaB/eHNs B hann popmaTa
Microsoft Excel (*.x1sx) unn B haiisl 3Ha4YE€HU, pa3gesieHHbIX 3anaTon (*.csv).

e [7] — KHOMKa, C NOMOLLbIO KOTOPOW OTKPbLIBAETCS AMANIOrOBOE OKHO, rOe MOXHO
BBeCTU «Bepcua koHdburypaummn» n «<MHpopmaumnsa o KoHpurypaumm». (Cm. Takxe
> «[lo6aBneHue npuMedaHun — gobaBseHne MeTagaHHbIX»).

W To, n apyroe npencTaBisaioT cobon TekCToBble 3Ha4YeHus, 3agaThb KOTOpPblE MO>XXHO
6e3 Kakux-nmbo orpaHqueanh. OHn npeaHa3sHa4eHbl ANnA BaXXHbIX MeéTadaHHbIX O
conocTassieHUsa. OgHaKO 48 camoro MPOTOKOJ1a SCADA OHW HEe NMEIOT HMKaKOoro
TEXHNYECKOIro 3Ha4eHunA.

OHn oTobparkaloTcs B CTPOKe cocTosaHUSA «[7al» n coxpaHaoTca B pann *.HptSMap.

MNMocne nepepayvnm Ha yCTPOWCTBO 3aLlUNTbl OHM 0TOBparkaloTCs B MEHIO YCTPOMCTBA
[Map_ycTp_/ «SCADA-protocol-name» / HacTp. obbekTa gaHHbIX].

OYHKLMS AaHHOW KHOMKM UAEHTUYHA NYHKTY MeHio [I3MeHnTb / CBefeHUs o
Bepcum], cM. => «3mennTEMeHI0 ».

* [8] — KHOMKa AN4 3arpy3Ku AOMNOJIHUTENbHbLIX MOAesien yCTponcTBa. (CM. > «5.3
LLar 3: CoxpaHeHue haliia ConocTaBIEHUSI».)

[1] MaHenb ynpaBneHns

Ha naHenun ynpaBneHns oTobparkatoTCs BCE Y)Ke OonpeneneHHble Ha3HaYeHUS.

Ona kaxaoro yHKUMoHanbHOro Kkoga npotokosia SCADA nMmeeTcs oTaeNlbHas
BKJladKa, Ha KOTopol B BuAe Tabnmubl NpMBOANTCSA CMNCOK COMOCTABAEHUA OAHHOIO
(PYHKUMOHaNbLHOIrO Koaa.

ObpaTnTe BHUMaHMe, 4TO COMOCTaBNIEHMNE 3aBUCUT OT KOHKPETHON MoAeNn yCTPOMNCTBa,
TaK KakK TenerpamMmmbl npotokosia SCADA MOryT cCbilaTbCHA TONILKO Ha AaHHbIE, KOTOpble
3alUMTHOE YCTPONCTBO haKTUYeCKU nogaepxmBaeT (Hanpumep, ecan HacTpanBaeTcs
ycTponcTteo 6e3 TpaHCHOPMaTOPOB HaNPsSXXeHUs, BbIMOJIHUTbL COMOCTaB/IEHME CO
3HAYEHNAMMN N3MEPEHUS HANPSAXKEHNS HEBO3MOXXHO). TO eCTb BC&-TakM Ba>KHO CHa4Yana
BbibpaTb MoAeNb YCTPONCTBA, MOCKOJIbKY COMOCTaBJIEHNSA, COXpPaHAeMble B hanne

* HptSMap, Bcerga ccbinatotcsa Ha alil MOAEeNN KOHKPETHOro ycTponcTea (noapobHble
cBeneHus cM. B pasgene > «5 CosgaHue conocTaBneHns NpoTokona»).

[2] O6bnacTb conocraBneHus

3Ta naHenb npegHasHayYeHa AJis9 BBOAA CBOMCTB HOBOIr0 COMOCTaBAeHUs. DaKTUYECKN
nons, kyaa 6yayT BBOAUTLCA CBOMCTBA, byayT 3aBMceTb OT BbIOpaHHOIro NpoToKosa
SCADA 1 Trna ConocTaBAsAeMbIX AaHHbIX YCTPONCTBA (K NpUMepy, CBOMCTBA HEKOTOPLIX
eVNHULL U3MepPEeHNst OT/IMYAIDTCS OT CBONCTB ABOUNYHbIX 3HAYEHUIN COCTOSHMNS).

OAHaKo 3TK NOJA U 3JIeMeHTbl 0TobpaXkaloTca Bceraa.

* [2a] — UcxoaHbivi aapec. BBOOANTCA BHYTPEHHUA LNPOBON agpec NpoToKona, Ans
KOTOPOro Heob6xoaAnMMo co3aaTb Ha3HavyeHume. NpencTaBneHne MOXXeT OTJINYaTbCH B
3aBNCMMOCTM OT NPOTOKOMa AN TuUMNa AaHHbIX 06bekTa.

Hanpumep, ana IEC 60870-5-104: MocKoNbKY AaHHbIN LMEGPOBOA agpec ABNSeTCS
pe3ynbTaToM TpexbalToBbIX 3HAYEHUN, UMEETCS TakXXe Tpu LM poBbIX NONA ANs
WHAUBMAYaNbHbIX 3Ha4YeHnin 6anToBs. MNpu nameHeHnn NO6Oro N3 3TUX 3HAYEHUN
aBTOMaTM4yeckn obHOBATCA BCe ApYyrue cBA3aHHble Noss (Hanpumep, ecniv BBECTU
uncpy 1 B none «b6anT 2», napameTp «IOA» yBenmymnTca Ha 256).

SCADApter SCADAP-1.5-RU-MAN



3 MaHenn rnaBHOro okHa npunoxxeHuns SCADApter

¢ [2b] — O6bekT gaHHbIX. BHYyTpeHHMe faHHble YCTPOWCTBA, KOTopble 6yayT
COMocTaB/IeHbl C aApecoM NpoToKona.

Bce umetowmecs gaHHbIe onpenensoTca Mo4esbio YCTPONCTBA, Ha KoTopoe
[enaeTcsa ccbiJika, U A0CTYN K HUM MOXXHO MOJIyYUTb Ha)KaTUEM Ha MaJIeHbKUN
TPeyrosibHUK «¥», PacroJIoXKeHHbIA cipaBa OT Nojs BBoda. [1pn 3TOM pa3BepHeTCs
OpeBoBMAHasA CTPYKTYpa, B BUAE KOTOPOWN nMeroLwmecs gaHHble oTobparkatoTcs

B MopsiaKe NoA4YNHEHNS B TaKNX KaTeropusax, Kak «/amepeHHble 3Ha4YeHUS»,
«CTtaTnctunka», «OTobpa>keHne coctoaHus» u T. 4. 13 Hee MoxxHOo byaeT

BblOpaTb 00bEKT AaHHbIX A5 COMOCTaBsieHMs. B 3aBucMmocTu oT Bbibopa MoryT
oT0b6pasnTbCs ewe HECKOJIbKO MNoJsien BBOAA CBONCTB 0b6beKTa.

e [2c] — kHOMKK «A» (Mpeabigywasn), «¥» (Cnegyowas). C NOMOLLbIO 3TUX KHOMOK
BbIbMpaeTcs, COOTBETCTBEHHO, MpeablayLas uin cnegywuas CTpoka 13 Tabanubl
Ha3Ha4YeHUN.

¢ [2d] — KHOMKa «[J06aBNTb». DTa KHOMKa Ha>XMUBAETCHA Moc/ie yKa3aHNa BCEX
CBOWCTB Ha3Ha4eHwus. MNMpn 3ToM conocTaBfeHne gobasnseTcs B Tabnuuy
Ha3Ha4YeHU B HOBOM CTpoKe. Ha3HavyeHne MOXKEeT 0Ka3aTbCA «HOBbIM», TOJIbKO €C/in
eLle He conocTaBJ/lIeH NCXOLHbIN agpec.

e [2e] — KHoMKa «OBHOBUTbL». 3Ta KHOMKa Ha)XMMaeTCs MocJsie Toro, Kak B Tabauue
Ha3Ha4veHun byneT BbibpaHa 0fiHa 13 CYLLEeCTBYIOLWNX CTPOK U CBONCTBa ByayT
n3meHeHsbl. MNMpu 3ToM ByayT BHECEHblI NU3MEHEHUS B UMEIOLLLYIOCS CTPOKY Tabnnubl.

e [2f] — KHOMKa «YaannuTb». Ty KHOMKa Ha>KMMaeTcs nocsie Toro, kak B Tabnuue
Ha3Ha4veHun bypeT BbibpaHa 04Ha N3 CyLeCTBYOLWNX CTPOK. pn 3TOM AaHHas
CTpokKa byneT ynaneHa.

[3] OkHO «KoHurypaumns»
Ha sTon naHenn nmetoTcs cnenyoline Bkaaakm (BCnomoraTesibHble 3/1eMEHThI):

* [3a] — Mogenun ycTpovicTea — 0630p BCEX 3arpy>XeHHbIX Modesien yCTPOMNCTBa.
OnpepneneHne akTUBHOW MOAENN YCTPOMCTBaA. AKTMBHAA MoJeslb YCTPOMNCTBaA
onpenensieT, Kakme 06beKTbl AAaHHbIX U TUMbl 3HAYEHU By AYT AOCTYMHbI
rnosib3oBaTesNto. B nose cocTossHNA yKa3biBaeTCs, COBMECTUMO JIN CO3JaHHOe
CoMnocTaBNeHNe C COOTBETCTBYIOLLEN MOAESbIO YCTPONCTBA.

¢ [3b] — MNpoBepka coBmecTnmocTn. Tabnnua c AaHHbIMW COBMECTUMOCTU MeXay
3arpy>KeHHOM MOLEe bl YCTPONCTBA N BCEMU OMpeAesIEHHbIMM CONOCTaBAEHNAMN.

e [3c] — lNpumeyvaHus. TEKCT, onpenesieHHbIN Nosib3oBaTesieM, B KOTOPOM
OMNNCbIBAeTCSA Ha3HaYeHne Co3daBaeMbIX COMOCTaBIIEHNI NPOTOKOA.

MonpobHee NpoLLecc Co3AaHNa CONoCTaBAEHNS NPOTOKOa ONUCkLIBaeTca B pasaene L=
«5 Co3paHne conocTaBsIEHUS NPOTOKOJIa».
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4 SCADApterl naBHoe MeHto

a4 SCADApter naBHoe MeHI0

[®PannMeHto ]

* [®ann / HoBbIN] — co3paeTcs HOBbIN (han conocTtaBneHus. lNonb3oBaTesib
rnosiyyaeT 3anpoc yKa3aTb MOLesb YCTPONCTBA, 3aTeM npoTokon SCADA, u,
HaKOHeLll, OH MoJly4aeT BO3MOXXHOCTb CO3/laBaTb Ha3HavYeHns. CM. pasgen = «5.1
1 war: Co3gaHne HOBOIrO COMOCTaB/IEHUSA UM OTKPbITUE paHee Co34aHHOro annia
*.HptSMap».

o [®ann / OTKPbITb] — OTKPbIBAETCA OAMH N3 NMeLWNXCHA PaiioB CONOCTaB/IEHUS,
4T06bI MONb30BaTESIb MO MPOBEPUTL U/UAN U3MEHUTb Ha3HavYeHus. CM. pa3gen
«5.1 1 war: Co3gaHue HOBOroO COMOCTaB/IEHUS NN OTKPbITME paHee CO34aHHOro
danna *.HptSMap».

e [®ann / CoxpaHNTb] — Ha3Ha4vYeHMs, Haxoaswmecs B paboTe, COXpaHATCA B OQUNH
13 (Mmetowmxcs) dannoB CONoCTaBAEHUS.

e [®ann / CoxpaHUTb Kak] — Ha3sHa4YeHus, Haxogsumecsa B paboTe, coxpaHaloTCA
B (HOBbIV) hann conocTassieHUs. Nonb3oBaTesb NOJyYaeT 3anpoc yKasaTb UMS
hanna.

* [®ann / HepaBHme cdannbl] — cnncok 6biICTporo AocTyna K HegaBHO
OTKpbIBaBLUUMCSA (haraaM ConocTaB/eHUS.

e [®ann / BeiiTn] — 3aBepieHue pabotel SCADApter.

[N3meHnTBMeH1o ]

e [M3MeHUTb / OTMEHUTL] — OTMeHa NnocsieAHero AencTBUA peaakTUPoOBaHUSA
COMOCTaB/IeHUA.

* [3meHnTb / MOBTOPUTL] — OTMEHa nocnegHen OTMEHbI.

e [U3meHnTb / CBegeHns o Bepcnm] — OTKpbIBAa€TCHA AMANIOrOBOE OKHO, KyAa
MO>XHO BBeCTU «Bepcna KoHdurypaummn» (CBefeHns o Bepcum CornocTaBneHns) n
«NHpopMauma o KoHdUrypaumm» (CeegeHnsa o nosib3oBaTesie/aBTope).

N To, n gpyroe npencTaBnsioT CO6OM TEKCTOBLIE 3HAYEHMS, 3a4aTbh KOTOPbIE MOXKHO
6e3 Kakux-nmbo orpaHndeHuin. OHM coxpaHaTca B ann *.HptSMap n nocne
rnepefayun Ha 3aWMTHOE YCTPONCTBO oTobparkatoTca B MeHto [Map_ycTp_/ Nmsa
npoTokosia SCADA / HacTp. o6bekTa gaHHbIx]. OgHaKo ANns caMoro NnpoTokona
SCADA OHMN He NMeT HUKaKOoro TeXHUYeCKOro 3Ha4yeHus.

DaKTNYECKN 3TOT 3/IEMEHT MEHI0O paBHO3Ha4YeH KHomMke [7] B rN1aBHOM OKHe >
Puc. 2.

[HacTporkuMeHto ]

e [HacTponku / A3blKk NpUN0XKeHNA] — A3bIK, KOTOPbIN NCMOJIb3YETCA N MOXKHO
BbibpaTb B rpadmyeckoM nHTepdence nonbsoBatens SCADApter.

OOHaKO n3MeHeHne BCTyMNaeT B CMJY TOJIbKO Nocne nepesanycka SCADApter.
* [HacTpownku / 943blk Mogenun ycTporncTeal — BbibMpaeTca A3blK, KOTOpbIN byaeT
ncrnonb3oBaTbcs B SCADApter ans otobpakeHns 06beKTOB AaHHbIX, UMEIOLLUXCA Ha

3aWNTHOM ycTponcTee. CM. TakxXe > «5.2 War 2: JobaBneHne n/vnn nameHeHune
y>XXe CyLeCTBYOWMNX Ha3HaYeHNn»
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4 SCADApterl naBHOe MeHI0

DTa HacTpolika 6yaeT AOCTyNHa TOJIbKO NOCJe 3arpy3Ku AONyCcTUMON MoAenun
YyCTPONCTBA AN MMetoLLerocs daiia conocTaBeHus.

N3mMeHeHne a3blka Mo4esnn yCTPONCTBa BCTYMaeT B CUJY TOJIbKO nocie
nepesanycka SCADApter.

Bbibop s3blka He HakK/NlaAblBaeT HUKAKMX OFrPaHMYeHNN Ha noceayoLllee
MCNOJIb30BaHMe Ha3Ha4YyeHnim npoTtokosaa SCADA. B Ka)xaon Mmoaenn yCcTpoOncTBea
HighPROTEC nmeloTCHa BCTPOEHHbIE HAa3BaHWSA BCEX MapaMeTpOoB, 3HAYEHNN N COCTOAHWUI
Ha HECKOJIbKNX A3blKax. 9TO 3HAYUT, 4TO B JIIOOON MOMEHT S3bIK MOXXHO M3MEHUTL (Ha
nobol U3 Nnogaep>XxNBaeMbIX S3bIKOB).

Habop A3bIkOB, NOAAEPXKUBAEMbIX TON UAN MHON MOAENBLIO YCTPONCTBA, MOXXET
OT/INYaTbLCA OT Habopa A3bIKOB, AOCTYMHLIX B rpachnyeckom nHTepdence nosib3oBaTens
SCADApter.

[CnpaBkaMeHto ]
dnemeHT MeHto [CnpaBka / CnpaBka] 3anyckaeT nMHTepakKTuBHyto cnpasky SCADApter.

nemeHT MeHto [CnpaBka / IHhopMaumnsa o nporpamMme] oTKPbIBAaE€T OKHO, B KOTOPOM
oTobparkaeTcsa nHhopMaumnsa o sepcum nporpammbl SCADApter n aBTOPCKUX NpaBax.

SCADAP-1.5-RU-MAN SCADApter
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5 Co3paHue conocTassieHNs NPOTOKONa

5.1

5.2

14

Co3paHue conocTtaBJ/ieHUA NPOTOKONA

Mpouenypa co3naHusa alina conocTaBsieHUs BKOYaeT B cebs cnenytolime 3Tansl.

e llar 1: Co3gaHue HOBOro COMNOCTaBJ/IEHNA NN OTKPbITUE paHee CO34aHHOro anna
*.HptSMap.

* [pu co3paHnmn HoBoro tanna SCADApter 3anpalumBaeT MoAesib LefieBoro
ycTponcTtea n npotokon SCADA.

e Lar 2: JobaBneHne N/Mnm naMeHeHne yxxe CyLLeCTBYOLLUNX Ha3HAYEHUIA.
e Llar 3: CoxpaHeHue hbansa conocTaBsieHUS.

Mepepnada conocTaBsieHNIA MPOTOKOJIA Ha 3aWMNTHOE pesie OCYLLEeCcTBAAeTCA C MOMOLLbIO
Smart view.

e Lar 4: LleneBoe yCTPOMNCTBO NOAKJOYaeTCsa K Smart view.

e llar 5: OTKpblBaeTCAa Ananoropoe okHo «HacTponka conoctaBneHus Todyek SCADA»
n BbibnpaeTca hanna conocTaBaeHms.

1 war: Co3paHne HOBOro CONOCTaBJIEHUA UJIN OTKpPbITUE
paHee co3paHHoro cauna *.HptSMap

BapunaHT 1. Ha4yasio ¢ Hyn1s — co3gaHue HOBOIro CornocTaB/ieHns
YT106bI CO3aaTb HOBOE COMocTaBeHne, BbibepuTe anemMeHT MeHio [Pann / Co3pnaTb].

* Bbibepute Mmogenb ycTponcTsa. Nporpamma SCADApter HanpaBuT 3anpoc BbibpaTh
MoAesb LlesieBoro ycTponcTea. Ecnm Mmogens 3alWMTHOrO pesie Hen3BeCcTHa, ee
MO>XXHO npoyecTb Ha NYM pene nnum B nporpamme Smart view. 34eCb MOXXHO HaNTKU
Mopaenb ycTponcTea [Map_ycTp_/ Bepcusa] «DM-Bepcus». BoibpaHHasa moaens
YCTPONCTBa BKJOYAET BCO MHopMauuto, koTopasa notpebyetca SCADApter ons
MPOBEpPKM COBMECTUMOCTU onpefenieHns rnpoTokKosa.

Ins 3arpysku OOCTYMHbI TOJIbKO Te MOAENN YCTPONCTBA, KOTOPbIE YCTAaHOBJIEHbI
W 3arpy>XeHbl (C yCTPOWCTB) Ha Ball KOMMbOTEP.

e 3aTeMm SCADApter HanpaBuT 3anpoc yKasaTb npoTokon SCADA, ons kotoporo bynetr
onpenensaATbCsa conoctasiieHue. CNMCOK noaaepXXuBaeMblX NMPOTOKOJIOB CM. B
«COBMeCTMMOCTb»>.

BapuaHT 2. OTKpbITUE/M3IMEHEHWE UMEIOLLEVICA CTPaHULbl cornocTaBaeHns *. HptSMap

¢ BbibepuTte aneMeHT MeHto [Pann / OTKPbITb].

e ®ann *.HptSMap y>xe coaepXuT CCbIJIKY Ha MOAesb YCTPONCTBA U BbIOpaHHbIN
MPOTOKOJI, TaK YTO YKa3blBaTb X CHOBa He HY>XHO. OgHako obpaTuTe BHMMaHue,
4yTO ecnm camn *.HptSMap cospaH Ha gpyrom KomneloTepe, Heobxoammo byaeT

yﬁeJJ,I/ITbCﬂ, 4TO yCTpOIhCTBO JOaHHOW Mopenn YCTaHOBJIEHO UJIN TaKYO MOL€EJb
MOX>XHO 3arpy3nTb C NOAK/IKOYEHHOI o yCTpOIhCTBa.

Llar 2: flo6baBneHue n/mnm nsMeHeHme y>xe CyLLeCTBYIOLLLUX
Ha3sHa4YeHu#

®HK1 ... ®HK6 (Modbus) / IEC104:

SCADApter SCADAP-1.5-RU-MAN



5 Co3paHune conocTas/ieHUs NPOTOKOA

5.2 War 2: JobaBneHne n/uam naMeHeHmne y)xe CyLecTBYOLWNX Ha3HaYeHNn

Ecnn BbibpaTb Modbus B kKayecTBe npoTokosa SCADA, To oTobpa3nTca HECKOIbKO
BKNafoK, 0603Ha4YeHHbIX Kak «PHKx». MoagpobHee cMm. B pasgene => «6
MpoTokon Modbus».

Ecnu BbibpaTh Profibus B KavecTBe npoTokona SCADA, To oTobpa3nTcsa HECKOJIbKO
BKJ1a4oK, 0603HavYeHHbIX Kak «Bxon» n «Bbixog». MogpobHee cM. B pasgene L{> «7
MpoTokon Profibus».

Ecnn BbibpaTh IEC 60870-5-103 B KayecTBe npoTokosia SCADA, To oTobpa3aTcs pa3ninyHbie
BKJaAKW, NpeCcTaBNsoWMe pa3finiHble TUMbl AaHHbIX. [oapobHee cM. B pa3gene > «8
MpoTokon IEC 60870-5-103».

Ecnn BbibpaTh IEC 60870-5-104 B KayecTBe npoTokona SCADA, oTobpa3nTcsa ogHa BKlagka
C Tabnuuen BCcex CONoCTaB/IEHHbIX 0O bEKTOB AaHHbIX.

MaHenb conocraBsieHNs

B naHenwu conocTasnenns (= «3 Manenu rnasHoro okHa npunoxenna SCADApter»,
L=~ «[2] O6nacTb conocTaBneHns») CHavana Heob6xoaMMO BBECTU MCXOAHbIN aapec. 3To
BHYTPEHHWUI aapec NpoToKona, KoTopomy ByaeT Ha3zHayeH 06beKT AaHHbIX. O6bIYHO
ajpec npeacrtasnaeT cobon fecaTUYHOE YNCI10, KOTOPOE MOXKHO BBECTU NPSMO B

nosie WA UCNoJib30BaTb KHOMKMU «A» U «¥» O YBEJIMYEHUS NN YMEHbLUEHUS Yucen
paHee yKa3aHHOro agpeca. Ho obpatute BHUMaHmMe, 4TO ero npeacTaBieHne MoXxxeT
OT/INYaTbCA B 3aBUCUMOCTIM OT NPOTOKOJ1a WA TUna faHHbIX 06bekTa. Hanpumep, onsa IEC
60870-5-104: MOCKOJIbKY AaHHbIN LUPOBOM afpec ABASETCA pe3ysibTaToM TpexbanToBbIX
3HaYeHUI, UMeeTCs TakXxe TpU LU pPOoBbLIX NOAA 418 UHAUBUAYANbHbIX 3HaYeHU BanToB.
Mpun n3meHeHnn nobOro U3 3TUX 3Ha4YeHNN aBTOMaTUYECKM OBHOBATCA BCe Apyrue
CBfi3aHHble nonsa (Hanpumep, ecnu Beectu uudpy 1 B none «6ant 2», napametp «IOA»
yBENM4NTCA Ha 256).

3aTeM LLEeSIKHUTE Ha 3Ha4YoK «¥» B nojie «O6beKT AaHHbIX», YTOObI OTKPbITb CMNCOK
Bblbopa. MOXXHO pa3BepHYyTb 00bEKT AaHHbIX, KOTOPbIN HEOBX0ANMMO Ha3HAYNTbL aapecy
npoTokona, HanpuMmep [PaboTa / U3mepeHHble 3HaveHns / Hanp_] «VX nam».

a

I0A [14 E A
Lo Ff 2[o B 1[u]2 v
O6beKT AaHHbIX v
-] PaboTa
OonucaHne = V|3MepeHHbIe 3HayeHunsa
-} Hanp_
Tnn AaHHbIX TH.UAB y
30Ha HeYyBCTBUTENIbHOCTU TH.UCA
TH.UA
KoadduruneHT Mmacwtabupc TH.UB
TH.UC
TH.UX pacy
TH.UO
TH.UO N
™™D ':0
Puc. 3: I'Ipmmep: lNone AJ14 BBOA4a NCXOAHOro agpeca v pa3BepHyToe riojie obbeKTOoB AdaHHbIX.

Mocne Toro Kak byaeT BbibpaH 06bEKT AaHHbIX, 0TOOPA3UTCS eLle HECKOIbKO MoJsiein
BBOMa, YTO ByneT 3aBMCETb OT TUMa 06bekTa AaHHbIX 1 BbibpaHHOro npoTokona SCADA.
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5 Co3paHue conocTassieHNs NPOTOKONA

5.3 War 3: CoxpaHeHue chana conocTaBieHns

5.3

B 3aBMCMMOCTM OT TMMNa U MoAenn yCTPONCTBA 3alnThbl C Nnomollbio SCADApter MoXXHO
HaCTPOUTbL ClieaytloLme NPOTOKObI:

e Modbus (cm. 5> «6 MpoTokon Modbus»), nnm
* Profibus (cM. 5> «7 MpoTokon Profibus»), nnn
* |IEC 60870-5-103 (cM. 5> «8 MpoTokon IEC 60870-5-103»), nnn

e |[EC 60870-5-104 (cmMm. > «9 MpoTokon IEC 60870-5-104»).

LWar 3: CoxpaHeHue cansia conocrtaBsieHUA
lNMpoBepka cOBMeCTUMOCTH

Mpexae 4Yem nepemeLLaTb onpefesieHne NPoTOKOoa Ha LeneBoe yCTPOMCTBO,
Heo6XxoAMMO NPOBEPUTL, COBMECTUMO JIN OHO C UCMOJIb3YEMbIM 3aLLUTHLIM pene.
MNpoBepKa COBMECTMMOCTW CO3aHHOro (halisia ConocTaB/IeHNs C LieNieBbiM YCTPONCTBOM
BbIMOJIHAETCA CPeACTBaMN MOJeNN YCTPONCTBA, KoTopas Obisia 3arpy>KeHa BHavase.

MO>XHO 3arpy3nTb AOMNONHUTEsIbHbIE MOLENN YCTPOUCTBA, YTOObI NpoBepka
COBMECTUMOCTM BbINOMHANACL AN BCEX HUX CPa3y.

HaXMWTe KHOMKY CO 3Ha4YKOM Marnku 1 naocom («[6]» Ha cxeme «lnaBHoe OKHO», >
«2 O630p NPUSIOIKEHUSNA»).

Nnun wenkHnTe NpaBoii KHOMKOW MbILWK B NoJjie «Moaenn ycTpoicTBa» U B OTKPbIBLLEMCS
KOHTEKCTHOM MeHI0 BbibepuTe NyHKT [3arpy3nTb HOBYIO MoLesb YCTPONCTBA].

Kpome Toro, B LaHHOM KOHTEKCTHOM MEHI0 O4HY U3 3ar py>XeHHbIX Modesien yCTPOMNCTBa
MO>XHO ByaeT BbibpaTb Kak «akTUBHYIO» (TO eCTb MOAEJsIb YCTPOMCTBA, C KOTOPon bynyT
BblIbMpaTbCca nMmetrowmecs o6beKTbl AaHHbIX O/ CONOCTABIEHNS).

N, KOHEYHO, NMEeeTCA BO3MOXXHOCTb YOaNTb OOHY U3 3arpy>XeHHbIX MoAenemn
YyCTPONCTBaA.

16

e [poBepbTe 0bLlee cocTosAHNE B OKHe «KoHpurypauma» Ha Bkiaake «Moagenu
ycTponcTea». ECim cocTosaHue B HOpMe, nepexoanTe K cieyouwemy wary. Ecnm
COCTOSHNE yKa3blBaeT Ha Hannyme npobsaem, BbINOSHMUTE Ceaytollee:

* [epenanTe Ha BKNaaKy «lMpoBepka COBMECTMMOCTM». Ha 3TON BKNagKe MOXKHO

MOCMOTPETbL, KaKne Ha3Ha4yeHnAa HeCoBMeCTUMbI C NCMNOJIb3yeMbIM LieJIEBbIM
yCTpOIZCTBOM. YcTpaHnTe HeCOBMEeCTUMOCTN.

YcTpaHeHne HeCOBMeCTUMOCTEH YCTPOMUCTBA
MimetoTcsa cnepytolime BaprMaHTbl yCTPaHEHNS HECOBMECTMMOCTEN:
* YOannTe HeCOBMECTMMble Ha3HaYeHMs U3 TabsvLbl CONOCTaBIEHWIA.

* I3MeHnTe HaAaCTPOMKN Tak, 4TOObl OHN MOAXOAUNN ONSA 3arpy>KeHHbIX MoAesen
yCTpONCTBa.

* 3aTeM CHOBA BbIMOJIHATE NMPOBEPKY CTPAHULbI (CM. BbILLE).
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5.4 lWar 4: Noakso4yeHne LeneBoro yCcTponcTea
,ﬂo6aBneHue npnMeannﬁ _— ,qo6aBneHue MeTagaHHbIX

Tenepb Ha BKNaake «MpuMedaHus» okHa «KoHpurypaumnsa» cnegyet nobaBuTb onncaHmne
onpeneneHns NpoTokona, 4Tobbl No3xe NpoaenaHHyto paboTy MOXKHO BbIJI0 OTCNEeanTb.

Bonee Toro, pekomeHayeTcs 0ob6aBUTb BaXkHyto nHgopmaumo («MHbopmaumsa o
KOHGUrypauumn») n ceeaeHmns o sepcum («Bepcnsa KoHdpurypaumm») ¢ moMoLLblo 3/1eMeHTa
MeHto [13meHnTb / CBegeHusa o KoHpurypauun], > «M3MeHnTLEMEeHIO », NN KHOMKK
«[71», => Puc. 2. (3Tn cBefeHNS 0 KOHDUIypaLum NOTOM 0TOBparkaloTCs B CTPOKe
cocTosHNA, cM. «[7al» B > Puc. 2.)

CoxpaHeHue onpenesieHn conocTaBneHns

YT06bl COXpaHUTb OnpeneneHnsa NPoToKola Kak dalin, BbiIbepuTe 31EMEHT MEHIO
[®ann / CoxpaHnTb]. ECNM OKa)KeTCs, 4TO MexxAy Ha3HAaYeHUSIMUN N aKTUBHON
MOJeNbio YCTPONCTBA BCE elle MMeTCS HECOBMECTUMOCTW, KOTopble TpebyeTcs
YCTPaHUTb, 0TOBpa3nTCa COOTBETCTBYIOLLEE npeaynpexaeHue. MoxxHo nnbo cHavana
YCTPaHUTb HECOBMECTUMbIE HAaCTPONKN (CM. Bbille), MO0 COXpaHNTb HECOBMECTUMbIE
Ha3HavyeHuns. ObpaTnTe BHMMaHNE, 4YTO NepenaTb HECOBMECTUMbIE (halfibl Ha LeneBoe
YCTPONCTBO HEBO3MOXXHO.

dann onpeaneneHnd npoTokoJsJia, He I'IDOLIJeD,LIJVIVI NMnpoBEPOK COBMECTUMOCTMN,
HEBO3MOXXHO NnepenaTtb Ha LeJsieBOe peJie.

Mocne KOPPEKTUPOBKN BCEX HECOBMECTUMbIX HAaCTPOEK U YCTPaHEHUS OLLINOOK NpoBepKU
Ha3Ha4veHus 6yayT roToBbl K Nepefiavye Ha YCTPONCTBO.

5.4 LWar 4: NMNoakno4YeHne ueneBoro yCTpoucTsea

Mony4nTte gocTyn K hanay conoctaBsieHNs B NporpaMmme Smart view. 9To BO3MOXXHO, NOKa
NoAKJII0YEHO LiesieBoe 3allunUTHOe YCTPONCTBO.

e MoakntouunTe 3awmTHoe pene K MK (cM. pyKoBOACTBO K Nporpamme Smart view).
Mony4nTe HAaCTPONKN MapaMeTpPoB C YCTPOWCTBA, NCMONb3ya Smart view.
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5.5 lWar 5: Bbibop ¢hana conocTaBneHus

5.5

18

LWar 5: Bbibop channa conocraBsieHUn

Y106bI 3arpy3nTb alil CONOCTaBIEHUS BbIMOJIHUTE Cleayloume encTBus.

B nporpamme Smart view 0OTKponTe 3/1eMeHT MeHto [[Tnannp_ ycTp_l.

OdBaXkabl LLEeNKHUTE Ha 3anncuK «Scada . [IpoToko/1» OTKPONTE AMNanNoroBoe OKHO
Bblbopa npoTokona SCADA.

PasymeeTcs, He0BX0AMMO HAaCTPOUTb TOT »Ke MPOTOKOJI, KOTOPbIA UCMNONb3yeTca Onas
hanna conocTaBsieHMS.

HaxmMuTte KHoMKy «MpuMeHnTb», 4Tobbl NPaBUIbHO HACTPOUTL NPOTOKO.

B BeTBM MeHio [[Map_ycTp_] oTobpa3unTcsa nogmMeHo BbIBpaHHOro NpoToKoaa
(Hanpumep, anemeHT MeHio [Map_ycTp_/IEC104] nnu [Nap_ ycTp_/ Modbus]).

B sTOM noameHto (KpoMe npo4vnx) nMmeeTcsa snemMeHT [HacTp. o6bekTa AaHHbIX].
OBakabl WwenkHUTe [HacTp. o6bekTa AaHHbIX].

OTKpoeTCsa AManoroBoe OKHO, B KOTOPOM MMeeTCa KHoMka «lepefaya KoHpurypaumm
SCADA» (cM. (1) Ha npvBeeHHOM HUXe PUCYHKE).

Mpwv Ha>kaTnKn 3TON KHOMKM OTKPOETCA ApYyroe AnasniorosBoe oKHO — «HacTponka
conocTaBneHus Toyek SCADA». B 3ToM OKHe nmetoTcs aBe KHomnku, (2) n (a), Kak
MoKa3aHO Ha PUCYHKe HUuXe.

Ham Heobxoammo Ha)kaTb KHOMKY (2), «BblbpaTb Ha Ancke cana conocTaBneHms
SCADA n oTnpaBuUTb €ro Ha NoakK/to4YeHHOEe YCTPONCTBO.

OTKpoeTCsa OnasioroBoe OKHO Bbibopa dannos.

MNepengunte K hanny *.HptSMap, B KOTOpoM cofep>kaTcsa HeobxoanMble onpeaeseHns
SCADA, 1 Ha)XXMUTe KHOMKY «OTKPbITb».

Smart view oTKpoeT 1 npoBepuT ann *.HptSMap. ECnm oka)keTcs, 4To dann
COBMECTUM C NOAKYEHHbIM 3aLLNTHLIM YCTPONCTBOM, B ANANIOFOBOM OKHE MOSBUTCSA
3anpoc noATBepaAnTb, YTO onpenesieHUs NPoOTOKOo1a c/lefyeT nepenaTh Ha 3alMTHOE
ycTpownctso (3).

Mocne Ha)kaTus KHOMKK «Aa» (1 BBOAA MNaposs ANa YpPoBHS AoCTyna «Supervisor-Lv3»)
AaHHble 6yayT nepepaHbl.

[Mocne aToro nosib3oBaTesb MOJAYYUT coobuieHmne 06 yCcrnewHoM BbINoJIHEHNN onepaunn

(4).

Mo>xHO ByneT Ha)KaTb KHOMKY «3aKpbiTb» (5) B ANaNoroBoM okHe «HacTponka
conocTaBneHns To4ek SCADA», 4Tobbl BEPHYTLCA B rNaBHOE OKHO Smart view.

HakoHeu, nosib3oBaTeNbCKOE CONMOCTaB/eHNE cnenyeT akTUBMPOBaTb, 3adaB s
napameTpa [Map_ycTp_/ (nMsa npoTokona) / HacTp. obbekTa faHHbIX] «Tun
conocTtassieHnss SCADA» = «[onib30BaTENLCKNN».

He 3abynbTe nepeHecTun BCe (UM BCe U3MEHEeHHble) HacTporku (u3 MO Smart view) Ha
3alMTHOE YCTPOMNCTBO.
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5 Co3paHune conocTas/ieHMs NPOTOKOa

5.5 War 5: Beibop ¢hanna conoctaBneHus

ﬁ MNap_ yCTp_/IEC@CTp. 0b6bekTa AaHHbIX

E @ F ﬁ Smart view
HacTpolika conocTaBfieHns To4Yek AaHHbix SCADA > P Sy G RPEID

\ SCADA Ha

HepnaBHO MCNob30BaHHbIN ann:

MylEC104_Mapping.HptSMap @ Her

BeibpaTb Ha aucke dann conoctaneHns SCADAN
OTNPaBUTb €ro Ha NOAKJIYEHHOE

rﬁ‘] YCTPONCTBO

=

. Smart view x
Mony4ynTb hann conoctasneHns SCADA

]‘\* CNOAKJII04EHHOr0 YCTPOMCTBA U COXPaHUTb €ro Ha
- ONCK

ol

&

KoHdurypaunsa SCADA ycnewHo
| nepepaHa Ha
'_.' YCTPOWCTBO.

(&) Ermm] | wene @

Puc. 4: lMpumep ncriosnib3oBaHna Smart view 415 nepegayv ¢avizia *. HptSMap Ha 3alymnTHoe
YCTPOWCTBO.

ScadaConfigTool_Z03

Q BTopon KHonkown, (@), BbINONHAETCA nepefada AaHHbIX B 06paTHOM HamnpaB/ieHUn.
3almnMTHOE YCTPONCTBO OTMNPaBAsSeT CONOCTaB/IeHNE OnpenesieHHbIX NoJsib30BaTeNEM
l npoTtokosioB SCADA B 0KHO «HacTponka conocTassieHnsa To4ek SCADA», a 3aTeM
oTobparkaeTcsa onanoroBoe OKHO «COXpaHUTb Kak», B KOTOPOM U3 3TUX onpeaesieHni
MPOTOKOJIa MOXKHO COo34aTb HOBbIM harn *.HptSMap.

lMpn cTaHfapTHOM conocTaBneHUun (c 3aBOACKNMU HaCTpOVIKaMI/I) TaKad 3arpyska
HEBO3MO>XHa.
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6 MNpoTokon Modbus

B 2020-06-06_First_Modbus_Mapping.HptSMap - SCADApter - O X
Qaitn  U3meHnTb HacTpoiikn Cnpaska
.1
DERDSCE S
OHK1 ®HK2 DHK3 DHK4 DHK5 DHK6 DHK16
Anpec O6beKT AaHHbIX |3aMKHYT KoMmmeHTapuit |OnucaHue Anpec I:lA A
v
v
06bekT lJ,aHHbIX:‘ 3aw.Tpes_ v‘
KommeHTapuin: O6HOBUTL
CurHan: O6LMI CUrHan Tpeeorun
Kokdur_
. =
Mopenu yctpoicTea Mposepka coBmecTuMoc MpuMeyaHns
CocTosHmeBepcus Mpumevarme
v 0K MCA4, Bepcus 3.7.a aKT._
MCA4 Bepcusd 3.7.a | Modbus (HighPROTEC) WHto:  Bepcus: ScadaConfigool z10 0 3anucm

Ecnn B kavyecTBe npoTokosia SCADA BbibpaTb Modbus, oTobpa3nTca HECKOIbKO BKIaOoK,
0603Ha4YeHHbIX Kak «®@HKx». Ha Ka>xgom n3 aTnx BkNafok otobpasntcsa hyHKLMOHaIbHbIN
koA Modbus n Tabnnua conocTaBneHHbIX 06bEKTOB AaHHbIX.

HomepoM hyHKLMOHAJIbHOIO KOAa onpefenseTcs Tun o6bekToB AAaHHbIX, KOTOPbIE OH
MOXXEeT CoAepXaThb.

OHK1, ®HK2 cogep>xaT COCTOAHUSA (HO HE N3MEPEHHbLIE 3HaYeHNA).

OHK3, ®HK4 moryT conep»xaTb BCe TUMbl, KOOMEe KOMaH[,.

OHKS5, ®HK6 npenHa3Ha4veHbl 4519 KOMaHA,.

OHK16 npegHa3HaveH 0ns 0cobbix COOBLLEHN N3 HECKONBLKNX C/I0B (B OCHOBHOM,
A8 CUHXPOHM3aUUM Mo BpeEMeEHN).

Mpu Bbibope (5> «5.2 LWar 2: [lobaBneHne n/vnm n3MeHeHne y>xe CyLLeCcTBYIOLLNX
Ha3HayeHul») NnpoTokona Modbus Ha NaHenn conocTaBneHnsa oTobpakatoTcs cneayoLne
NOMONHUTE IbHbIE NONA BBOAA.

* KoMMeHTapuii — onpegesieHHbI nosib3oBaTenem TekcT 6e3 kakoro-nnbo
TEXHNYEeCKOro 3Ha4yeHus. Ero Mo>KHO MCNob30BaTbh NPV apXUBUPOBAHUM
CNpPaBOYHbIX CBEAEHU O COMOCTaB/IEHUMN.

e OnucaHme — TeKCT O0NOJIHUTESNIbHbIX MOSACHEHUN K BbiIbBpaHHOMY 06bEeKTY OaHHbIX
(Mpn HanM4YMM B MOAENN OaHHbIX).

* 3aMKHYT — C NOMOLLbIO (hlaXKka «3aMKHYT» onpefensercs, cnegyeT nu
3abnoknpoBaTb AaHHbIe Modbus (40 ABHOrO NOATBEPXKAEHUSA).
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6 MNpoTokon Modbus

e QopmaT — Bblbop hopMaTa 06beKTa AaHHbLIX:
o Intl6é — Llenoe 4yncno gnmHom 16 6umt

o Uintl6é — be33HakoBoOe (TO €CTb HeOTpULIATEILHOE) Lesioe YMCa0 asnHonm 16
onTt

o Int32 — Llenoe yncno gnmHon 32 6uTa

o Uint32 — be33HaKoBOe (TO eCTb HeoTpuLUaTENIbHOE) Lenoe 4Ynucao ganHom 32
buta

o MnaBawwee 3HavyeHune — Ymcno ¢ niaaBatowen 3anaTon (cornacHo IEEE 754)

e [lono>xeHmne buta — nonoxxeHmne 6uta oTtobparkaeTcs, TONIbKO €C/IN eCTb CMbIC/ ee
BblibpaTb (B YaCTHOCTW, AN ABOMYHbIX COCTOSHUN annHon B 1 61T).

e Pa3zmep 6uta — pasmep 6UTa aBTOMATMYECKM 3aaeTCcs cornacHo hopmaTy
obbeKkTa AaHHbIX.

e KoagppuumeHT, MaclwutabupoBaHne — AN U3MEPEHHbIX 3HAYEHU n
CTaTUCTUYECKNX OaHHbIX CNenyeT yKa3aTb KOI(PULUNEHT U yPOBEHb
MaclTabmnpoBaHus gaHHbIX (ecnu 3T nons Beoga otobparkatoTcsa). MacwTab
MOXEeT BbITb C/ieayoWmMm.

o MepBnYHbIN — MacwTabnpoBaHne obbeKTa AaHHbIX A0 NEPBUYHOIO 3HAYEHUS

° BTOpVILIHbIVI — MaCLIJTaﬁl/IDOBaHI/Ie obbekTa AaHHbIX 40 BTOPWNYHOI0O 3Ha4eHnA

o OTHOCMTEenNbHbIM — MacwTabnpoBaHne obbekTa AaHHbIX OTHOCUTENbHO
HOMWHAJIbHOI O 3HAYEeH S

» 3HaYeHue HencrnpPaBHOCTY — €CJIN YCTAHOBJIEH AaHHbIA (PIaXK0K, TO UCMOJIb3yeTCs
3HaYeHVe HeNCNpPaBHOCTHU, @ He TeKyllee/PpakTUYeckoe n3MepeHHoe 3Ha4veHue.
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7 NMpoTokon Profibus

7 NMpoTokon Profibus

[ 2018-07-06_First_Profibus_Mapping.HptSMap - SCADApter
Qaitn U3meHnTs HacTpoiku Cnpaska

OERDYCE S

Bxon Bbixoa

= O X

Byte.MonoxeHne|O6beKT AaHHbIX | DopmaT EnvHuua (MacwTtabi3amMkHyT

Tun 3Ha4YeHn KoMMeHTapuit (Onucaxve UaeHTUUKaTOp I:l: A

06bekT ﬂ.aHHbIX:‘ 3aw.Tpes_ v‘
Monoxexwne GMTEE:
Pa3mep 6uta :

OnucaHue:

CurHan: O6wuit curHan Tpesoru

KoHdur_

Y,

Mopenu ycTpoiicTea MpoBepka cosMecTMMoc | MpuMeyanms

CocTosHueBepcusa Npumeyatme

v 0K MCA4, Bepcua 3.7.a aKT.

MCA4 Bepcus 3.7.a | Profibus (HighPROTEC) WHpo: Bepcusa: ScadaConfigTool 07~ Bxom: 0 Beixoa: 0

Tabnuua conocTaBneHnin oTobparkaeTcs Ha ABYX BKNaAkax — «Bxoa» n «Bbixon». To4ku
LaHHbIX, NepeYvyncieHHble B none «Boixon», 6yAyT oTnpasfieHbl BeAYLLUM YCTPONCTBOM
Ha NoAYMHEeHHOe YCTPONCTBO (B AaHHOM C/lyYae NoAYUHEHHbIM SIBNSeTCS YCTPONCTBO

3alUKThI), @ TOYKN OaHHbIX N3 «Bxoa» 6yayT oTnpaBaeHbl NOAYMHEHHbBIM YCTPONCTBOM Ha
Beaylliee yCTPOMCTBO.

* Bknapgka «Bbixog» npefgHa3sHadyeHa gna komaHpg Profibus n SCADA, KoTopble
OTHOCATCHA K onpeneneHHoOMy YyCTPOMNCTBY 3alUunThbl (Hanpumep, KoMaHg Ans
noaTeepxaeHusa CAW, BbIXOOHbIX pesie NN 3aMKHYTbIX KOMaHA).

¢ Bce TOYKM AaHHbIX, KOTOPbIE MOACTAHLUMSA Nosly4YaeT C YCTPONCTBA 3alUUThbl, MOXHO
HanTM Ha BKNaake «Bxon».

ToYKN OaHHbIX N5 0TobparkeHust B nosie Boibopa «OOBEKT AaHHbIX» NaHes n
cootBeTcTBUA (5> «5.2 LWar 2: JobaBneHune u/vuam n3mMeHeHmne yxe CyLLeCTBYIOLLNX
Ha3Ha4YeHUn») aBTOMaTUYECKW OMNpPeenstoTCs B COOTBETCTBUM C aKTUBHOW BKNAZKOW,

a OOMOJIHUTEsIbHbIE MOAS BBOAA CO CBONCTBaMN 06bEKTOB 3aBUCAT OT Bbl6paHHOI7I
TOYKWN OaHHbIX.
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7 MpoTokon Profibus

Ona yctponcTts 3awmTbl HIghPROTEC cyLlecTBYIOT HEKOTOPbIE OFrPaHUYeHMS U3-3a
BHeApeHuna npoTtokona Profibus:

o e ObLasa oJiMHa BCeX 3anncen ToYeK OaHHbIX Ha BKJlagke «Bxono» fosxkHa ObiTb He
MeHee 8 6anT.

(Tekywme 3HaveHUs obwen annHbl ona obenx BKAagoK oTobparkatoTcs B MpaBon
YaCTUN HUXKHEWN CTPOKU COCTOSHMUSA.)

* Bknagka «Bxoa» OoJ/KHa coaep»xaTbh, N0 KpanHen Mepe 0oHO none M3amepeHHoe
3Ha4yeHue N ofHO none OTobpaxxeHne COCTOAHUS.

* Bknagka «BbIxoa» A0J/KHa cogep)aTb, MO KpanHen Mmepe, 04HY TOYKY AaHHbIX.

* HeponycTmMO NCMOIb30BaTb KOMUU TOYEK AaHHbIX, T. €. HA3Ha4YaTb O4HY U Ty Xe
TOYKY AaHHbIX 6osiee ogHOro pasa.

SCADApter BbipaeT coobuieHne 06 ownbke nNpm NonbITKE COXPAaHEHUS COMOCTaBNEHUS B
dopmaTe *.HptSMap, XO0TS HM O4HO N3 3TUX YCJIOBUIN HE BbIMOJIHAETCS.

Mons obuwero BBoga (AOCTYMNHbI Ha 06enx BKNagkKax):

* Monox 6aiTa — B NaHenn conoctasneHus (<> «3 Nanenn rnasHoro
okHa npunoxxeHus SCADApter», 5> «[2] O6nacTb conocTaBneHus») cHavana
HeobxoAnMO BBECTW BHYTPEHHUI aapec NpoTokoaa. MoXXHO BBECTU UX NPSMO B
noJsie UN CroJib30BaTb KHOMKN «A» U «¥» OS5 YBEIMYEHUS NN YMEHbLLIEHUs
TeKyLlero 3Ha4YeHus.

* KommeHTapuyi — ornpefesieHHbln Nosib30BaTeneM TekcT 6e3 Kakoro-nmbo
TEeXHNYECKOro 3HavyeHnsa. Ero Mo>KHo ncnonb3oBaTb NpPU apXUBUPOBaAHUN
CMPaBOYHbIX CBEOEHNI O CONOCTaB/IEHNMN.

e OnucaHme — TEKCT O0NOJIHUTESNIbHbIX MOSACHEHUN K BbiIbBpaHHOMY 06bEeKTY OaHHbIX
(Npn HanM4yMnM B MO4ENN OaHHbIX).

* [lonoxxeHne buta — nonoxxeHme buta otobparkaeTcs, TONIbKO €C/IN eCTb CMbIC/ ero
BblibpaTb (HanpuMep, 419 ABOMYHbIX COCTOAHUN annHon 1 6uT).

* Paszmep 6uTa — pasmep 61UTa aBTOMATMYECKM 3a0aeTCs COrlacHoO hopmaTy
obbekTa OaHHbIX.

CeoncTBa (nons BBoga) A1 BKIagkm «Bxon»:

* 3aMKHyT — C NOMOLLbIO 3TOro usiaXkKa onpenenseTcs, cnenyeT nm 3abnokmpoBaTb
haHHble Profibus (0o AaBHOro moareepXxaeHus).

e QopmaT — Noka3aH opMaT 0O6beKTa AaHHbIX:
o Intl6 — Llenoe 4yncno gnmHom 16 6umt

o Uintl6 — be33HakoBOe (TO eCTb HeEOTpULLATENLHOE) Lenoe 4Ynucao ganHom 16
onTt

o Int32 — Uenoe 4yncno gnvHowm 32 buta

o Uint32 — be33HakoBoe (TO eCTb HeoTpuuaTeNbHOe) Lesioe Y1C0 ASINHON 32
buTa

o MnaBawwee 3Ha4vyeHue — Yumcno c nnaBatoLlen 3anaTon (cornacHo IEEE 754)
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7 NMpoTokon Profibus

* MacwTabupoBaHune, KoahpuumneHT — AN N3MepPeHHbIX 3HAaYeHW 1
CTAaTUCTUYECKNX OAHHbIX CriefyeT yKasaTb KOIP(ULMEHT 1 YPOBEHb
MacwTabnpoBaHWs AaHHbIX (eC/M 3Ty Nons BBoAa oTobpaxkatoTcs). MacwTab
MOXKeT 6bITb CiefyoLWunM.

o MepBnYHbIMN — MacwTabnpoBaHne obbeKTa AaHHbIX 4O NEPBUYHOIO 3HAYEHUS
o BTopuYHbN — MacwTabupoBaHne obbekTa AaHHbIX 40 BTOPUYHOI0 3HAYEHMUS

o OTHOCMTENbHbIN — MaCLLITaGI/IpOBaHI/Ie obbeKkTa AaHHbIX OTHOCUTENBLHO
HOMWNHa/IbHOIo 3Ha4eHnA

e EanHULA — 3[4eCb 0TOBpar)katoTCst eAMHWLbI, €CIN 3TO NPUMEHNMO.

O6wasga onvHa nosen (ona «Bxono» n «Bbixon») OOSXKHa ObiTb BKJIlOYEHa B
KOH(Urypaumuio BeayLiero ycTponcTea, B NPOTUBHOM CJly4yae CBA3b He byneT
yCTaHOBJIEHA B pe3y/ibTaTe OWNObKN KoHDUrypaumu.

B npaBon 4acTu HUXKHEWN CTPOKM COCTOSAHMNA 0TOBparkatoTCa 3TN 3HaYeHUS OANHbI
(konnyecTBO 6aMTOB) B BUOE AECATUYHLIX Yncen. B KOHGUrypauumn segyLiero
YCTPOWCTBa, 0AHAKO, 3TUN 3HAa4YeHUS OOJ/KHbI ObITb YKa3aHbl B LUECTHaALATEPUYHOM
BMUAe. XoTa HETPYAHO BPYYHYIO Npeobpa3oBaTh A4ECATUYHbIE YACA B 3TO
npencrtassaeHne, 6e3ycnoBHO, Mosie3HO, YTObbl NX TakXXe MOXXHO 6bls1I0 MPOCTO HANTKU B
danne skcnopTa B popmaTe Excel, cospaBaemom SCADApter. (3kcnopT B Excel: cm. [6] B
pasgene => Puc. 2.)
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8 MNpoTokon IEC 60870-5-103

8 MpoTtokon IEC 60870-5-103

t 2018-07-06_First_IEC103_Mapping.HptSMap - SCADApter

®aiin  M3MeHnTb HacTpoiku CnpaBka

OERDOYCES

CocTosHus N3MepeHHble 3Ha' 3HaueHns c6c KomMaHabl Kananbl 3anucy FUN no ymont

FUN INF |O6bekT gaHHbix |Tun nakeTa NckniounTh n3 (KommeHTapwuin (Onucaxne

KoHaur_
Monen ycTpoiicTea | Mposepka coBMecTUMOC | MpuMeNanns

CocTosHmeBepcus

v oK

Npumenanne

MCA4, Bepcnn 3.7.a aKT_

MCA4 Bepcus 3.7.a | IEC103 (HighPROTEC) WNHdo:

Bepcus:

ObbekT naHme:‘ 3aw.Tpes_ v‘

Coobuy c NpuB Mo Bpev
__OEHOBVITb
Ypanutb

<> <
>

Tun nakeTta:

WckniouunTb 13 Gl: [

KoMmmeHTapuin:

Onucaxue:

CurHan: O6LMin curHan Tpeeorun

Y,

ScadaConfigTool z06 0 3anucu

Tabnuua conocTaBneHnn oTobparkaeTCsd Ha Pa3/IMYHbIX BKJagKaxX U oTpakaeT
cyllecTByloLwmre TUnbl gaHHbIX gas npotokosa IEC 60870-5-103.

To4kM faHHbIX gnsa otobpakeHus B nose Bbibopa «OO6bEKT AaHHbIX» NaHen
cornocTaBJieHuns (L|> «5.2 War 2: JobaBneHne n/uim naMeHeHme y>xe CyLlecTBYLWNX
Ha3Ha4YeHWn») aBTOMATNYECKN ONPEenensaoTCa B COOTBETCTBMN C aKTUBHOMN BKIAOKOW.

Monsa BBOAA NMaHEsNM CONOCTaB/IEHUS 3aBUCAT OT TOrO, Kakas BKJlaAKa BbibpaHa
npeABapuTesibHO, 1 BbIBPaHHOM TOYKN AaHHbIX.

Mons obwero BBoAa (AOCTYMHbI Ha KaXX40MN BKJagKe):

» NpeHTudukaTop — B NaHenu conoctasnenns (l=> «3 MaHenun rnasHoro
OKHa npunoxkeHns SCADApters, > «[2] O6nacTb conocTaBneHns») cHavyana
Heobxo4nMO BBECTU BHYTPEHHMN agpec NnpoTokona. Ans npotokona IEC
60870-5-103 agpec cocTouT 13 ABYX Lenbix Yncen — tun pyHkumm (FUN) n
CcnpaBoYHbIn HoMep (INF). Mo>XKHO BBECTU UX MPAMO B NOJie NN CMOJIb30BaTbh
KHOMKWN «A>» N «¥» 05 YBEJINYEHNSA NN YMEHbLUEHNSA TEKYLEero 3Ha4YeHns.

* KoMMeHTapuii — onpefeneHHbll Nosib3oBaTeNieM TeKCT 6e3 kakoro-nmbo
TEXHNYECKOro 3Ha4YeHUs. Ero MOXKHO MCMOIb30BaTh NPU apXUBUPOBAHUM
CNPaBOYHbIX CBEAEHMWI O COMOCTABIEHUMN.

e OnucaHme — TeKCT A0MNOJIHNTESIbHbIX MOSACHEHUN K Bbl6paHHOMy 06'beKTy OaHHbIX

(Mpn HanMYMM B MOAENN OaHHbIX).

CeolncTBa (nonsa BeBoaa) Ansd BkNagkm «CoCTOAHUSA»:

e Tun nakeTa — Tun nakeTa ASDU. [Jna COCTOAHMUN BO3MOXXHbI cCaieaytouime Tunbl:
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8 MNpoTokon IEC 60870-5-103

o «CoobL ¢ NpuB No BpemeHn» — CoobLLieHne ¢ NPUBSA3KOM Mo BPeMeEHM

o «CoobL c 0TH BpeMeHeM» — CoobuieHne ¢ NPUBA3KON MO OTHOCUTESIbHOMY
BpeMeHun

e UNcknountb 3 Gl — ecnn ycTaHOBNEH AaHHbIA PN1aXKoK, TO 00beKT AaHHbIX byaeT
NCKJIl0YeH 13 obLliero onpoca.

CeoncTBa (nonsg BBoga) ons BKAaOKK «3MepeHHble 3HaYeHUA»:
* IHaekc — MNonoxeHne/MHoeKc AaHHbIX |/|3MepeH|/||7| B NakKeTe

e Tun nakeTa — Tun nakeTa ASDU. [1na naMepeHHbIX N CTaTUCTUYECKUX 3HAYEHNN
BO3MO)XHbI C/ieaytouine Tunbl:

o «M3M II» — UN3mepeHme Il, ASDU 9

o «3m I» — N3mepeHme |, ASDU 3

o «Twun aHeprun 195» — SHeprus, ASDU 195, cobCcTBEHHbIN TUM, AOCTYMHbIN
TOJIbKO AJ18 BEJSINYNH SHEPr N, CM. =~ «10.1 Bnok naeHTurkKaunm Tnuna
haHHbIXx ASDU IEC 60870-5-103 195».

o «Tun saHeprum 41» — BennyunHbl aHepruu (NnasatoLwime sHavyeHus), Tnun 41,
coBMeCTUMbI ¢ CSP, cobCcTBEHHbIN TN, [OCTYMNHbLIA TONLKO AJ19 HEKOTOPbIX
BEJINYUH SHEPruu, CMm. > «10.2 Brok NAeHTUpUKaumm Tnna gaHHolx ASDU
IEC 60870-5-103 41».

e Tun gaHHbIX — Bbl60p TWna AaHHbIX, MpeacCTaB/IEHHbIX 3TUM 06bEKTOM faHHbIX.

MpoTokonom IEC 103 onpepensaoTca cieayowmne Tunbl 4aHHbIX O U3MEPEHHbIX (K
CTaTUCTUYECKUX) 3HAYEHWNA:

o HopManu3oBaHHbIi — MI3MepeHHOoe 3HaYeHne, HopMaJIn30BaHHOE 3HaYeHue,
o MacuTtabupoBaHHbI — I3MepeHHOe 3HaYeHne, MacluTabupoBaHHOe 3HaYeHME,

o KopoTKoe nnaBawliee 3HavyeHue — M3MepeHHoe 3HaYeHne, KOPOTKOE HYNCIIO C
rnJjaBaloLLen 3anaTon.

MpoTokonom IEC 103 onpegenstoTca cenytowme TUnbl AaHHbIX 49 OBOUYHbIX
COCTOSAHUN:

o OQHO3MEMEHTHbIN — OAHO3EMEHTHasa MHpopMauus,
o [IByX3NeMeHTHbIN — [AByx3/1eMeHTHasa nHhopmaums,
o CTpoka 6utoB — CTpoka n3 32 6uTos.
MpoTokonom IEC 103 onpepensioTca crenytowime TUMbl 4aHHbIX 4719 KOMaHA4:
o O@HO3NeMeHTHbIM — OgHo3NeMeHTHaa nHhopmaums,
o [IByX3NeMeHTHbIN — [1ByX3/IeMEeHTHas NHHPOPMaLnS.

* KoadppuumeHT MmacwTtabupoBaHusa/HopManmsaumm — onpegensercsa KoapdpnumeHT
MacwTabnpoBaHnsa 3Ha4YeHUS 3Toro obbekTa AaHHbIX.

CeouncTBa (nosa BBOAA) OJ18 BKJAaOKWN «3HavYeHus cboeB»:

e Tun nakeTa — Tun naketa ASDU. [1nqa 3Ha4YyeHnn c60eB yCTaHOBNEH C/eayoLni
TUM:
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8 MNpoTokon IEC 60870-5-103
o «/3M c OTH BpeMmeHeM» — V3MepsieMble BeIMYUHbI C NPUBA3KON MO
OTHOCUTesIbHOMY BpeMeHun, ASDU 4
e Tun gaHHbIX — ONS 3HaYeHUn cboeB yCTaHOBJIEH CAeayoWnin TUN aHHbIX:

o KopoTKoe nnaBawliee 3HavyeHue — M3MepeHHoe 3HaYeHne, KOPOTKOE HYUCIIO C
rnJjiaBaloLen 3anaTon.

CeoncTBa (nons BBoAa) AN BKNaAKM «KOMaHObI»:
* Tvn naketa — Tun nakeTa ASDU. [1na KoMaHA yCTaHOBJMIEH CeAYoLWNin TUM:

o «Obuwasn kmao» — Obwasn komaHaa, ASDU 20

CBo#cTBa (nosa BBoAda) A BKAafku «KaHasbl 3anucun»:

NpeHTunkaTop ‘ 1 =

O6BEKT AaHHbIX TT.l ¢.B v

-} Kanan 3anuncu
. Ho6aBuTb
KommeHTapun TT. p.A

TT.I ¢.C

AHasnorosas Tpacca | ¢.B TT.3lo Ypanutb
THUA/UAB

TH.UB/UBC

THUC/UCA

TH.UX

TH.f

TH.df/dt

TH.nenbTa u

Onucatve O6HOBUTb

III 1

ScadaConfigTool_Z08

* B none BBoAa «O6BbEKT AaHHbIX» HaCTpaunBaeTCa OOCTyn KO BCEM aHaJIOrOBbIM
KaHaJlaM 3alfnunucu, 1. e. naMmepdaemMbliM NaHHbIM, 3alnCbiBaeMbIM B perncrpatope
BbIMOJIHEHUA.

* «ipeHTUdMKaTOp» — n3MepsemMoe 3HavyeHune, BblbpaHHoe B «O6beKT AaHHbIX>»,
MOXXHO Ha3HauYuUTb (haKTUYeCKOMY KaHany (cMm. pa3gen 7.2.6.1 B IEC 60870-5-103).
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8 MNpoTokon IEC 60870-5-103

CBo#icTBa (nonsa Beoga) ansa Bknagkum «FUN no yMon4aHuio»:

FUN 160 = A

OO6BbEKT AaHHbIX IEC103.FUN no ymonyaHuio v

. No6aBuThb
KommeHTapun

Kop, chyHKLMN MO YMONYaHUIO, KOTOPbIN MMeeTCs BO Ypanutb
BCeX CO0BLLEHNAX, OTHOCALUNXCS K YCTPONCTBY
(HanpuMep, B COOBLLEHUAX C OBLLMMUN KOMaHAaMun
3anpoca).

il

ScadaConfigTool_Z09

* B none BBoga «O6bEKT AaHHbIX» MOXXHO BHECTU TOJIbKO 0AHY 3anuck, «IEC103 .
FUN no ymon4daHuio».

e «MpgeHTndurkaTop» — ANsa onpepeneHmnsa Tuna pyHkumm (cm. pasgen 7.2.5.1,
Tabnnua 7 B IEC 60870-5-103) TpebyeTcs 3Ha4YeHMe, COOTBETCTBYOLLEE TUMY
YCTPONCTBA 3alUNThl, U 3TOT TUMN PYHKUUN TakKXe ABAAETCA YacTbl0 HECKOJIbKUX
CoobLeHNI onpepeneHHbIX MPOTOKOJIOB.

3Tn cneynanbHble CoobLWEHNA He ABNAIOTCA YaCTbio MOOENN YCTPONCTBA U MO3TOMY
HeOOCTYMHbl Ha BKMaAKaxX, 0 KOTOPbIX FOBOPUJIOCH paHee. 3Ta Bknaaka «FUN no
YMOJ14aHMIO» NO3BONIAET OoNpeaennTb TN yHKUNN, KOTOopas nepedaeTcsa BMecTe C
3TUMMN CcoobLLLEHNAMMN.

28 SCADApter SCADAP-1.5-RU-MAN



9 MNpoTokon IEC 60870-5-104

9 MpoTtokon IEC 60870-5-104

B 2020-06-06_First_IEC104_Mapping.HptSMap - SCADApter = O X
®ann W3meHuTb HacTpoiikn CnpaBka
1
DEARESCES
IEC104
IOA  O6bekT AaHHbIX  Tun AaHHbL 30Ha Hedye KoadhduumeHT Mac Tun 3HadeHn UckniounTs n3 C KommeHTap Onncaxune Anpec a A
v
0001 TH.UAB KopoTkoe 1.0 1.0 DakTN4ecko HeT N3mepeHHoe 3Haue =
a a
0002 TH.UBC KopoTkoe 1.0 1.0 DaKTN4eCcko HeT N3mepeHHoe 3Haue g El v 2 El \/ 1 \/ v
0003 TH.UCA KopoTkoe 1.0 1.0 DakTN4ecko HeT N3mepeHHOe 3Haue
O6bekT JJ.EHHbIX:‘ 3aw,.Tpes_ v‘
0004 TT.lp.A KopoTkoe 1.0 1.0 DaKTN4Yecko HeT N3mepeHHoe 3Haye
Lob6aBuTb
0006 TT.I¢.C KopoTkoe 1.0 1.0 DakTN4ecko HeT N3mepeHHoe 3Haue T R ’—‘SCADA_Config_Tool_Tev
0008 I[1].Tpes, A AByxanem . . . na CurHan: TpeBora
pee_c v P d Vickniounts n3 Gl: [ ] ObHoBUTL
KommeHTapuin: Ypanutb
OnwucaHue:
CurHan: O6uuii curHan Tpesoru
Komdmr_
m i i
openu yctponctea Mposepka coBmecTUMOC MpumeyaHus
CocTosHueBepcns MNpumeyarHne
v 0K MCA4, Bepcun 3.7.a aKT.
MCA4 Bepcus 3.7.a | IEC104 (HighPROTEC) WHo:  Bepcusi: ScadaConfigTool z11 0 3anncmn

Ecnu B kavyecTBe npoTokona SCADA BbibpaTh IEC 60870-5-104, oTobpa3unTcsa ogHa BKNagKa
c Tabnuuen Bcex CONOCTaBNEHHbLIX 06 bEKTOB AaHHbIX.

Mpwn BbIbOpE (L[> «5.2 War 2: JobaBneHne n/mnnm naMeHeHune y>ke CyLLLeCTBYOLLNX
Ha3Ha4yeHun») npoTokona IEC 60870-5-104 Ha naHenn conocTaBseHnsa oTobpaxkatoTcs
criefylolive 0ornoJsIHUTesibHble Mo BBOLA.
e KoMMeHTapuii — onpepnesieHHbIl nosb3oBaTenem TekcT 6e3 kakoro-nmbo
TEXHNYECKOro 3Ha4yeHus. Ero Mo>XHo MCnosib30BaTh MPUY apXMBUPOBAHNN
CMpPaBOYHbLIX CBEOEHU O CONOCTaBJ/IEHUN.

e OnucaHme — TeKCT OO0NOJIHNTESNIbHbLIX MOSACHEHUN K BbiIBpaHHOMY 06bEeKTY OaHHbIX
(Mpn HanMYMM B MOAENN OaHHbIX).

* NckmoynTb 3 Gl — ecnn yCTaHOBNEH AaHHbIA (hN1aXKOK, TO 06beKT AaHHbIX byoeT
NCKJII04eH 13 obLero onpoca.

e Tun gaHHbIX — Bbl60p Tna AaHHbIX, NpeacCTaB/€HHbIX 3TUM 006bEKTOM AaHHbIX.

MpoTokonom IEC 104 onpepensatTcsa cnegyowine TUnbl AaHHbIX 415 U3MEPEHHbIX (1
CTaTUCTUYECKNX) 3HAYEHUN:

o HopManu3oBaHHbIN — M3MepeHHOe 3HaYeHne, HOpMaJin30BaHHOE 3HaYeHne
(M ME TD_ 1),

o MacwtabupoBaHHbIN — M3MepeHHOe 3HavYeHne, MacluTabnpoBaHHOe 3Ha4YeHne
(M ME TE 1),

o KOpoTKoe nfaBawliee 3HavyeHue — MI3MepeHHoe 3Ha4YeHne, KOPOTKOE HYUCIIO C
nnasatowen 3anaton (M ME TF 1).
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9 lMpoTokon IEC 60870-5-104
9.1 HacTporkun 30Hbl HevyBCTBUTENbHOCTK B IEC 60870-5-104

9.1

30

MpoTokonom IEC 104 onpegenstoTca cnenytowme TUnbl AaHHbIX 49 OBOUNYHbIX
COCTOSAHUN:

o 0pHO3NneMeHTHbIn — OaHo31IeMeHTHas nHhopmaumsa (M SP_TB 1),
o [1IByX3neMeHTHblh — [Byx3asieMeHTHas nHgopmaumna (M DP_TB 1),
o Ctpoka 6utos — CTtpoka n3s 32 6utos (M BO TB 1).
MpoTokonom IEC 104 onpepensaioTca cienytowme TUMbl 4aHHbIX 4719 KOMaHA4:
o 0pHO3MeMeHTHbIn — OpgHoaneMeHTHas nHgopmaumna (C_SC NA 1),
o [IByx3neMeHTHbIN — [IByx3aneMeHTHas nHgopmaums (C_ DC NA 1).
* 30Ha HEYYBCTBUTEJNILHOCTU — AJ1 U3MePEeHHbIX (U CTaTUCTUYECKNX) 3HAYEHUN.

Oﬂpeﬂ,eﬂﬂeTCﬂ N3MeHeHMe 3Ha4YeHns 3Toro obbekTa AaHHbIX (Kak MPOLEHT OT
MaKCUMaJIbHOW BENNYUHDbI), KOTOpPOE BbI30OBET NOBTOPHYO OTMNPaBKY 3alUNTHbLIM

YyCTPONCTBOM M3MEHMBLLErocs 3HadeHns. CM. Takxke npumepsl n3 pasgena > «9.1

HacTponkn 30HbI HevyBCTBUTENbHOCTU B IEC 60870-5-104»,

30Ha HEeYYBCTBUTENILHOCTN — A1 3HAYEHUN CHETYMKOB (LenbiX Yncen).
OnpepensieTcs npupallieHne 3Ha4YeHNs, KOTOPOE BbI3OBET MOBTOPHYO OTMNPaBKY
3alWNTHBLIM YCTPOWCTBOM N3MEHMBLLUErOCS 3HAYEHUS.

¢ KoadhpuumeHT MmacwtabupoBaHus/HopManmsaumm — onpegensetcsa KoaphpuumeHT

MaCLLITa6I/IpOBaHI/IF| 3HAYeHNA 3TOro o6bekTa AaHHbIX.

* 3Ha4yeHue HencripaBHoCcTnn — eCJqin yCtaHoBJ1EH OaHHbIN h1a>XKOK, TO UCMOJIb3yeTCA

3HaYeHNEe HeUCNPABHOCTHU, a He TeKyllee/pakTUYeckoe n3MepeHHoe 3HaYeHume.

HacTpouku 30HbI HevyBcTBUTENIbHOCTU B IEC 60870-5-104

HaCTpOIZKa 30Hbl HEYYBCTBUTEJIBHOCTHA «30Ha He4YyBCTBUTEJIbHOCTN>» YKa3blBaeTCAa ONA
Nn3MepeHHbIX (nnn cTaTnCcTNYeCcKnx) 3HadyeHnin. OBHOBNEHHOE 3HAYEHNE 3TOM0 N3MEHEHWNS

nepepnaeTcda NnoBTOPHO.

LUnMKNM4HOCTbL nepenayn Ana usMmepeHHbIX 3Ha4YeHun onpeanendeTcda nytTeM ykKasaHun4A
npoueHTa 30Ha HEYYBCTBUTENIbHOCTU ONA TaKUX 3HAYEHUN MO OTHOLUEHUIO K HY 0.

HeHyneBom NpoLeHT 30Ha HeYyBCTBUTENILHOCTY BCErga yKasbiBaeT Ha MaKCUMaJlbHYO
BEJINYNHY COOTBETCTBYIOLLEro MU3MEPEHHOI0 3HAYEHMs, CM. MPUMEpPbI HUXKE.

MpuMepbl HACTPOUKMN 30HbI HEYYBCTBUTEJIbLHOCTH

Ona onucaHusa HaCTDOIZKI/I 30Hbl HEYYBCTBUTEJIBHOCTU CcnenyeT npmnBecTn
HECKOJIbKO NpunMepos.
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9 MNpoTokon IEC 60870-5-104

9.1 HacTpownku 30HbI HevyBCcTBUTENbHOCTY B IEC 60870-5-104

% Hanps>xeHue (C noMoLWbIO NJIaThl U3MEPEeHUsa Hanpsi>keHusa «TU»)

* [naTa TpaHcdhopMaTopa HanpsbkeHus «TU» noagepXuBaeT AnanasoH 3Ha4YeHU
0-800 B. (CM. rnaBy «TexHMU4Yeckne gaHHble» B 3TOM pPyKOBOACTBE.) Apyrumm
C/l0BaMi/, MaAKCMMaJsibHOe rnogaep>xmpaemoe 3Ha4yeHue coctassiseT 800 B.

* HoMuHanbHoOe 3Ha4veHune (BTopn4HoOe) coctasnsaeT 100 B.

¢ [osTomMy Ko3thdhnLUMeEHT NpeobpasoBaHUS MPOLEHTHOro 3HAa4YeHNS HOMUHANbLHOI O
HanNpPs>XeHNs B HACTPOMKY 30Hbl HEYYBCTBUTE/IbLHOCTM By oeT cnenyowmnm:

q=100B/800B = 0,125

* Hanpumep, TpebyeTcs 3HaYeHMe 30Hbl HeYYBCTBUTENIbHOCTY 10%,
npefcTaB/IeHHOE KaK MPOLUEHT OT HOMUHAa/IbHOr0 HanpsiXXeHus.

¢ B 3TOM cny4ae HacTpoWKa 3Ha4YeHMS 30Hbl HEYYBCTBUTEJIbHOCTU A0J/HKHa ObITb
cnepytowien:

10% - g = 0,0125 = 1,25%

* Tok (LA TT)

e TpaHcgopMaTopbl TOKa 1 A noagep>xmBatoT guanasoH 3HavyeHun 0-40 A.
* 3HayeHMe HOMMHANbHOIO TOKa (BTOpUYHOE) cocTasnsdeT 1 A.

* Mo3ToMy KO3 pULMEHT Npeobpa3oBaHNs NPOLEHTHONO 3HAYEHUA HOMUHAILHOIO
TOKA B HACTPOUKY 30Hbl HEHYBCTBUTENLHOCTY ByAeT cneayoLmnMm:

q=1A/40A =0,025
* Hanpumep, TpebyeTcs 3HaYeHMe 30Hbl HeYyBCTBUTEIbHOCTY 10%,
npefcTaB/ieHHOE KakK MPOLEHT OT HOMUHAa/IbHOIro TOKa.

e B 3TOM cnyyYae HacTpoMKa 3Ha4Y€HUSA 30Hbl HEYYBCTBUTEJIbHOCTU A0JIXKHA ObITh
cnepylowen:

10% - q = 0,0025 = 0,25%

¥ Tok (5 ATT)

e TpaHcdopMaTopbl TOKa 5 A moagep>xmBatoT Anana3oH 3HavyeHun 0-200 A.
¢ 3HayYyeHMNe HOMMHANbHOIO TOKa (BTOpUYHOE) cocTaBnsdAeT 5 A.

¢ [losToMy KO3(hhMUMEHT Npeobpa3zoBaHUSA MPOLEHTHOI0 3HA4YEHNA HOMUHALHOI O
TOKa B HACTPOUKY 30HblI HEYYBCTBUTE/IbLHOCTM ByOeT cnenyouwmnm:

q=5A/200A = 0,025

¢ Hanpumep, TpebyeTcs 3HaYeHME 30Hbl HeYYBCTBUTENbHOCTU 10%,
npencTtaB/ieHHOE KaK MPOLUEeHT OT HOMUHaJ/IbHOro TOoKa.

e B>3TOM cny4dae HaCTpOI7IKa 3Ha4eHn4Aa 30Hbl HEHYBCTBUTENIBHOCTW OO0J1>KHa ObITb
cnepytoLwen:

10% - q = 0,0025 = 0,25%
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9.1 HacTpolkun 30Hbl HevyBCTBUTENbHOCTK B IEC 60870-5-104

32

Tok yTeuku Ha 3emnio (1 ATT)

MnaTa cTaHOapTHOro TpaHchopMaTopa Toka «Tl» moaaepXmBaeT gMana3oH
3HavyeHun 0-25 A,

3HayYyeHne HOMMHaJNILHOrO TOKa (BTOopuU4HOe) cocTasnsaeT 1 A.

MosTomy KoadhduLUMeHT Npeobpa3oBaHUs NPOLEHTHON0 3HAYE€HNS HOMUHAJILHOIO
TOKa B HACTPOVIKY 30Hbl HEYYBCTBUTE/IbLHOCTM By AeT cnenyroLmnMm:

q=1A/25A=0,04

Hanpumep, TpebyeTcs 3HaYeHne 30Hbl HEYYBCTBUTENLHOCTN 10%,
npefcTaB/ieHHOE KakK MPOLEHT OT HOMUHAa/IbHOro TOKa.

B 3TOM cny4ae HacTpoMKa 3Ha4YeHMSA 30Hbl HEYYBCTBUTEJIBHOCTU A0J/KHa ObITb
cnepytowien:

10% - g = 0,004 = 0,4%

Manbin TOK yTeukm Ha 3emnio (1L ATT)

lMnaTa 4yBCTBUTENILHOIO TpaHCcopMaTopa Toka «TIs» nogaepxmeaeT gmnanasoH
3Ha4veHun 0-2,5 A.

3HaYeHNEe HOMMUHAJIbHOIO TOKa (BTOpI/ILlHOG) cocTtasnget 1 A.

MosToMy Ko3thhuLMeHT Nnpeobpa3oBaHNS MPOLLEHTHOr0 3HA4YEHNSS HOMUHAJILHOIO
TOKA B HACTPOUKY 30Hbl HEHYBCTBUTENLHOCTY ByAeT cneayoLmnMm:

q=1A/25A=0,4

Hanpumep, Tpe6yeTc;| 3Ha4YeHne 30Hbl HEYYBCTBUTEJIbHOCTN 1%, npeacTtaB/ieHHOE
KaK MPoueHT OT HOMWHAaJ/IbHOIo TOKa.

B 3TOM cnyyae HacTpolrKa 3Ha4YeHUs 30Hbl HEYYBCTBUTENbLHOCTU AOJ/IKHA BbITb
cnepylowen:

1% - q = 0,004 = 0,4%

MowHocTb (1 A TT v nnaTta uaMepeHusa Hanps>xeHus «TU»)

Moonep>xmBaembln Anana3oH 3Ha4veHUi coctasnaaeT 0-32000 BA.

3Ha4yeHVie HOMUHAJILHOW MOLLIHOCTY (BTOPMYHOE) OCHOBAHO Ha 3HAYeHUAX :
HOMWHAJIbHOIr 0 HAMNPSXXEHUS N HOMUHANBLHOIO ToKa (BTOPUYHbIX): 100B - 1 A - V3
= 173,21 BA.

MosTomy KosdhpuUUMeHT Nnpeobpa3oBaHUs MPOLEHTHON0 3HAaYE€HNA HOMUHAJIbHOWN
MOLLHOCTW B HacTPOVIKY 30HbI HEYYBCTBUTEILHOCTM ByoeT cnenyowmnm:

q=173,21 BA/ 32000 BA = 0,00541

Hanpumep, TpebyeTcs 3Ha4YeHMe 30Hbl HEYYBCTBUTENLHOCTU 10%,
npencrtaB/ieHHOE KaK MPOLUEHT OT HOMUHaJ/IbHOV MOLLHOCTN.

B aToMm cny4dae HaCTpOI7IKa 3Ha4eHn4A 30Hbl HEHYBCTBUTENIBHOCTW OO0J1>KHa ObITb
cnepytoLwen:

10% - g = 0,000541 = 0,0541%

SCADApter SCADAP-1.5-RU-MAN



9 MNpoTokon IEC 60870-5-104

9.1 HacTpowku 30HbI HevyBCcTBUTENbHOCTY B IEC 60870-5-104

% MowHocTb (5 A TT 1 nnata usMmepeHma Hanps>XeHua «TU»)

e [opnep>X1MBaeMbll Anana3oH 3HavYeHnn coctasnseT 0-160000 BA.

* 3HayeHNe HOMUHAaJIbHOW MOLLHOCTN (BTOPNYHOE) OCHOBAHO Ha 3Ha4YeHMAX _
HOMMHANIbHOrO HaMNPSXXeHUA N HOMUHAJIbHOTO TOKa (BTOPUYHbIX): 100 B - 5 A - V3
= 866,05 BA.

¢ [MosTomMy Ko3dhduMLMEHT Nnpeobpa3oBaHNS MPOLEHTHOr0 3HAaY€HNS HOMUHAJILHOWN
MOLLIHOCTW B HaCTPOWKY 30Hbl HEYYBCTBUTE/ILHOCTY ByaeT cneaylowmnMm:

q = 866,05 BA/ 160000 BA = 0,00541

* Hanpumep, TpebyeTcs 3HaYeHMe 30Hbl HeYYBCTBUTENIbHOCTY 10%,
npefcTaB/ieHHOE KaK MPOLUEeHT OT HOMUHAa/IbHOV MOLLHOCTW.

¢ B 3TOM cny4ae HacTpoWKa 3Ha4YeHMS 30Hbl HEYYBCTBUTEJIbHOCTU A0J/HKHa ObITb
cnepytowien:

10% - g = 0,000541 = 0,0541%

% YactoTa (ceTb 50 I'n)

e [logpoep>XmnBaemMbln gnana3oH 3HavyeHun coctasnaeT 40-70 Iy,
¢ 3HayeHVe HOMMHAJIbHOM 4acToTbl: 50 I,

* o3ToMy KO3 (pULMEHT Npeobpa3oBaHNs MPOLEHTHOrO 3HAa4YEHUSI HOMUHabHOM
4YacTOTbl B HACTPOVIKY 30HbI HEHYBCTBUTELHOCTM ByaeT cneayowmnm:

q=50ly/70ly, =0,714
* Hanpumep, TpebyeTcs 3HaYyeHNe 30Hbl HeYyBCTBUTENbHOCTY 0,1%,
npencTaB/IEHHOE KaK MNPOLLEeHT OT HOMUHAJ/IbHOUW Y4acCTOoThl.

e B 3TOM cnyyYae HacTpoMKa 3Ha4Y€HUSA 30Hbl HEYYBCTBUTEJIbHOCTU A0JIXKHA ObITh
cnepylowen:

0,1% - g = 0,000714 = 0,0714%

¥ YacTtoTta (ceTb 60 ')

e [logpgep>xXmnBaeMbll Anana3oH 3HavyeHun coctasnseT 40-70 Iy (To ecTb, Takom Xe,
Kak gnsa cetm 50 y).

¢ 3HayeHVe HOMMHANbLHOM 4YacToThl: 60 L.

¢ [loaToMy Ko3dhdMUMEHT Nnpeobpa3oBaHNS MPOLEHTHON0 3HAaY€HNSA HOMUHAJIbHOWN
YaCTOTbl B HACTPOWKY 30HblI HEYYBCTBUTE/ILHOCTY By OeT cnenyowmnmMm:

q=60ly/70lIy = 0,857
¢ Hanpumep, TpebyeTcs 3Ha4YeHME 30HbI HeYyBCTBUTENbHOCTU 0,1%,
npencTaB/ieHHOE KaK MPOLUEHT OT HOMUHAaJ/IbHOV Y4aCTOThl.

e B>3TOM cny4dae HaCTpOI7IKa 3Ha4eHWn4A 30Hbl HEHYBCTBUTENIBHOCTW OO0J1>KHa ObITb
cnepytoLwen:

0,1% - g = 0,000857 = 0,0857%
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9.1 HacTpolkun 30Hbl HevyBCTBUTENbHOCTK B IEC 60870-5-104

*¢ Kos>dpcduvumeHT mowHocTHM (f)

9T0 3HayeHune ocobeHHoe, MOCKOJIbKY He nMmeeT HOMNHaJIbHOIro 3Ha4YeHn4.

* MakcumanbHOe 3Ha4YyeHue cocTasnsgeT 1,0.

* Hanpumep, TpebyeTcsa 3Ha4YeHMe 30Hbl HevyBCTBUTENbHOCTM 0,01. (HeT
Heobx04NMOCTW BblpaXkaTb €ro B MPOLLEeHTax.)

¢ B 3TOM cny4ae HacTpoWKa 3Ha4YeHMS 30Hbl HEYYBCTBUTEJIbHOCTU A0J/HKHa ObITb
cnenytowen:

0,01/1,0 =1%.

e Bce 3HayveHus yrna npencraBJieHbl B rpagycax, ToO eCTb, MaKCMMaJibHOE 3HaYeHne
cocTaBngeT 360°.

* Hanpumep, TpebyeTcs 3HaYyeHNe 30Hbl HeYYBCTBUTENbHOCTY 1°. (HeT
Heo6X0AMMOCTU BbipaXkaTb €ro B NpoLLeHTax.)

* B 3ToM caly4ae HaCcTpoMKa 3Ha4YE€HUSA 30Hbl HEYYBCTBUTEIbHOCTU A0JIXKHA ObiTh
cnepytowen:

1°/360° = 0,278%
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10 MpunoxxeHwne
10.1 Brok npeHTugmnkaumm tuna gaHHeix ASDU IEC 60870-5-103 195

10 MpunoxeHue

10.1 bnok npeHtucdukauumm tuna paHHbix ASDU IEC 60870-5-103
195

(by1iok ngeHTnpukaumnn Tnna gaHHbix ASDU 195 nony4eH n3 tuna
nageHTn¢pukaunn IEC 60870-5-103 4.)

1 1 0 0 0 0 1 1 = NoeHTudukauma tTuna
195

1 0 0 0 0 0 0 1 = KnaccngpumnkaTop nepeMeHHbIX CTPYKTYP
129

=1wnim=7 lMprnynHa nepenayn

Anpec yctponcTtsa (0bwmnin agpec ASDU)

Tun dyHKkumn («FUN»), kak onncaHo B Tabnnue
conocTaBneHnn SCADApter

CnpaBo4HbIi HOMep («INF»), Kak onncaHo B
Tabnnue conoctasneHnn SCADApter

BanT paHHbIX 1.1 3HayeHune cyeTymka 1

BanT gaHHbIX 1.2 (B BAHHbIM MOMEHT HE UCMOJIb3YyeTCs)
BanT paHHbIX 1.3

BanT mnaHHbIX 1.4

BanT paHHbIX 2.1 3HayeHmne cHeTYnKa 2

BanT naHHbIX 2.2

BanT aaHHbIX 2.3

BanT mnaHHbIX 2.4

MunnncekyHabl MeTKa BpeMeHu
MWH (4 okTeTa ABOMYHOIO BPEMEHM)
L.|

NleTHee BpeMms

ConocTasneHunsa SCADApter ona npotokona ceasm IEC 60870-5-103: Cm. > «8 MpoTokon
IEC 60870-5-103»
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10 MpunoxxeHne
10.2 bnok ngeHtTudmnkaumm tuna gaHHbix ASDU IEC 60870-5-103 41

10.2 Bnok npeHtucpukaumm Tuna paHHbix ASDU IEC 60870-5-103
41

(bn1ok nageHTnpukaumnn tTuna gaHHbix ASDU 41 nony4eH n3 tuna
ngeHTnepmkaumn IEC 60870-5-103 9.)

0 0 1 0 1 0 0 1 =41 WNgeHTnpunkauma tTuna
= KOJINYECTBO U3MEPEHHbIX 3HAYEHNI Knaccngumnkatop nepeMeHHbIX CTPYKTYP
MpuynHa nepenayn
Appec ycTponcTtBa (0bwunin agpec ASDU)
0 1 1 0 0 1 0 1 = Tunbl PyHKLWA:

CnpaBo4HbIn HoMep («INF»)

KopoTKoe 41csio C naaBatoLlen 3anaTon, ctn.  M3mepeHHoe 3HaveHue 1
754 B cooTBeTCcTBUN C IEC 60870-5-4.

HeponycTuMble 3Ha4YeHNs oTMeYatoTCs
konoom +32767 (Ox7FFF).

KopoTKoe 4MCcno C niaBatowen 3anaTon, cTh. M3MepeHHoe 3Ha4YeHue n,
754 B cooTBeTcTBUN C IEC 60870-5-4.

KOJINYECTBO 3HAYEHMN N onpenenseTcs
HenonycTmMble 3Ha4YeHUA 0OTMeYatTCA KJlacCUPNKaToOPOM NepeMeHHbIX CTPYKTYP.
koooMm +32767 (Ox7FFF).

ConocTasneHunsa SCADApter ona npotokona ceasun IEC 60870-5-103: Cm. > «8 MpoTokon
IEC 60870-5-103»
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KomnaHua SEG Electronics GmbH coxpaHsieT 3a coboi npaso B 11060 MOMEHT BHOCUTb U3MEHEHUSI B TEKCT HAaCTOSLLErO
nokymeHTa. MIHopmaums, npenocTaBneHHaa komnaHuen SEG Electronics GmbH, cynTaeTca TOYHON 1 HafeXHoN. TeM He
MeHee koMnaHua SEG Electronics GmbH He HeceT 0TBETCTBEHHOCTU 3a ee JOCTOBEPHOCTb, 3@ UCKJIIOYEHNEM CreLnaibHO
Oro0BOPEHHbIX
cny4aes.

SEG Electronics GmbH
Krefelder Weg 47 « D-47906 Kempen (Germany)
TenecdoH: +49 (0) 21521451

NHTepHeT: www.SEGelectronics.de

OTnen npopax
TenedoH: +49 (0) 21 52 145 331
®dakc: +49 (0) 21 52 145 354
2. novTa: sales@SEGelectronics.de

O6cnyxunBaHme
TenecdoH: +49 (0) 21 52 145 614
dakc: +49 (0) 21 52 145 354
9n. no4yTa: support@SEGelectronics.de

Complete address / phone / fax / email infgrmation for all locations is available on our
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