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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3awnTbl INHUN

MCDLV4 — ycTpoucTteo audpdepeHunanbLHOU
3aLWMUThbl JIMHUMU

Pene opndpdeperHumnanbHon 3awnTel Kabenen /nuHnin MCDLV4 npenHa3sHavyeHo Ons
NCMoNIb30BaHUA B Napax ANA 3alWmTbl Kabenen n IMHNN NPOTSXKEHHOCTbLIO A0 24 KM. MNpun
3TOM 3allMLULaeMan JIMHNA MOXKET BKJIOYaTb B cebs 30HanbHbIN TpaHchopmaTop. Kpome
TOro, YCTPONCTBO UMEET KOMMJIEKCHbIN NakeT YHKLUMIA 3aWnThl, BKKOYaA 3alLUNTy
(ha3HbIX TOKOB, OFPaHNYEHHYI0 3alNTY OT 3aMblKaHUA Ha 3emto, 0bHapy>XeHne 6pockoB
TOKa, a TakKXXe PYHKLMN MOHUTOPUHIa B3aUMOLENCTBUNS SHEPrOCUCTEM U KOHTPONA 0 6
pacrnpenennTenbHbIX YCTPONCTB.

WHTYNTUBHO NOHATHasA KoHuenumsa paboThl C YCTPONCTBOM C MPOBEPKON KOPPEKTHOCTM
BBOOMMbIX MapaMeTpoB N pacluMpeHHbIMN PYHKLUUSAMN BBOAA B 3KCMJyaTauuio, TaKUMU
KaK Hampumep, BCTPOEHHOe CpeaCcTBO MOAENNPOBaHMA 0TKa30B, obecneymBaeT
6e30MacHOCTb M SKOHOMUIO BPEMEHU B MpoLiecce TeXHN4Yeckoro obcnyxmeaHua n seoda
B aKCMnAyaTauuto. NMporpammHoe obecneyeHne Ana HAaCTPONKK MapaMeTpPoOB M OLLEHKN
Smart view MOXXHO UCNOJIb30BaTb OAMHAKOBbLIM 06pa3oM CO BCEM CEMENCTBOM
YCTPONCTB. Smart view fake nNo3BosiieT KOHTPOMPOBaTb yAalleHHOe YCTPONCTBO
MCDLV4 4epe3 nHTepdenc NnpoTokosa CBA3N Mexay ABYyMS ycTponcTeamm MCDLV4.

0630p cbyHKUNIA

[l

U

p
MCDLV4 [1/ 2] 1(0)

@ ToK 1 HanpsXXeHue:

N—

HecbanaHc., p Peructp:
1 Y%KHW 1 KHWA,
j e @ @ b SER (CobbiTute)
7 < CK3,
_| @ MUH./MaKc./cpeiH., > DDR (Momexa)

asopbl 1 yrabl ol

M . p DFR (Heucn)
nnor | J urLs | otliH:
4 > Crat
i i i i I | CKks,
T 1 T
XX @
I

7 Mepepava curHana

4

[ KJ/1l0oYeHne nepeana

1 e

[ P.Q. S, PF ) Tpenn
T
®© 00
l
) T

El 3a) + t * Tt | JaHHble C/Ha yAasieHHoe YCTPOUCTBO
a e @ @ @ @ @ @ e @ @ S (4epes3 BbifeNeHHbIN KaHan CBA3M)
4
_ )
* = yepes3 aganTUBHbIE MapaMeTpsbl

‘—Onuvm ‘— CtaHpapT

MCDLV4 [2 /2] |«

ONTOBOJIOKOHHbIN Kabenb
5
|m |- "
< o X
Puc. 1: 0630p pyHKUM MCDLVA.,

MCDLV4-3.7-RU-MAN MCDLV4 15



1 MCDLV4 — ycTponcTeo AnddepeHumanbHON 3anTbl ANHUN

1.1 KoMMeHTapunm K pyKoBoACTBY

1.1

16

KoMMeHTapuu K pyKOBOACTBY

B HacTosAwWweM pyKOBOACTBE OMNUCLIBAOTCS obLMe NPUHLWMALI MJIaHUPOBaHMA paboThl,
HaCTPOMKW NapaMeTpoB, BBOAA B IKCMyaTaLMWIO U TEXHUYECKOro 06CNy>XMBaHMS
yctponcte HighPROTEC.

HacToswee pykoBoACTBO NpefiHa3Ha4vYeHo B KavyecTse paboyen AOKyMeHTauum ans:
* NHXXeHepos P3A;
* VHXXEeHEepoB Mo NpoBeAeHNI0 NyCKOHanao4YHbIX paboT;

* CMeumnanncToB No YyCTaHOBKE, MPOBEPKEe U TEXHNYECKOMY 06Cy>KMBAHMIO 3aLLNUTHOWN
N KOHTPOJIbHOW annapaTypbl;

* lNpoyero nepcoHasa, paboTatowwero ¢ anekTpoobopynosaHneM N rnepcoHana
3NeKTPOoCTaHLUNN.

B pykoBoACTBe Tak>XXe NPUBOASTCA onpeneneHmns Bcex MyHKLUNA, COOTBETCTBYHOLLMX
Koy TuMna yCTPOMCTBA. ABTOPCKUIA KOIIEKTMB PEKOMEHAYET MFHOPUPOBATb
NHGOPMaLMIO C ONMMUCAaHNEM KaKUX-TMbo (yHKLWIA, MapaMeTpoB UM BXOA0B/BbIXOO0B,
KOTOpble HEe OTHOCATCS K paboTe KOHKPETHOro YyCTPONCTBA.

Bce I'IOﬂ,pOﬁHbIe OnMnMcCaHMAa N CCbIK NpMBOAATCA MO COCTOAHUIO Ha TeKyLLI,I/IIZ MOMEHT ”
OCHOBaHbl Ha HalleM onbITe N NpoBeeHHbLIX NCccienoBaHNAX.

HacTosiuiee pykoBoACTBO OMUCLIBAET NOJIHOYHKLMOHAIbHbIE MOANMUKALNN YCTPONCTB
(onuuns).

Bcs TexHMYeckast UHopMaumMs 1 gaHHble, BK/IIOYEHHbIE B HACTOsILLEE PYKOBOACTBO,
ABNSINCb BEPHLIMU HA MOMEHT NOArOTOBKM PYKOBOACTBA K Ny6MKauumn. Mbl cOXpaHsieM
3a coboli NpaBo Ha BHECEHNE TEXHUYECKNX N3MEHEHUI B paMKaX NMOCTOSIHHOIO Pa3BUTUS
N COBepLIEHCTBOBaHMS 060pyaoBaHMs 6€3 BHECEHUS U3MEHEHUI B TEKCT HACTOSALLErO
PYKOBOACTBA, a TakXXe NnpeaBapuTesibHOro yBeaomseHus. NpeTeH3nm K coaepXxaHuto
NHGOPMaLUMN N OMMUCAHUAM, BKIIOYEHHbIM B HACTOSsILLIEE PYKOBOACTBO, HE MPUHMMAIOTCS.

TekcToBas UHGOPMaLMS, UATIOCTPALUM N POPMYJIbl MOIYT HE COOTBETCTBOBATh
KOHKPETHOMY YCTPONCTBY, BKJIIOYEHHOMY B KOMIMJIEKT MOCTaBku. NnnocTpauum un
rpacgunyeckme n3obpaxeHus npueeaeHsl 6e3 cobnogeHna Mmacwtaba. Mbl He HeceMm
OTBETCTBEHHOCTM 3a YLlepb nnm cbon B paboTe, Bbi3BaHHbLIE OLLMOKaMMN OMNepaTopoB UIn
HEBbLINOJIHEHNEM YKa3aHUN, ColepKallxXCs B HACTOSLLEM PYKOBOACTBE.

KaTeropunyecku 3anpeuwtaeTcs rnosiHoe Uin YyacTUYHOe BOCNpPOon3BefeHne HacTosAwero
PYKOBOACTBA, @ Tak)Xe nepefaya TpeTbMM nmuamMm 6e3 NMCbMEeHHOro paspeLlueHuns
KoMnaHum SEG.

HacTosuwee pykoBoACTBO BXOAUT B KOMMJIEKT MOCTaBKW NPU NOKYMKe yCTPONCTBa. B
cflyvae nepefaydu (Npodakn) yCTporucTBa TPETbUM NNLAM WX OpraHn3aunam,
HacTosLEee PYKOBOACTBO TakxXe NoanexxmTt obsazaTenbHON nepenaye.

PaboTbl MO peMOHTY YCTPOMNCTBA A0JIXKHbI BbIMOJHATLCSA TOJIbKO KBaIMPULMNPOBAHHbLIM
TeXHUYECKMM NepcoHasioM, 03HAaKOMJIEHHbLIM C MECTHbIMW NPaBUaMN TEXHUKN
6e30MaCcHOCTM N UMEIOLLUM Hagne)xalwmnm onbiT paboThbl C 3/IEKTPOHHBLIMW 3aLLUUTHBLIMU
YyCTPONCTBaMM 1 CMIoBbiM 0bopyaoBaHmneM (TpebyeTcsa noaTBep>XaeHme
KBannunkauun).

UHppopmaumns o6 obsa3aTenbcTBax u rapaHTUHHBIX YC/IOBUAX

KomnaHuna SEG He HeceT OTBETCTBEHHOCTU 3a y|_|_|,ep6, BbI3BaHHbI CAMOCTOSATE/IbHOMN
MOﬂ,epHI/I3aLI,I/IEI7I ninm NsMeHeHnem yCTpOI7ICTBa, nianm npouenypbl NJiaHNpPoOBaHUA pa60Tb|
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.1 KoMMeHTapuu K pyKoBOACTBY

YCTPONCTBaA (Ha 3Tane NpPoeKTUPOBAHWUS), HACTPOMKY NapaMeTPOB UK N3MEHEHUS
perynMpoBOK NepcoHasIoM MoJib30BaTes.

FapaHTUinHble 06513aTeNbCTBa aHHYJINPYIOTCS NPU BCKPLITUM KOpMyca yCTPOMCTBa
NINUAMU, He ABNSIOWMMUNCS TEXHUYECKUM NepcoHanomM KomnaHum SEG.

YcnoBumsa OTBETCTBEHHOCTU N FapaHTUKn, N310>KeHHble B OCHOBHbIX YC/IOBUSAX, MPUHATbIX
KoMnaHmen SEG, He OOMOJIHATCS BblleyKa3aHHbIMUN Pa3bACHEHNSMN.

CTpyKTypa BaHHOro pyKoBoACTBa

¢ be3sonacHocTb npexxae Bcero! O3HaKOMbTECb C OCHOBHbIMUM COOBLLIEHMAMN NO
6e30nNacHOCTH, KOTOPbIe NCMOJ/b3YIOTCA B HacTosLeM pykoBoacTee: => «1.1.1
Ba>kHble onpeneneHus». Kpome Toro, 3gecb npneoanTcsa obuwasa nHdopmaums o
koMmnnekTHocTn (<> «1.2 CeBeneHus ob yCTpONCTBE»), AAaHHOM PYKOBOACTBE, a
Tak>Xe yC/1I0BHble 0603Ha4YeHNa 1 CUMBOJIbI, B Hell ucnonb3ytowmecs (=> «1.1.2
CnMBOIbI U onNpedeneHns»).

e O6wunin 0630p AOCTYNHbIX ANsA ycTponctea MCDLV4 hyHKUNI 3alLNTLI NPUBOANTCS B
BUAE PYHKLUMOHANbHON cxeMbl: > «0630p dyHKLNI». OBpaTUTE BHUMaHWE, 4TO
Hann4yme HeKoTopbIX (YHKLMIA 3aBUCUT OT TMUMNaA 3aKa3aHHOro yctponcrea. Cnncok
BapuaHTOB cM. B pasgene > «1.2.1 BnaHk 3aka3a ycTpoicTea».

¢ B ycTporictBax MCDLV4 npumeHsieTcs ocobasi MoaybHasa KOHUEMNLUNS HAaCcTPOoeK,
n3MepseMbiX 3HAYEHUN U CUrHaNo0B. HeCMOTpS Ha TO 4TO AaHHasa KOHUenums
MoAayJsien n NnapaMeTpoB NPOCTa 1 ACHa, HAaCTOSATENIbHO peKOMeHayeTCs, 0COBEHHO
Ha4YMHaKLWMM, C Hell o3HakoMuTbCA: => «1.3 Moaynu, HacTPoONKK, CUrHabI 1
3Ha4YeHnna»

¢ 0O Smart view — 370 paboyas nporpaMma, KOTOPYK MOXXHO YyCTaHOBUTb Ha MK ¢
OC Windows. KoMnbloTep MOXKHO NOAKIIOYNTL K YCTponcTBy MCDLV4 1
MCNoJib30BaTh AN HACTPOUKNU N NoslydeHus ¢ ycTponcTea MCDLV4 gaHHbIX
(n3mMepseMbIX N CTaTUCTUYECKMX 3Ha4YeHUn, 3anucen o cbosax u T. 4.). KpaTkoe
BCTYNAeHWe NpuBoANTCA 34eck: > «1.8 Smart view». Mpu 3ToM ¢ NOAPOOHBLIM
OonMcaHMeM MO>XXHO O3HAaKOMUTbLCSH B OTAE/IbHOM AOKYMEHTe — MOJIHOM PYKOBOACTBE
rnosnb3oBaTtena Smart view.

* OnuncaHve obopynoBaHnsa (HanpuMmep, CXeMbl Pa3MepPOB U NOAKOYEHNIN) MOXXHO
HaTu 3peck: > «2 O6opypnoBaHue»

¢ Bo3M0>XXHO, Heobxoamnmo byaeT 3aaTb HEKOTOPbIE HAaCTPOMKK Be3onacHoCTH, Tak
Kak ycTponcteo MCDLV4 nocTtaBnseTca 6e3 orpaHUYeHNn 4oCcTyna v npocTenmnm
CTaHOapPTHbLIM NApOaEM, 3alnThbl He obecnedymBaOWMM. [a)ke Mpu HaANYUn
abCcoNOTHOWM yBEPEHHOCTU, YTO 0COBbIX OrpaHUYeHUn AoCcTyna He NoHagobuTcs,
HaCTOATENIbHO PEKOMEHAYeTCA U3yunTb rnaBy «be3onacHocTb»: > «1.4
be3onacHoCTb»

* PAj HaCTPOEK OTHOCUTCS K caMoMy ycTpoicTBy MCDLV4: > «1.3.7 MapameTpsl
yCTPONCTBa»

* YcTponcteo MCDLV4 npeanaraeT MHOXECTBO M3MepPSEeMbIX 3Ha4YeHUN N BeaeT
CTAaTUCTUKY eLle HECKOJIbKMX 3HaYeHuit: B pasgenax > «1.6 ismepsemble
3HavYeHus» n 5> «1.7 CtaTucTuka» NpuBOAMTCS ONUCaHNe COOTBETCTBYIOLLMNX
KOHLLENLWA N HacTpoeK.

e [MpOTOKObI CBA3W, AOCTYMNHbIE AJ18 CBA3M ycTponcTtea MCDLV4 noactaHumnen
onuceiBaloTCA B pasgene > «3 KoMMyHUKaLMOHHbIE MPOTOKObI».

* YcTponcTteo MCDLV4 no3sonsieT ynpasasiTeh 6 KOMMYTaLNOHHbIMUN YCTPONCTBaAMW.

OO6bIYHO KaK MUHUMYM OAUH W3 HUX UCMONb3YIOT AN1S YNPaB/eHNs BbiK/loYaTenamu,
OTK/IOYaEMbIMU (PYHKLMAMU 3aLmThl Npu cbosax. > «5 OucneTyep cuctem
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1 MCDLV4 — ycTponcTeo anddepeHumanbHON 3alnTbl ANHUN
1.1 KoMMeHTapunm K pyKoBoACTBY
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yrnpaBneHns /KOMMYTaLMOHHbIX YCTPOMCTB» ONUCLIBAOTCS Pas/inyHble YHKLMN
yrnpaBneHms.

MHO>XeCTBO (PYHKLMI 3alnTbl ONUCbIBAETCA B NoApa3snenax rnasbl « PyHKLMN
3aWwmnThl»: Y5> «4 dnemMeHTbl 3aWnThI». CnepyeTt uMmeTb B BUAY, 4TO CyLlecTByeT
0OUNH «OCHOBHOWM» 3aLMNTHbLIA MOAYb, YNPaBAAOLWNA BCEMU PYHKLNAMN 3aLLUNTHI:
> «4.1 Moaysnb 3aul: obuias 3awmTa». bonee Toro, BaXkHO 3HaTb HE TOJIbBKO, Kak
AKTUBMPYETCA 3alUNTHbIA MOAYJb, HO N Kak ero 3absiokmpoBaTh: > «4.1.3
Brnokuposku»

YcTponcteo MCDLV4 peructpupyeT pa3finyHble cobbiTUs (BO3MYLLLEHUS,
obHapy>xeHHble cbon 1 T. A.), N03TOMY He0bXoAMMO 3HaTb, KakK NOJYYUTb AOCTYM K
Takum 3anucam: > «7 PeructpaTopsi»

YcTponctso MCDLV4 npepnaraeT NCNOJ1Ib30BaTb NporpamMMupyemMmsle ornyeckmne
ypaBHEHUS 418 NporpaMMnUpoBaHNS BXOA0B, BbIXOA0B, 6NOKNPOBKK (PYyHKLNA
3aLMTbl U CO34aHNA COBCTBEHHBIX IOrMYecknx pyHKUMiA B pene: > «8
MporpaMmMupyemMasn normka»

KpoMe pyHKLMI 3amnThl ycTporncTBo MCDLV4 nmeeT 1 pasninydHble QyHKLNN
KOHTpons. OCHOBHOE MX OT/INYME OT (PYHKUUA 3aLUNTbI B TOM, 4TO hYHKL N
KOHTPO/A He BblAAIOT CMFHaJI0B OTKJIOYeHUs, a B 0cobbix ob6cToATEeNbCTBAX
reHepupyloT aBapuiHblie CUrHabl. Takon aBapUNHbIA CUTHaA MOXXHO UCMOb30BaTb
Ansa 6NOKNPOBKK (PYHKLUUI 3aLUNTLI MM Ha3HaYUTb oA4HOMY U3 COAWN nnn Bxonos:
=> «4.34 KoHTposnb»

OcobeHHoCTM BBOAa ycTpolcTea MCDLV4 B skcnnyaTauuo: > «10 Bsog B
skcnayaTauuto», ObpaTuTe BHUMaHME, YTO ONMCaHNE BBOAA B IKCMJlyaTauuto
KOHKPEeTHbIX (PYHKL NI 3alnTbl NPUBOOAMNTCA B Noapa3aenax rnas, NOCBAWEHHbIX
COOTBETCTBYOLWMM (PYHKLNAM 3aLLNThI.

TexHNYecKne ycaoBus, JONYCKN U MPUMEHUMble cTaHdapThl: > «12 TexHunyeckune
JaHHble»

B mocnegHen rnaBe HacTOAWEro 4OKYMeHTa MPMBOAMTCS NpeaMeTHbIN yKa3aTesb.
OH nmeeT ogHYy 0CcO06eHHOCTbL: B MCXO4HOM NoJie «&» B HEM NEpPeYnNCNatoTCs
HOMEpHbIe CUTHaJbl «<reHepupyeMbie» Jorm4ecknmm cxemamm (cm. pasgen =
«1.1.2 CnMBOJIbI U OMpeneneHnsa»).

CBsA3aHHble AOKYMEHTbI

¢ CnpaBoO4YHOE PYKOBOACTBO K ycTponcTtey MCDLV4 (MCDLV4-3.7-RU-REF): 3gecb

YKa3blBalOTCA BCE HACTPONKMN, CUFHasbl U 3HAYEHUSA, OOCTYMHbIE B YCTPONCTBE
MCDLV4, a Tak)Xe COOTBETCTBYIOLWME NYTU MEHIO K HUM, 3HAYEHUS MO YMOJHAHUIO U
Anana3oHbl 3HAYEHWNA.

PykoBoacTBo no 6bicTpomy 3anycky ycTponctea HighPROTEC (HPT-3.7-RU-QSG):
noapobHoe onncaHme CTPYKTYPbl MeHI0, YHKLUMOHaIbHbIX BO3MOXXHOCTEN KHOMOK
N TUMUYHbIX OEeNCTBUN.

PykoBoacTBo no otnaake yctponcts HighPROTEC (HPT-3.7-RU-TSG): onncaHune
BCEX BHYTPEeHHUX coobuieHunn (06 ownbke nnm c npegynpexxgeHmneMm), Kotopbie
MOFYT MOCTYANTL OT ycTponcTBa MCDLV4. (CMm. Takxe > «9.2 CoobuieHns o
CaMOONArHOCTUKE).

KpoMe Toro, K 3TOMy OOKYMEHTY cnenyeTt obpawaTbCs, eCnm nocse dasbl 3arpy3ku
(5> «37an 3arpysku») COWN «Cuctema OK» («paboTaeT») He FOPUT 3e/1eHbIM.

Cxembl npoBoakn (HPT-3.7-EN-WDG) — [TO/IbKO Ha aHIIMNCKOM S3blIKe]: B 3TOM

OOKYMEHTEe OJ19 Ka)K40oro OCTYMNHOro BapMaHTa YCTPONCTBa (3akKa3 no Koay Tuna)
MMeeTCs COOTBETCTBYlOWAa cxeMa, Ha KoTopon ycTponctso MCDLV4 noka3aHo
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.1 KoMMeHTapun K pykoBoaCTBY

Cc3aanm Co BCeEMU YCTaHOBJIEHHbIMW anmnapaTHbIMX MOOYNAMIN N NOOKNKOHYEHNAMN
npoBsoaos.

PykoBoacTtBo Kk MO Smart view (SMARTV-x.xx-RU-MAN): TexHn4YeCcKoe pyKOBOACTBO K
paboyemy nporpammHomMy obecnedvyeHnto Smart view.

PykoBopnacTtso k MO DataVisualizer (DATVIS-x.xx-RU-MAN): TexHn4eckoe
PYKOBOACTBO K NMporpaMmMHomy obecrniedeHuto DataVisualizer. 3To npunoxeHue
npefHa3sHa4vYeHo OJ1a aHanM3a 3anmcen 06 aBapuiHbIX ONOBELLEHNAX U COObITUSAX.

PykoBoOcCcTBO K pefpakTopy cTpaHul, (PAGEED-x.xx-RU-MAN): TexHn4eckoe
PYKOBOACTBO K NporpaMMHoMy obecrnedyeHunto pegakTopa CTpaHul. 9TO
npuaoXXeHne npegHasHa4eHo oasa co3faHusa MHANBUAYAIbHbIX O4HOJIMHENHbIX
CXeM/CTpaHuL ynpaBreHus.

PykoBogacTtBo k MO SCADApter (SCADAP-x.xx-RU-MAN): TexHn4eCKoe pyKoBOLCTBO K
nporpamMMHomy obecneyeHuto SCADApter. 3To NpuUNoXKeHne npegHasHa4yeHo ang
CO3[aHNA NHANBMAYASIbHbIX COMOCTaBAEHN TOYEK AaHHbIX 019 NMPOTOKOJI0B
SCADA.

CnpaBo4Hble fokyMeHTbl SCADA

o MCDLV4-3.7-RU-Mpo¢unb ycTtpouctea DNP3 — Mpodune DNP3 — [TONIbKO Ha
AHI TIMNCKOM f3blKe]

o MCDLV4-3.7-RU-Touykn paHHbIXx Modbus — Cnuncok To4yek gaHHbiXx Modbus
o MCDLV4-3.7-RU-Toukn paHHbix Datapoints — Cnmcok To4vek gaHHbIx Profibus

o MCDLV4-3.7-RU-IEC61850-Mics — CBuaeTesibCTBO COOTBETCTBUA peanumsaunm
monenu IEC 61850 (MICS) — [TONbKO Ha aHMIMNCKOM $3biKe]

o MCDLV4-3.7-RU-IEC61850-Pics — CBuaeTenbCTBO COOTBETCTBUA peanmsaumm
npoTokosa IEC 61850 (PICS) — [TO/IbKO Ha aHMIMNCKOM fA3blke]

o MCDLV4-3.7-RU-IEC61850-Pixit — JononHUTeNbHblE CBEOEHUSA O
peann3sauunm npoTokoaa ansa ncnoitannn IEC 61850 (PIXIT) — [TonbKo Ha
AHI JIMNCKOM $i3blKe]

o MCDLV4-3.7-RU-IEC61850-Tics — CBnaeTenbCTBO COOTBETCTBUSA peanunsaumnmn
TexHunyecknx npobnem IEC 61850 (TICS) — [TONbKO Ha aHI IMNCKOM A3blKe]
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3alnTbl ANHUN
1.1.1 BakHble onpegeneHus

[

1.1 Ba>kHble onpepneneHus

CoobLueHna NnpMBeAeHHbIX HXKE TUMNOB NpefHa3Ha4vyeHbl Ansa obecnevyeHns 6esonacHom
0N XKU3HW 1 340p0BbA NepcoHana aKcnayaTaumm yCTPoMCTBa, a Takxe obecnevyeHuns
HOpMaibHOM PaboThl YCTPOMCTBA B TEYEHME BCErO CPOKaA CIyKObl.

OMNACHOCTb!

OMNACHO! — yka3bIiBaeT ornacHyto CUTyaLuio, KoTopas MOXXeT HeMeLJIEHHO NMpUBeCTU K
TSKKUM TeNeCHbIM MOBPEXAEHUSAM NN NIeTaJlbHOMY UCXOLY, €C/IN ee He

npefoTBPaTUTb.

BHUMAHWNE — yka3biBaeT Ha OMacHY CUTYyaLUto, KOTOpas MOXKET NMPUBECTU K TAXKKUM
TeJIeCHbIM MOBPEXAEHNAM NN JIeTaJlbHOMY UCXOAY, eC/IN ee He NpefoTBpaTUTh.

OCTOPOXXHO!

OCTOPOXXHO — yKa3blBaeT Ha BO3MOXXHYIO ONaCHY CUTYaL Lo, KOTopas MOXeT
MPMBECTN K MOBPEXAEHUSAM NIEFKOW UKW CPeOHEN TAXKECTU, eC/IN ee He NPenoTBPaTUTb.

NMPUMEYAHUE — onucaHmne cutyauuin, He NnpeacTaBAsioLnX ONAaCHOCTU A1 XXU3HU U
300POBbA.

HaHHbIN cnMBoON 0603HaYaeT NoJsie3Hble YKa3aHna N peKoMeHOdauunn, a TakXXe COOeEPXKXUT

o
1 nHopMaumio onsa aggekTnBHon n becnepebonHom paboTsbl.

TpeboBaHusa TexHUKN be3onacHOCTH, HaneYyaTtaHHbie Ha Kopnyce MCDLV4

9Tn TpeboBaHMA TeEXHMKK Be30MacHOCTK HanevaTaHbl Ha Kopnyce MCDLV4 BmecTe co
CXeMoWn coeJUHEHUN:

Only for use with onAc Ho !

external galvanic

decoupled CT's.

See chapter

gfutrrr]eenr;TargS:If?rmers Bxo4bl naMepeHnsa ToKa MOryT NOAKYaTbCA UCKJTIOYNTESIbHO K
M3MepUTESIbHLIM TpaHcopMaTopaM ToKa (C rasibBaHMYeCcKomn
pa3BsA3Kon).

Bonee noapobHbIE NHCTPYKLMN NO COBNIOAEHNIO TEXHUKN Be3onacHOCTH
cM. B 5> «2.5.1 TI — cTaHpapTHasa BXxoaHas niaTa M3MepeHus TOKOB
a3bl M 3aMbIKaHWA Ha 3eMJII0».
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.1.1 BakHble onpegeneHus

BHUMAHME!

HaHHbIM BapnaHT MCDLV4 obnagaeT BbICOKOW YYBCTBUTEJIbHOCTbIO K
CUrHanam, rno3BoJISIOLWEN N3MEPSATb TOK YTEYKM Ha 3eMto. (Bxoabl ons
TaKNX N3MEPEHUN OTMEYEHbI 3BE3O04YKON «*».)

TexHn4yeckme xapakTepuCTUKN YyBCTBUTENIbHOI0 BXO4A U3MepeHuns
TOKa YTEYKN Ha 3eMJI0 OT/INYAIOTCA OT TEXHNYECKUX XapaKTepucTuk
BX0O0B M3MepeHus (pasHbIX TOKOB. Ecnm KosdhpuumeHT
TpaHchopMaunm TpaHchopMaTopa TOKA HE COOTBETCTBYeET
TpeboBaHUAM (NPEBbLILLAET HY>KHOE 3Ha4YeHne) To HopMaibHble paboyne
yCnoBuSA MOryT 6bITb HE pacno3HaHbI.

Bonee noapobHbIE NHCTPYKLMUN MO COBNIOAEHNIO TEXHUKN Be3onacHOCTH
CM. B rfiaBe «TexHu4eckme xapaktepuctukun» (=> «12 TexHuyeckne
LaHHble») n 5> «2.5.1 Tl — CTaHOapTHad BXo4Hada njaTta M3MepeHus
TOKOB (Pa3bl M 3aMblKaHNA Ha 3€MJIIO».

Hangne>xalyee ncnosb3oBaHue ycrpohcrsa U BaHHOIo pykKkoBoacTtTBa

OCTOPOXXHO!

He BBOOWTE B 3KCnayaTauuo ycTponcteo MCDLV4, noka He ByaeT BbINMOJSIHEHA €ro
HacTpoMKa 1 NpUeMKa.

MpoyunTanTe faHHOE PYKOBOACTBO MO 3KCMyaTaumu.

[Ns HacTpolky TpebyeMbix MYHKLUUIA 3aWwmuTbl npoumnTanTe > «4.1 Mogynb 3aLy;
o6L1as 3aWwmUTa» U COoTBETCTBYIOWME rNaBbl B > «4 dnemeHTbl 3aLUThI».

Mpoueaypa npvemMkmn onncaHa B <> «10 Beoa B 3KCMayaTaLmMio» U COOTBETCTBYIOLNX
pa3fenax rna., KOTOpble OTHOCATCS K TpebyeMbiM hyHKUMSAM 3aLLUnNThI.

CNEOYWTE HACTOSLLNM NHCTPYKLINAM

Mepen Ha4ya/ oM YCTAHOBKM, SKCMyaTalUUmn UM TEXHUYECKOro 06CNy>XKMBaHNS
o60opyn0BaHUSA TLATEbHO 03HAKOMbTECH C HACTOALLUM PYKOBOACTBOM W BCEWN NpoYel
Heob6x0A4MMON NOKYMEHTaunen, OTHOCALLENCSA K KOHKPETHbLIM onepaunsaM. BeinosHanTe
BCE YKa3aHusa 1 NpeaynpexaeHus rno TexHuke 6esonacHocTu, AeicTByOWME Ha
npeanpusaTUN. HeBbINOHEHNE STUX UHCTPYKLNIA MOXKET NMPUBECTU K TENECHbIM
NoBpeXXAeHNAM U/UInN K UMYLLECTBEHHOMY yLiepby.
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1 MCDLV4 — ycTponcTeo anddepeHumanbHON 3anTbl ANHUN
1.1.1 BakHble onpegeneHus

LEJIEBOE NMPUMEHEHWE

HecaHKUMOHNPOBaHHOE BHECEHNE N3MEHEHNI B 060pydOBaHME UM B METOAUKY €ro
MPUMEHEHMS, BbIXOASLLEE 3a YCTAHOBJIEHHbIE MEXaHNYECKNE, IJIEKTPUYECKME N NpoYme
3KCMayaTauWOHHbIE OFPaHMYEHNS, MOXKET MOBJIEYb 3@ COOOM TPaBMbl U/UK
MaTepuabHbIi ywepb, B TOM YMCsie MPUBECTU K NMOBPEXOEHNIO CaMOro o6opynoBaHMA.
Jliobble NofgobHblIe N3MeHeHUS: (1) ABNAITCA «HENPABUJIbHBIM NMPUMEHEHNEM» U/
«Hebpe)XXHOCTbIo» B COOTBETCTBUN C TEPMUHOJIOFNEN, MPUHATON B FapaHTUAHbIX
OOKYMEHTax; COOTBETCTBEHHO, MPeanpusaTne-n3roToBnTesNb He obecneymBaeT
rapaHTUNHBLIM 06CTYy>KMBAaHNEM BCE BbiTEKalOLLME NOBPEXAEHUS, (2) OTMEHAET
OENCTBME CEPTUPUNKATOB N Pas3peLLUNTESbHbIX AOKYMEHTOB Ha AaHHoe obopynoBaHue.

lMporpamMmMmnpyemMble YyCTPONCTBA, ONMMCAHHbIE B HACTOSLLEM PYKOBOACTBE,
npefHasHayvYeHbl 4715 3alnUThl U yNpaBieHns CunoBbiM o6opyaoBaHneM n paboymnmm
YCTPONCTBaAMMN C MNTAHNEM OT UCTOYHNKOB HaNps>XeHUsa ¢ PUKCUPOBaAHHOM YacToToN,
Hanpumep dunkcmposaHHom YactoTon 50 nnm 60 Ny, OHKW He NpefHa3Ha4YeHbl oas
MCMNOJQIb30BaHUA C NPUBOAAMMN C NEPEMEHHON YacTOTON. 3TU YCTPOWUCTBA
rnpefHasHa4YeHbl 419 YCTaHOBKU B HU3KOBOJIbTHbBIX OTCEeKax naHenemn
pacnpenennTesibHbIX WNTOB CpefHero YPoBHS HanpsXXeHUs Uan B NnaHensax
JeleHTpasn30BaHHOM 3alimnTon. NporpaMMmnpoBaHne 1N HaCTPoOMKa NnapaMeTpoB
[OJIKHbI COOTBETCTBOBATbL TPEOOBAHMAM KOHLIEMLUMN CUCTEMbI 3aLLnThl (060pynOBaHMS,
3allMTa KOTOPOro OCYLLECTBJISETCA C MOMOLLbIO AaHHbLIX YCTponcTB). Heobxoammo
3anporpaMMmMpoBaThb YCTPOMNCTBO M HACTPOUTL ero napaMeTpbl Tak, 4Tobbl OHO
Hagnexxawmm obpasomM pacnosHaBasio paboyne ycnosus (cbon) n ynpasnsano nMu
(HanpuMep, NyTeM BLIKOYEHUA NpepbiBaTeNs). MNpaBnabHOE NCMONb30BaHMe TpebyeT
pe3epBHON 3aLUUTbl AOMNOJIHUTESIbHbLIM 3aLLNTHBLIM YCTPOMUCTBOM. Nepen Havyasiom
paboTbl N NoC/ie BHECEHUS N3MEHEHU B MPOrpaMMy (M3MEeHEeHUS 3Ha4YeHUN
rnapaMeTpoB), HEOHBX04MMO NMPOBECTU NCMbITAHNSA U 3a40KYMEHTNPOBATb Pe3ysibTaThl,
noAaTBep)XAatoLme COOTBETCTBME HOBOW NPOrpaMMbl U HOBbIX 3HAYEHUW MapamMeTpoB
KOHLLenuum CUCTeMbl 3aLLUThl.

B uenax KoHTposs paboTocrnocobHOro COCTOAHMUS MPOrPaMMUPYEMOro 3aLLUTHOIro
YCTPOMCTBA KOHTAKT CaMOAMarHOCTUKN (KOHTAKT Mo Hanps>XeHWeM) O0JIXKeH ObiTb
CoefINHeH C CUCTeMOW aBTOMAaTUKM MoAacTaHUMN. O4eHb Ba)KHO, YTOObLI C KOHTaKTa
CaMoanNarHOCTMKN (KOHTaKTa Nod Hanps>XXeHneM) NporpaMMmMpPyEMOro 3aLlMTHOro
YCTPOMCTBa NMOCTYNaJjio aBapuinHoe ornoBeLleHmne, Tpebytowee 6e3oTnaraTenbHOro
BMeLLUaTeNbCTBA Npu cpabaTbiBaHUN. ABapUNHbIA CUFHAM YKa3blBA€T Ha TO, 4TO
yCTponcTBo bonblie He obecrneymBaeT 3alLUUTY LEenn N cucteme Tpebyercs
obcny>xmBaHue.

Huxxe nepevncneHbl TUNoBblie 06/1aCTV NPUMEHEHUS MOAENBHOIO Psifia YCTPONCTB
JlaHHOr O TuNa:

* 3awmTa BBOAA

* 3almTa 3S1eKTpoceTH

* 3awwmTa obopynoBaHUs

e 3alwmTa TpaHchopmaTopa

* 3awmnTa reHepaTtopa
[aHHble yCTPOMNCTBa He NpeAHa3Ha4YeHbl 419 UHbIX Lenen. 9TO TakXe OTHOCUTCH K
MCMNOJIb30BaHMIO YaCTUYHO YKOMMJIEKTOBaHHOIro obopynoBaHus. MNMpeagnpunatume-
N3roTOBUTENb HE HECET OTBETCTBEHHOCTU 3a YLLePO, BbI3BaHHbLIN HELleIeBbIM
npuMeHeHnem obopynoBaHUS. BClo 0OTBETCTBEHHOCTL B 3TOM CJly4ae HeceT

noJsib3oBaTesib. B Lenax obecnevyeHns Hagnexxallero NnpMMeHeHnsa yctponcTea: CnenyeTt
cobnofaTh TEXHNYECKME YCNOBUA U AOMYCKW, yCTaHOBNEHHbIE SEG.
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.1.1 BakHble onpegeneHus

() Ycrapeswas BOKyMeHTauus

1 C MoMeHTa nybankaumm gaHHOW BEPCMN PYKOBOACTBA B €r0 TEKCT MOr/iM H6bITb BHECEHDI
n3meHeHunsa. Y1obbl ybeanTbCs, 4TO Bbl NOJIb3yeTecChb NocaefHen pefakLumen OKyMeHTa,
noceTuTe pasaen 3arpy3okK Hawero seb-canTa.

MNMocnepHAsA pefakumsa HaCTOALLEro TEXHNYECKOro pyKOBOACTBA M 0BGHOBNEHHLIN CAMCOK
ncnpaBneHUn OocTynHbl Ha Beb-cante SEG.

e MepenanTe Ha Beb-canT KomnaHuM SEG 1 BbINONHNTE NONCK HEOBXOANUMbBIX
OOKYMEHTOB. (MoeHTUrKaTop Ka)X4oro AOKyMeHTa HanevyaTaH Ha ero oboxxke.)

e Kpome T0ro, Ha Kaxxgom yctponcrtee HighPROTEC HaneYaTaH MHONBUAYASbHbIA
QR-koa. OTCKaHMpYNTe 3TOT KOA, N OTKPOETCS ceTeBas Nanka Co BCEMU
COOTBETCTBYIOLWMMN OKYMEHTAMW B MocaeaHeNn BEPCUN.

Ba>xHasa nH¢opmMaumsa

B cooTBeTCcTBUM C TpeboBaHNAMN 3aKa34MKa YCTPONCTBA YKOMMJIEKTOBaHbI MOAYJ/IbHO
(no kogam 3aka3a). Obo3Ha4YeHUS CoeANHNTESIbHbIX Pa3bEMOB YCTPOWMCTBA NPUBOAATCS
Ha BEepXHeWn NaHenn Kopnyca (3n1ekTpuyeckasa cxema).
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3alnTbl ANHUN

1.1.1 BaXXHble onpeneneHns
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OCTOPOXXHO!
DNeKTPOoCTaTUYECKNIA pa3pas

Bce 31eKTPOHHbIE KOMMOHEHTLI B TOW UM MHOW CTEMNEHN YyBCTBUTENbHbI K
3/IEKTPOCTAaTMHECKOMY pa3paay. Ona 3aWmnTbl STUX KOMMOHEHTOB OT MOBPEXAEHWNIA
HeobXxoAVMMOo NPUHATL CNeLnaibHbIe Mepbl MO CHKEHUIO U UCKTIOYEHWTIO
BEPOSATHOCTU 3JIEKTPOCTAaTMYECKOro pa3psaaa. MNpu paboTe C yCTpoONCTBOM nnu B6113n
Hero cobnofanTe crnenyolne yKasaHus:

1. Nepepn HavyasioM TEXHNYECKOro 06CNy>KMBaHUS YCTPOMUCTBA CHUMUTE CTaTUYeCcKoe
2/1eKTpn4eCTBO C TeJla, NPUKOCHYBLUNCb K 3a3eMJIEHHOMY MeTaJIJIn4eCKOMY 06'beKTy
(Tpybe, annapaTypHOMY LUKady pamMe 1 T. Mn.).

2. i3beranTte HakonJeHUs CTaTUYECKOro 3/1eKTpn4ecCTBa Ha TeJie — He I'IpI/IMeHFII7ITe
cneuonexay 3 CUHTETUYECKUX MaTepuralJioB. |/|CI'IOJ'Ib3yIZTe XJIOMNKOBYHK NN
XJ'IOI'I‘-IaTOGYMa)KHy}O cneuonexnay, rnNoCcKoJibKy OHa He 3a4ep>XMBaeT
IJIEKTPOCTAaTUYECKNE 3apadbl TaK, KaK CMUHTETUYeCKas.

3. XpaHuUTe naacTMaccy, BUHWUI, MeHoNacT 1 NpoyMe MaTepuasibl (Hanpumep, nocyny
M3 NEeHOMOMNCTNPOSIA, OYThISIKM, KOP3MHbI Ans 6ymar, ynakoBKU U3-rog CUrapeT,
uennodaHoByto 06epTKy, KHAFM B BUHUJIOBbLIX 06/10)KKax 1 T. M.) BOAAN OT
obopynoBaHus 1 pabo4vel 30HbI.

4. He n3pnekanTe nevyaTHbIe NAaTbl U3 KOpNyca YCTPONCTBa 6e3 KpanHen
HeobxoaumocTun. Ecnm nevyaTHble naaThl Heobxo4MMo n3BaeYb, cobaoganTe
cnepytoline npasunia:

» Y6enuntecb B 6besonacHoCTun M30JIMPOBaHUA OT UCTOYHMKA NMUTaHUA. Bce
COeoNHUTENN A0JIXKHbI ObITb OTCOEeANHEHDI.

* [lpnKacaTbCa MOXXHO TOJIbKO K Kpasm [1IMM.

* He npukacanTecb pyKaMu K 3JIEKTPMYECKMM NPOBOAHUKAM, KJIEMMAM UKW OPYTrUM
NMPOBOAALLUM YCTPONCTBAM MeYaTHOW MJaThl.

* [Mpn 3ameHe MMM HoBas MMM gosiXkKHa HaXo04UTbCSA B NJ1IACTUKOBOM
HE3JIEKTPU3YIOLLEMCSA 3aLLNTHOM NaKeTe, NOKa Bbl He ByaeTe roToBbl €€
yCTaHoBUTb. Cpa3y nocsie geMoHTa)ka ctapown MMM co wkada ynpasaeHus
Heo6X0ANMO MOMECTUTb €€ B HEJIEKTPU3YIOLMACA 3aLLUNTHbLIA NaKeT.

SEG coxpaHsaeT 3a cobor npaBo B /It060N MOMEHT BHOCUTb U3MEHEHUSA B TEKCT
HacTosALWeEero AokymeHTa. MIHopmauuns, npegocTtaBneHHas SEG, cHnTaeTca TOYHON n
HageXHon. Tem He MeHee, SEG He HeCceT OTBETCTBEHHOCTU 3a ee OOCTOBEPHOCTb, 3a
VCKJIIOYEHNEM CreLnanbHO OrOBOPEHHbIX C/yYaeBs.

© 2020 SEG. Bce npaBa 3aliMLUeHbl.
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.1.2 CnmBOJIbl U onpenesieHns

1.1.2 CuMBObI M ONpepeneHus
CxemMa nogokKJ/Ilo4YeHnsl, Hane4dyatTaHHasa Ha Kopnyce

Ha kopnyce ycTpoincTea MCDLV4 3akpenneHa cxeMa nogkaiodeHns (nposogku). Ha aton
CXeMe MoKa3aHbl BCe pa3beMbl JaHHOI0 KOHKPETHOIr0 BapnaHTa YCTPOMCTBa.

Tabnuuy cMMBOJIOB, KOTOPble MOryT 0ToBparkaTbCs Ha 3TOW CXeMe, MOXXHO HalTK 34eChb:
5> «1.1.2.1 YcnoBHble 0603HaYeHUS 3NEKTPUHECKUX CXeM»

OnopHasa cucTeMa CTPeJIOK Harpy3Kku

e O6bIYHO ncnonb3lyeTca «ONopHasa cMCTEMa CTPENOK Harpy3kn» — A7 Harpy3ok
(noTpebnsemon sHeprun) nnn «OnopHas cMCTemMa reHepaTopa» — 414
reHepaTopoB (FreHepnpyeMon sHeprun).

* Bce ycTponcTaa 3awnTtbl HIghPROTEC (Kpome yCTpOMNCTB 3allMThl FeHepaTopa)
NCMONb3YIOT TOJIbKO 3/1IEMEHT «OnopHan cUCTEeMa CTPEJSIOK Harpysku».
YcTponcTBa 3almThl FeHepaTopa paboTaloT Ha OCHOBe 371eMeHTa «OnopHas
cucTeMa reHepartopa».

* DTO OTHOCUTCSH K HanpassieHUsaM 1 pa30BbIM yraam. Pa30BbIN Yros onpenensercs
KaK yrosa mexxnay a3sopoM Toka 1 ha3opoM HanpsKeHuns.

® CTpeJ'IKI/I TOKa N Hanpsa>XeHna OO0JIKHblI CHATAaTbCA NMOJIOXKNTEJIbHbIMU B
HarnpaBJiIeHNN CTPEJIKA.

Tunorpagckme obo3HavYyeHns

® «I'Iapameprl obo3Ha4YaloTCa ABOVIHLIMU ripaBbiMy 1 JieBbIMW CTPEJIKaMun 1
BblAEJIATCA KYpCBOM. »

¢ «CUTHAJbI o603HavatoTCa OBOWNHBLIMW NPaBbIMU N NIEBLIMUK CTPESIKAMU U
BbIAENATCA ManbiMN NPOMNUCHLIMK ByKBaMu.»

e [MyTn obo3HayvatoTCa cKkobkamm.]
e Ha3BaHus nporpaMMHbIX MPOAYKTOB U YCTPOVICTB BblAE/SIOTCA KYPCUBOM.

e Ha3BaHusa Moay/ien n IK3eMISap0oB (3J1EMEHTOB) BbIAE/ISAIOTCA KYPCUBOM U
nog4epKUBaHNEM.

* «KHOMKW, peXXnMbl N 3aNMnUCN MEHIO obo3HayvatoTCH npaBbiMN N NeBbIMN CTPEJIKaMN.»

¢ @@® Onop nsobpax

HyMepoBaHHbIe CUrHasbl Ha d)yHKuMOHaﬂbeIX cxeMax

CurHanbl, 0603Ha4YeHHble LNGPON B KPYXKKE, HY>KHbI ANS YKa3aHNA B3aUMOCBA3EN
Mexay pa3HbIMM cxeMaMu. To eCTb, Hanasa TaKylo Lndpy B KPy>KKe rae-To cseBa Ha
0iHOW CXeme, MOXKHO ByeT yTOYHUTbL Ha Apyrov cxeme, rae MMeHHO reHepupyeTcs
OaHHbIA KOHKPETHbIN CUTHa.

Mpn 3TOM BCe LUUGPLI B KPY>KKe, 0TOBparkatoLMecsi Ha TOM NN MHOM Cxeme crnpaBa
(HanpuMep, Kak BbIXOAHOW CUrHaJ), MepeyncsieHbl B rnaBe «YkasaTesb».
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1 MCDLV4 — ycTponcTeo AnddepeHumanbHON 3anTbl ANHUN

1.1.2.1 YcnoBHble 0603HaYEHNSA INTEKTPUYECKUX CXEM

1.1.2.1

26

YcnoBHble 0603HaYeHun IJIEKTPUHEeCKUX cxemMm

3pecb npmeeneHbl yCJI0OBHbIE 0603HaveHuns Pa3JIN4HbIX TUMOB yCTpOI?ICTB, Hanpmnmep
3alnThl TpaHcopMaTopa, ABUraTens, reHepaTopa u T. n. NMNo3ToMy Ha KOHerTHOIZ
3ﬂeKTpI/ILleCKOIZ cxeme gnd yCTpOI7ICTBa MOTryT NPUCYTCTBOBaTb He BCe 0603HaveHuns.

FE

MntaHune
Ih.A

Ih.B

Ih.C

3lo

Ip.A WL ...
Ip.C W1

Ip. A W2 ...
Ip.C W2

3lo W1,
3lo W2

UA

UB

ucC

UAB

UBC

UCA

VX

UBbIx
HET / NC
LBx
COM

Bbixono+,
AHanor BbIX

Bxoa-,
AHanor BXx

H_3

MopknoyeHne K pabovyemy 3a3eMneHunto (CM. pasaen > «2.2.1
3azemseHue»)

MooknoyeHre K BCNOMOraTeslbHOMY NCTOYHUKY NMUTaHUA

Bxon ¢a3Horo Toka L1 (B HEKOTOpPbLIX CTpaHax obo3HavyaeTcsa Kak «lA»)
Bxon ¢a3Horo Toka L2 (B HEKOTOpPbLIX CTpaHax obo3HavyaeTcsa Kak «IB»)
Bxon ¢a3Horo Toka L3 (B HEKOTOpPbLIX CTpaHax obo3HavaeTcsa Kak «IC»)
Bxop TOKa yTe4ykn Ha 3eMJIto

Bxon ¢asHoro Toka L1...L3, ctopoHa o6mMoTkK 1
Bxon casHoro Toka L1...L3, ctopoHa o6MOTKK 2
Bxopn Toka yTe4ykun Ha 3eMsto, CToOpoHa obMoTkM 1/2

Hanps>xeHne mexay ason L1 n HenTpanblo (B HEKOTOPbIX CTPpaHax
ob6o3HavaeTCa Kak «UA»)

Hanps>xeHne mexay a3on L2 n HenTpasnbio (B HEKOTOPbIX CTPaHax
o6o3HavaeTcs Kak «UB»)

Hanpsi>xeHne mexay a3son L3 n HenTpasbio (B HEKOTOPbIX CTPaHax
ob6o3HavaeTcs Kak «UC»)

JNlnHenHoe Hanps>xeHne Ul2 (B HEKOTOpPbLIX CTpaHax obo3HavYaeTcsa Kak
«UAB»)

JNlvuHeHoe HanpsaxeHe U23 (B HEKOTOPLIX CTpaHax 0603HaYaeTcs Kak
«UBC»)

JlnHenHoe Hanps>xeHue U31 (B HEKOTOpPbIX CTpaHax obo3HavYyaeTca Kak
«UCA»)

l'IETBepTI:.»II7I I/I3MepVITeJ'IbeII7I BXo4 ONnA N3MepeHuna oCtaTo4yHOro
HanpaxeHna nan npoBepkKn CUHXPOHMN3aLnn

PenenHble BbiXoabl

KOHTaKTHbIN BbIX04, HOPMaJZIbHO PAa30MKHYTbIN /3aMKHYTbI
Lincposon Bxoa

Obliee noagkoyeHne UNPOBLIX BXOLO0B

AHanorosbi Bbixond + (0/4...20 mA nnn 0...10 B)
AHanorosbii Bxon (0/4...20 mA nnn 0...10 B)

He nogknto4yeHo

MCDLV4
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1 MCDLV4 — ycTpomncTBO AnddepeHumanibHON 3awnTbl INHUN

1.1.2.1 YcnoBHble 0603HAYEHNSA INTEKTPUYHECKUX CXEM

HE He ncnosb3oBaTb
NCNOJIb3OBATb

KC KOHTaKT CaMoOOMarHoCTUKK

GND 3a3zemsieHne

3kpaH BY JKpaH coegunHuTenbHoro kabens

OnT_Kabenb ONTOBOJIOKOHHOE CoeANHEeHne

Ontlyforlus?wit‘h TONbKO ON5 UCNOJIb30BaHUSA C BHELWWHUMIN TT C rasibBaHN4YeCcKom
external galvanic

decopled CTs. | PA3BSA3KON. CM. rnaBy «TpaHCOpMaTopbl TOKa» PYKOBOACTBA.

See chapter

Current Transformers| (C vy, 5> «2.5.1 T| — cTaHAapTHasa BXOAHaA NiaTa U3MepeHns TOKOB
ha3bl U 3aMbIKaHNS Ha 3eMJI0».)

A * Caution MpepynpexaeHne! YyBCTBUTENbHbIE BXOAbl U3MEPEHNSA MaJiblX TOKOB.

Curentiputs | (Cm, 5> «2.5.2 Tls — nnata namepeHuns TOKOB a3kl U MasibiX TOKOB
3aMblKaHWA Ha 3eMJ10».)

MCDLV4-3.7-RU-MAN MCDLV4 27



1 MCDLV4 — ycTponcTeo anddepeHumanbHON 3alinTbl ANHUN
1.1.2.2 CuMBOJIbl HA (PYHKLMOHaJIbHbIX CXeMax

1.1.2.2

3au .
Bak KomOTknA

Hass .
BnkKoMOTKA

Cuctlap
penbTa gu - pexxum

HPT_YO05

Ha3s . TpeB_genbTa du

Has3B . akT_

N
HPT_Y06

3all. aKT.
@ . aKT_

28 MCDLV4

CumMBONbI Ha d)yHKI.I,VIOHaJ'IbeIX cxeMmax

3HaYeHUAa HacTpoek

B BepxHel paMKe Ha CxeMe C/ieBa NpuBeLeH
06bIYHbIN CMMBOJ 3HAYEHUS HACTPOWKM,
MNCMONb3YIOLWMNCSA Ha PYHKLMOHANbHbIX
cxeMax. HazBaHMe HaCTPOMKM yKa3blBAaeTCH MO
Ha3BaHMAM MOAOY/A U NapaMeTpa,
pa3geneHHbIM TOYKON «.».

BTopon npumep. N3-3a BbICOKOr0 YPOBHS
MOAYJIbHOCTU 3aLMTHbIX YCTPONCTB
HighPROTEC noruka, onncbiBaemas B
PYHKLMOHANbHbIX CXEMaX, 4aCTO NPMMEHSAETCS
B HECKOJIbKUX MOAyNax. B Taknx cny4vasnx
MPUBOANTCA TOJIbKO CUMBOJINYECKOE Ha3BaHue
MoAayns, Hanpumep, «Ha3B». B Ha4yane cxemsbl
3HaYeHne «Ha3B» yKa3blBaeTCHA B BUAE CrNCKa
MoAyfien, K KOTOPbIM MPUMEHUMa AaHHas
cxeMma.

B penkunx criyy4asax HeOBX0AUMO TakXXe yKasaTb
NMyTb MEHIO (U KaK MUHUMYM 3J1IEMEHT MEHI0
BEPXHEro ypoBHS), MOCKOJIbKY yKa3aTb
KOHKPETHY HaCTPOWKY TOJIbKO MO MMEHU
Moaynsa u napameTpa 6bino 6ol
3aTpyAHMTEesNbHO. B TpeTbeM npumepe
HacTpoKrKa «gesibTa (u - pexnm» obo3HavYeHa
KakK mapaMeTp y4acTka (TO eCTb NUCKaTb ee
cnepyeT B BETBU MeHio [CucTlap]).

JononHntenbHoe npnMmedaHmne. Ha scex
cxeMax, NpuBefeHHbIX B 3TOM LOKYMeEHTe,
nmeeTcs 0603HaYeHNE, BbINOJIHEHHOE MENIKUM
wpundgTom. B naHHOM cny4ae 310 «HPT Y05».
Tak 0603Ha4YaeTCa Ha3BaHUE CXEMbI, TO €CTb
3TO €e YHUKalbHbI ugeHTupuKaTop.
EcTecTBEeHHO, OH He ABASETCSA HM Ha3BaHMeM
napaMeTpa, HU KaKUM-N1Mbo MHbIM 3JIEMEHTOM
onucbiBaeMon norvkn. Ha scex
PYHKUNOHaNbHbIX CXEMax nMeeTCs
NOeHTU(UKaTop, BKIOYaOLWKMn B cebs
CUMBOJIbI «_Y»,

BxoaoHble U BbIXOAOHbIE@ CUTHaNbI

CBepxy noka3aH OBOUYHbIN (BbIXOOHOWN)
CUrHan.

Hu>xe NyHKTUPHON nnHuen obo3HavYeHo
N3MepeHHoe 3Ha4yeHmne (TO eCTb aHasIoroBbIN
CUrHan).

HuwxHAS cTpoka, cfieBa: HyMepoBaHHbI
BXOOHOM CUrHaN; cnpaBa: HYMEpPOBaHHbIN
BbIXOOHOW cUrHan. C TeXHNYECKON TOYKU
3PEHMNS OHU HUYEM HE OT/IMYaTCH OT
«06bI4YHbIX» (HEHYMEPOBaHHbIX) CUTHAJIOB.
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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3awnTbl INHUN

1.1.2.2 CMBOJIbl HA PYHKLMNOHAIbHbIX CXeMax

OfOHaKo 3TW CUrHanbl OT06pa)KaIOTCF| Ha
HECKOJIbKNX pa3HbIX CXeMaX, N HyMepauuna
nomMoraeT NaeHTNPULNpoBaTb N HAXOAUTb UX
Ha CTpaHMUaX TEXHNYECKOro pykoBoacCTBa.

[Mpn 3TOM BCe LUdPLI B KPYXKKeE,
oTobparkatowmecsa Ha TON NN NHO CXeMe
cnpaBa (Hanpumep, Kak BbIXOLHOW CUIFHa),
rnepeyncsieHbl B rnaBe «YkasaTesib», 4TO
MO3BONAET YTOYHUTL, F4e UMEHHO
«reHepupyeTcs» TOT WIN NHOW KOHKPETHbIN
CUrHan.

Ecnuv B Ka4yecTBe 3HAaYE€HUS HACTPOMNKM
napameTpa «Ha3B . Boibop UX» 3agaHo
«M3MEepPEeHO>», TO BbIX0oA 1 aKTUBEH, a Bbixod 2
HEeaKTUBEH.

Ecnu B Ka4yecTBe 3HaYE€HUS HACTPOMKMN
napameTpa «Ha3B . Boibop UX» 3apaHo
«paccyMTaHoO», TO BbiIX04 1 HEAKTUBEH, a
BbIXO[ 2 aKTUBEH.

3HayeHne HaCTPOMNKN NapameTpa «Ha3s .
BHB/1K1» siBNSieTCA HE OAHUM N3 3JIEMEHTOB
NMPOCTOro HEM3MEHHOr 0 CNMCKA HAaCTPOeK, a
APYrM napaMeTpoM (Kak npaBuio, ABONYHbLIM
BbIXOAHbLIM CUIHaJIOM), Ha3Ha4YaeMbIiM U3
Ccnuncka napameTpos.

3TO 3HAYMT, YTO HacTpaMBaeMbln NapamMeTp
npuHUMaeT 3Ha4YeHue Ha3Ha4YeHHOoro
napameTpa. K npumepy, B cJiy4ae ABOUYHOIroO
BbIXO4HOrO CUrHaa 3TO O3HA4YaeT, 4To
napameTp «Ha3B . BHb/ik1» aKTUBEH, NOKa
AKTMBEH Ha3HAYeHHbI BbIXOAHOWN CUTHaI.

Ecnu cMrHanoB He Ha3Ha4YeHO, TO BbIXOL
MOCTOAHHO HEAKTMBEH (M aKTUBHbLIM ByaeT
TOJIbKO MOJie «HeT MNPUCB_», KOTOPOE B 3TOM
npMMepe He NOAKJIKYEHO).

[lBa Tuna yCTPONCTB CpaBHEHMUSA («TpuUrrepsl
WMnuTTa»)

BepxHsa cTpoka. Ecnm 3Ha4YeHne aHanoroBoro
BXOAHOI0 CUrHana (34ecb: KoapuumeHT No
Hanps>xeHunto %(U2/ULl)) npeBblwaeT
yKa3aHHoe noporosoe 3Ha4veHune (3geck: 0,4)
TO BbIXO[ CTAHOBUTCSH aKTMBHbIM (MpUHUMaeT
Jlornyeckoe 3HayvyeHume «1»).

HumxHAa cTpoka. PYHKLUKMA 3TOro Tuna
MPOTUBOMOJIOXKHAA: €C/IN 3HaYeHue
aHanorosoro curHana lp.A HU>XKe Noporosoro
3Ha4YeHns (30ecCb: 3HaYeHUe HAaCTPOMNKN
napameTpa «/<»), TO BbIXO4 CTAHOBUTCH
AKTUBHbIM.
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3anTbl ANHUN
1.1.2.2 CuMBOJIblI Ha (PYHKLMOHaJIbHbIX CXeMax

Coom o CTyneHb ¢ TalMepoM. Ecnn Bxog cTaHeT
aKTUBHbIM, TO BbIXOJ, CTAHET aKTUBHbIM MO
t-Bbia Bk NCTEYEHNUN BPEMEHN tgyj (YCTaHaBAMBaET
_ [ton Toff | s 3HaYeHune «t-Bblg BK/1», 3aAepKKa
— g BKJIOYEHUS).

Ecnu Bxoa cHoBa CTaHET HEAKTUBHbLIM, TO
BbIXOAHOW CMIHas CTaHEeT HEAKTUBHbIM MO
NCTEeYEHUN BPpEMEHW, 3alaHHOIr0 BTOPbIM

3Ha4YeHMeM (3a4epr)KKa BbIKOYEHUN tgykn,

yCTaHaBANBAETCS 3HaYeHne «t-Bblg BbIKII»).

o5 Bpems ynepxaHus. 3To MMMy b,

¥ PN ST (UL 3anyCKalLWmnncs rno BXo4HoOMy curHany (B
— Lt — laHHOM CJlyYae ANINTENIbHOCTb MMMy JibCa
HacTpanBaeTCs C MOMOLLbIO NapameTpa).

HPT_YX0

OO6bIYHbIN Habop nornyecknx onepatopos: U,

ﬂ NN, nckntovatowee UK (XOR) (cnesa
O Hanpaso). BTopon BXO4HOW CUIrHaa onepaTopa

XOR aHHynnpyeTcs.

HPT_YX1

RS-Tpurrep co cbpoLLueHHbIM NPNOPUTETOM.

HPT_YX2

CYyeTyunK C 3anyCcKOM Mno (PpPoHTY.

V
P
HPT_YX3

Monocosown hunbTp (cnesa: IH1, cnpaga: IH2).

I

HPT_YX4
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1 MCDLV4 — ycTponcTBo AnddepeHumanibHON 3awnTbl INHAN

1.2 CBepeHunsa o6 ycTponcTee

1.2 CBepeHusa 06 ycTpoucrtee

KoMnneKkT nocraBkm

CO)J,ep)KVIMOE KOMIMNIEKTa MNMNOCTaBKW:

(1) TpaHcnopTHas ynakoska
(2) 3alMTHOE YCTPONCTBO
(3) KpenexHble ranku

(4) TecToBbIN OTHET

MpoBepbTe KOMMJEKTHOCTb MOCTaBKW NpW NosyYyeHnn obopynoBaHms (B COOTBETCTBUM C
TPaAHCMOPTHOM HaK/aAHON).

Y6e,£|,|/|Ter, 4YTO 3aBOACKasA TaﬁJ'IVI‘-IKa, coegnHnTesibHaAa cxemMa, Kog Tuna n onmcaHme
YyCTPOWCTBa COOTBETCTBYIOT 3aKasy.

B cnyyae BO3HUKHOBEHMSA 3aTpyaHeHUn obpaTutech B oTaen obcnyxmBaHma (agpec
HaxoOMTCs Ha 3aAHen cTpaHuue 06s10KKN).

Obnactb 3arpysku

Bcio TexHMYecKy AOKYyMeHTaLuto (PyKOBOACTBO MOJib30BaTesf, CMpaBoyHoe
PYKOBOACTBO M T. A4.) U hannbl HacTponkn onsa npunoxeHun Windows (Smart view,
DataVisualizer, PegakTop cTpaHuuy, SCADApter) MO>XHO 3arpy3nTb (becnnaTHO)
HernocpencTBEHHO ¢ canTa => http://wwdmanuals.com/MCDLV4-2.

Kpome Toro, aToT Beb-agpec ykasaH Ha Kopnyce caMoro ycTponcTea B Buae QR-koaa.
DVD-auck nponykra

OTAaeNbHO MOXXHO 3aKa3aTb DVD-AUCK NpoAYyKTa CO BCEN TEXHUYECKON OOKYMEHTaumnen
(pykoBOACTBO NOJIb30BaTENS, CNPaBOYHOE PYKOBOACTBO U T. 4.) U halaMn HaCTPOMKMK
ansa npunoxeHun Windows (Smart view, DataVisualizer, PegakTop cTpaHuy, SCADApter).
Tak nonb3oBaTeNu, He MMeloLLMe NOAKAYEHNA K MHTEepHeTY, MOryT NOoay4YnTb BCe
hannbl, KoTopble He06X0AMMbI UM MOTYT NPUrOANTLCA NPU BBOAE YCTPOWCTBa B
3KCnyaTauuto.

MCDLV4-3.7-RU-MAN MCDLV4 31


http://wwdmanuals.com/pd 

1 MCDLV4 — ycTponcTBo AnddepeHumanbHON 3anTbl ANHUN

1.2 CBepeHunsa ob yctponcTee

XpaHeHue

3anpelaeTca XpaHUTb YCTPOWCTBO BHE MOMELLEeHNA. YCTPOMNCTBO c/leayeT XpPaHUTb B
CYyXOM, XOpPOLUO NPOBETPMBAEMOM MNOMELLEHUN (CM. «TEXHNYECKMNE OaHHbIEY, = «12
TexHu4yeckre aaHHbIe»).

bartapes

BaTapes npefHa3HavYaeTCs A9 pe3epBHOro NMTaHMS YacoB peasibHOro BPEMEHU NMpu
obecTo4YMBaHMN YCTPOMCTBA 3aLlMThI.

MoCKoNbKY OHa He NCMOob3yeTCs Npu HopMasibHOW paboTe ycTponcTtea MCDLV4,
0XXNOAETCs, YTO NPU HOPMaJbHbIX YCJIOBUSIX SKCMJlyaTauun ee 3aMeHa He noTpebyeTca B
TeyeHune BCero cpoka cnyxbbl yctponctea MCDLV4. Ecnun e 3ameHa 6aTapen Bce-Taku
notpebyeTcs, To Heobxoaumo byaneT oTnpaBuTb ycTponcTeo MCDLV4 nponssoanTento
AN cCepBUCHOro 06cny>XnBaHUA.

YaaneHune 6arapen no ucre4eHumn cpoka cnyxbsi ycrpoiicrsa MCDLV4
CnepyeT BbiNaaTb BaTapelo UK «MNepeKkyCuTb» KOHTAKThI.
JononHnTenbHble CBeAEHUA CcoAep>XaTcsa B NnacnopTe 6e30nacHOCTM NPOAYKTa,

npenocTtaBieHHOM npon3sesognTenem batapen (Panasonic, Tun 6atapen: BR2032 — =>
http://panasonic.net/ec/). Cm. Takxe pasgen > «YTunmsauus» Hnxe.

YTunnmnsaunsa

[laHHOe 3almMTHOe YCTPONCTBO COAEPXKNT
baTapelo n NOTOMYy OTMEYeHO CYIMBOJIOM,
yTBEepXAeHHbIM anpekTmuson EC 2006/66/EC.

BaTapen moryT HaHeCcTu BpeL Opr)Ka}OLLI,eIZ cpepe. lNoBpexaeHHble Ui HENPUrogHble
Ona ncnojib3oBaHMA 6aTape|/| cnepnyeTt YTUan3npoBaThb B cneunasjibHO npegHa3Ha4YeHHbIX
ona 3Toro KOHTeIZHean.

O6bIYHO YTUAM3ALNS JIEKTPUYECKUX YCTPOUCTB 1 BaTapel perinamMeHTUpyeTcs
TpeboBaHUAMN U HOPMAMK, AEACTBYIOLLIUMN B CTPAHE NOJIb30BaTeNS.
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.2.1 brnaHkK 3aka3a yCTpPOMCTBa

1.2.1 BbnaHk 3aka3sa ycTpoucTBa

JinHenHoe audcdepeHunanbHoe MCDLV4 -2
YCTPOMUCTBO

N3mepeHunelludpposbie PenenHblie Kopnyc Oucnnen

HanpsA>XeHMUEXo A4 bl BbIXOAbl
0 — 800 8 7 B2 KK- A
B aucnnen,
128 x 128
nnkcenemn
0 — 800 16 13 B2 KK- D
B auncnnen,
128 x 128
nukcenemn
0 — 300 24 20 B2 KK- E
B aucnnen,
128 x 128
nnkcenemn
Bepcusa obopypoBaHusa 2
®a3Hbin TOK 1 A/5 A, TOK yTeukun Ha 3emato 1 A/5 A 0
®a3HbI TOK 5 A/1 A, 4yBCTBUTENbHbLIN TOK yTEYKM Ha 3emi0 5 A/1 A 1
Kopnyc n kpenneHue
Kopnyc ons MOHTa)ka Ha aBepLe A

Kopnyc gJs1a yCTaHOBKM B 19-A10MMOBYO CTONKY

NHTepdenc npoToKona CBA3KM cucTeMbl 3awuThbl ()

OynnekcHbin pasbeM LC, ogHOMOA0BbLIN (40 24 KM), MHOrOMO4O0BbIN (00 4 KM) 0
Pa3bem ST, BFOC2.5, MHOroMof0BbIN (80 2 KM) 1
Mpotokon ceszm (**)

bBe3 npoTokona

Modbus RTU, IEC60870-5-103, DNP3.0 RTU | RS485/pa3bembi

Modbus TCP, DNP3.0 TCP/UDP, IEC60870-5-104 | Ethernet 100 MbuT/c/R/45

A
B
C
Profibus-DP | onToBo/10KOHHOE coeanHeHVe/pa3bemMm ST D
Profibus-DP | RS485 D-SUB E
Modbus RTU, IEC60870-5-103, DNP3.0 RTU | onToBo/10KOHHOE coeanHeHne/pasbem ST F
Modbus RTU, IEC60870-5-103, DNP3.0 RTU | RS485/D-SUB G
IEC61850, Modbus TCP, DNP3.0 TCP/UDP, IEC60870-5-104 | Ethernet 100 M6uT/c/RJ45 B
IEC60870-5-103, Modbus RTU, DNP3.0 RTU | RS485 /pa3bemsl [

Modbus TCP, DNP3.0 TCP/UDP, IEC60870-5-104 | Ethernet 100 M6uT/c/R/45

MCDLV4-3.7-RU-MAN MCDLV4 33



1 MCDLV4 — ycTponcTBo AnddepeHumanbHON 3alnTbl ANHUN
1.2.1 bnaHK 3aKa3a yCTpPOMCTBa

JinuneHoe puddepeHumnanbHoe MCDLV4 -2
YCTPOMUCTBO

IEC61850, Modbus TCP, DNP3.0 TCP/UDP, IEC60870-5-104 | onTuyeckuii pasvem Ethernet K
100 M6uT/c/aynneKkcHbivi pa3bem LC

Modbus TCP, DNP3.0 TCP/UDP, IEC60870-5-104 | onTuvyeckuni pasbem Ethernet 100 L
M6uT/c/aynnekcHbili pa3vem LC

IEC60870-5-103, Modbus RTU, DNP3.0 RTU | RS485 /pa3zbemsi T

IEC61850, Modbus TCP, DNP3.0 TCP/UDP, IEC60870-5-104 | Ethernet 100 MbuT/c/RJ45

Oonumsa pns arpecCMBHOM cpepbl
HeT A
KoH(popMHOe nokpbIiTUE

JLOCTynHble A3blKOBbIE HaCTpOﬁKM MEeHI0

AHrnmnckmn (CLUA)/HeMeuKnn/mcnaHCcKnin/pycckmn/nonbckuin/mopTyransckun (bpasnnums)/
P paHLY3CKUIN/PYMbIHCKUIA

Mpoune byHKUUMN

OYHKUUN ynNpaBneHuns He bosiee 4emM 6 KOMMYTaLMOHHbIMU YCTpPoONCTBaMu, Ao 80 nornyeckunx
YyPaBHEHUN.

NHTepdenc IRIG-B Ansg CMHXpPOHU3aLMN BPEMEHMN.

(*) B oTHOWeHWM NHTepdenca NPoToOKoNA CBA3N CUCTEMbI 3aLLUTbl HE0H6X04MMO
yYnTbIBaTb Criefytollee:

CyIJ_I,ECTByET [Ba TUMa NMPOTOKOJIOB CBA3U CUCTEMbI 3aLlNThbl, CM. (DOPMbI 3aKa3a 1
TeEXHNYECKNE OdaHHbIE:

* BapuaHT 3aka3a MCDLV4-2xxx1xx, pa3beMm ST, 820 HM, MHOrOMO4,0BbLIN,
* BapuaHT 3aka3a MCDLV4-2xxx0xx, pa3beM LC, 1310 HM 04HOMOLOBLIN.

ObpaTnTe BHMMaHWe, 4TO 3TU ABa TUMa HE B3aUMOCBSA3aHbl, Tak KaK A1 3alUNThI
MCMONb3YIOTCA ABa pa3HbIX (MpornpueTapHbIX) MPOTOKOa CBA3M. DTU ABa NPOTOKONA
Mexay cobon He coBMeCTUMbI. [TOCKOSIbKY HECOBMECTUMOCTb BO3HMKAET Ha YPOBHE
nporpamMMHOro obecnevyeHuns, paspewnts npobaemy Ha ypoBHe obopyLoBaHuUS,
HanpuMep, NyTeM YCTaHOBKN KakKoro-HMbyab ontu4eckoro npeobpasosaTtens «ST 820
HM ¢ LC 1310 HM» Mexay ABYyMS ycTponcTBamMu MCDLV4, HEBO3MOXXHO.

YcTaHaBAMBaTb B3aUMHOE NOAKJIIOHEHNE cefyeT TOJIbKO MeXxay yCTPONCTBaMu
MCDLV4 c nHTepdencamm npoToKoa CBA3N CUCTEMbI 3alNTbl OOHOIrO TUMa!

(**) B oTHOLWEHUN cuctemMsl cBa3nm SCADA HeobxoanMMo yUnThIBaTh Clenytollee:
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.2.1 brnaHK 3aka3a yCTpPOMCTBa

ONa Ka>XXO0ro BapnaHTa coeanHeHNA MOXXHO MCMNOoJIb30BaTb TOJIbKO OAWH MNMPOTOKOJ1
CBA3MN.

B (oToenbHOM) foKyMeHTe «CxeMbl NpoBOAKM ycTpouctea MCDLV4» npepcrasneH
KOMMAEKT annapaTHbIX MoAyfen A58 KaXX40ro U3 AOCTYMHbIX KOAOB Tuna.

OyHKuna Pasgen «Kogbl MpoToKOa CBA3M» Npenctanset cobon 0630p (B BUAE
Tabnunubl) BCeEX BAPMaHTOB CBA3M C NEPEKPECTHbLIMU CCbIJIKaMM Ha BCe onucaTesibHble
rnaBbl 4AHHOr0 PYKOBOACTBaA MNOJib30BaTeNS.

MporpamMmMHoe obecnevyeHue ansa napamMeTpusaumnm 1 aHanamsa Smart view BKIIOYEHO B
KoMniekT ycTponcTts HighPROTEC.

Smart view MO>XXHO MOOK/OYNTb K ycTponcTBy MCDLV4 yepe3 nHtepgenc USB Ha
nepegHen naHenu unm 4yepes nuHtepdenc Ethernet (RJ45, npn Hann4nnm).
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3alnTbl ANHUN

1.2.1.1 O630p rpynn cbopkun

1.2.1.1 O630p rpynn c6opkmu

OCHOBHbIM BapmaHTaM COOTBETCTBYIOT cinegyrowmne rpynnbl C60pKI/IZ

Kop TMna cnot X1
MCDLV4-2A... LBx-8 X1
MCDLV4-2D... LBx-8 X1
MCDLV4-2E... LBx-8 X1

cnoT X3:

* MCDLV4-2x0...:

* MCDLV4-2x1...:

cJoT X4:

cnot X2
OR6
ORG6
OR6

Tl

Tls

cnot X3

Tl /Tls

cnot X4
TU
TU

TU-OR5

cnot X5

OR6
DI8-OR4

cnot X6

DI8
DI8-OR4

e MnaTa TpaHCchopMaTopa HaANPSAXKEHNS C AOMNOJHUTENbHBIMU BbIXOAHbLIMUY pene («TU-
OR5») obecneynBaeT Hanps»xeHne B ananasoHe ot 0 go 300 B.

e MnaTa TpaHcopMaTopa HanpsxeHna «TU» obecneymBaeT HanpsaXXeHWe B

Onana3oHe ot 0 oo 800 B.

(MoapobHYyIo NHPOPMALMIO CM. B TEXHUYECKNX AaHHbIX: > «12 TexHuuyeckune

JaHHble».)
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1.2.1.2 Koabl NpOTOKOJ1a CBA3M

1 MCDLV4 — ycTpomncTBO AnddepeHumanibHON 3aWnTbl INHUN

1.2.1.2 KozZbl NPOTOKOJ1a CBA3U

B cnepytowen Tabnvue nepevncnenbl 6ykBbl «[TapamMeTpoB CBA3U» U3 KOOa 3aka3a (cMm.
L=> «1.2.1 BnaHk 3akasa YCTPONCTBa»), @ TakXXe COOTBETCTBYlOWMNE NHTEPdhENCHI n
MPOTOKOJIbl CBA3U, KOTOPbIE A0CTYMHbI C AaHHbLIM BapMaHTOM 3aKa3a.

# WMHutepdenc

B RS485 / pa3bvemsbl

> «2.11.1 Modbus® RTU/IEC
60870-5-103 4yepe3 RS485»

o[ 000 0]

123456

C Ethernet 100 M6ut/c / RJ45

> «2.9.1 Ethernet — RJ45»

L]

D 0nToBOJIOKOHHOE coeanHEHNE / pa3beM
ST

= «2.11.2 Profibus DP/Modbus® RTU/IEC
60870-5-103 4yepe3 oNTOBOJIOKOHHOE
coegunHeHune»

RxD TxD

E RS485/D-SUB

= «2.11.3 Profibus DP yepe3 D-SUB»

0(=)o)

F OrNTOBOJIOKOHHOE CoeANHEHNE / pa3beM
ST

=> «2.11.2 Profibus DP/Modbus® RTU/IEC
60870-5-103 4yepe3 oNTOBOJIOKOHHOE
coegunHeHune»

RxD TxD

G RS485/D-SUB

5> «2.11.4 Modbus® RTU/IEC
60870-5-103 4yepe3 pazbeM D-SUB»

MCDLV4-3.7-RU-MAN

AlocTynHble NPOTOKO/bI CBA3U

be3 npoTtokosa

Modbus RTU, IEC 60870-5-103, DNP3.0 RTU
> «3.7.2 Modbus®»

5> «3.6 IEC60870-5-103»

5> «3.5 DNP3»

Modbus TCP, DNP3.0 TCP/UDP, IEC 60870-5-104
> «3.7.2 Modbus®»
5> «3.5 DNP3»

s> «3.7.1 IEC 60870-5-104»

Profibus-DP

s> «3.3 Profibus»

Profibus-DP

s> «3.3 Profibus»

Modbus RTU, IEC 60870-5-103, DNP3.0 RTU
> «3.7.2 Modbus®»
L5~ «3.6 IEC60870-5-103»

L=~ «3.5 DNP3»

Modbus RTU, IEC 60870-5-103, DNP3.0 RTU
> «3.7.2 Modbus®»

=> «3.6 IEC60870-5-103»
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1 MCDLV4 — ycTponcTeo AnddepeHumanbHON 3anTbl ANHUN
1.2.1.2 Koabl MpOTOKOJ1a CBA3N

# WHtepdenc AdocTynHble NpPOoTOKOJbI CBA3U
- ] ||=|> «3.5 DNP3»
B Ethernet 100 M6uT/c / R/45 IEC 61850, Modbus TCP, DNP3.0 TCP/UDP, IEC

60870-5-104
L=> «2.9.1 Ethernet — RJ45»
=> «3.4 IEC 61850»

l:l s> «3.7.2 Modbus®»

L=~ «3.5 DNP3»

s> «3.7.1 IEC 60870-5-104»

I RS485 / pa3bemel IEC 60870-5-103, Modbus RTU, DNP3.0 RTU

=> «2.11.1 Modbus® RTU/IEC Modbus TCP, DNP3.0 TCP/UDP, IEC 60870-5-104
60870-5-103 4yepe3 RS485»
=> «3.6 IEC60870-5-103»

@D D D D D DE‘ > «3.7.2 Modbus®»

123456

s> «3.5 DNP3»

Ethernet 100 M6I/IT/C/R]45 ||=I> «3.7.1 IEC 60870-5-104%

L=> «2.9.1 Ethernet — RJ45»

L]

K  Ontuyeckun pas3bem Ethernet 100 IEC 61850, Modbus TCP, DNP3.0 TCP/UDP, IEC
M6uT/c/aynnekcHbivi pazbem LC 60870-5-104
= «2.11.5 Ethernet/TCP/IP yepes => «3.4 IEC 61850»

OMTOBOJIOKOHHbIN Kabenb»
= «3.7.2 Modbus®»

RxD TxD

5> «3.5 DNP3»

=> «3.7.1 IEC 60870-5-104»

L  Ontuyeckun pas3vem Ethernet 100 Modbus TCP, DNP3.0 TCP/UDP, IEC 60870-5-104
M6uT/c/aynneKcHbivi pa3bem LC
L=~ «3.7.2 Modbus® »
= «2.11.5 Ethernet/TCP/IP yepes

OMNTOBOJIOKOHHbIN Kabenb» 5> «3.5 DNP3»
RxD  TxD > «3.7.1 IEC 60870-5-104»

T  RS485 /pa3vemsi IEC 60870-5-103, Modbus RTU, DNP3.0 RTU
s> «2.11.1 Modbus® RTU/IEC IEC 61850, Modbus TCP, DNP3.0 TCP/UDP, IEC
60870-5-103 yepe3 RS485» 60870-5-104
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3anTbl INHUN

1.2.1.2 KoZbl NpOTOKOJ1a CBA3U

# WHtepdenc AdocTynHble NpPOoTOKOJbI CBA3U

00000 0s] > «3.6 [EC60870-5-103»
5 6

12 34 s> «3.7.2 Modbus®»
Ethernet 100 MéuT/c / R]45 => «3.5 DNP3»
<> «2.9.1 Ethernet — RJ45» > «3.7.1 IEC 60870-5-104»

= «3.4 IEC 61850»
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1 MCDLV4 — ycTponcTBo gudepeHLManbHON 3aWmThl IMHUN
1.2.2 HaBurauma — paboTta ycTponcTBa

1.2.2

40

HaBurauma — pabora ycTtpoucTBa

Cnepyrolwjas MHpopMaums OTHOCUTCS K 3aLUMTHbLIM yCTPOVCTBaM C KOPyCcoMm «B2» n

6osbLIMM aucnieeM, B YacTHocTu, MCDLV4:

MCDLV4

electronics

HPT_Z68
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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3awnTbl INHAN

1.2.2.1 SnemMeHTbl NepegHen naHem

1.2.2.1 DSnemMeHTblI NepeaHen NaHeNm
(1) NMporpammupyemoie COAU
CoobueHns nHpopmMmpytoT nosib3oBaTens o paboyem COCTOAHMKN YCTPONCTBA,
CUCTEMHbIX AaHHbIX U NPOYUX MapaMeTpax ycTponcTea. OHM Tak>Ke BbIBOAAT
MHdopMaLnio 0 Henoslagkax B paboTe yCTponcTBa U 0 APYrMX COCTOAHUAX YCTPOWCTBa U
obopypnoBaHus.
CBeToAVOAHBLIM NHANKATOPAM MOXXHO Ha3Ha4yaTb pa3JinyHble CUrHasbl N3 «CMNCKa

Ha3Ha4YeHnr» (onnucaHme AOCTYMNHbIX CUrHAI0OB MOXXHO HaWTN B CMPaBOYHOM
PYKOBOACTBE).

(2) CON «Cucrema OK» («paboraert»)
CIWN «Cnctema OK» («paboTaeT») ropuT 3efeHbIM, ecin nocne dasbl 3arpysku (=

«3Tan 3arpy3kn») QyHKLMKN 3awmnTbl ycTponcTea MCDLV4 paboTatoT. B ntobom nHom
cnydae cnepyeT 06paTUTbLCA K pyKOBOACTBY M0 OT/aAKeE.

(3) Aucnnen

Ha gucnsee MOXXHO NMPOBEPUTDL pa60L||/|e OaHHblE N UBMEHWNTbL MapaMeTpPbI.

(4) NMporpammupyemoie COAUN rpynnel B (cnpasa)

CoobueHnsa nHHOPMUPYLOT Nosib3oBaTeNsd o paboyemM COCTOAHUN YCTPOWCTBA,
CUCTEMHBIX OaHHbIX 1 MPOYMX NapaMeTpax ycTponcTea. OHM Takxe BbIBOAAT
nHGoOpMaLmio 0 HenoslafKkax B paboTe yCTpoONCTBa N 0 APYrMxX COCTOAHMAX YCTPONCTBA U
obopynoBaHus.

CBeToANOAHbIM UHANKATOPaM MOXXHO Ha3HavyaTb pa3/inyHble CUrHasbl N3 «CMNCKa

Ha3Ha4YeHUn» (onnucaHue OOCTYMHbIX CUMTHAMI0B MOXXHO HaMTW B CMPaBOYHOM
pyKoBOAOCTBE).

(5) NMporpaMMHbIe KHONKH
OyHKUunm «MPOFPAMMHbBIX KHOMOK» 3aBNCAT OT KOHTEKCTa. B HMXXHeN cTpoke aucnnes

oTobpaXkaloTcs Tekylwmne yHKLMMN B BUAe cumsonios. CM. > «1.2.2.2 O6o3HaveHus
MPOrpaMMHbIX KHOMOK»

(6) KHonka «INFO» (curHasnbl/coobLueHmns)

OTobparkaeTcs Tekyulee Ha3dHavyeHue COWN. 3Ta KHOMKa NPAMOro Bbi30Ba MOXXET ObITb
Ha)kaTa B ntoboe Bpems.

YT106bI BEINTK U3 MeH0 COW nnan nogMeHto, HaXKMUTe NMPOorpamMMHY0 KHOMKY «<» (B/1eBO)
O4WH nUNn OBa pasa.

JononHuTenbHble ceegerns: => «2.14.1 con»

(7) KHonka «C»

OTMeHa n3MeHeHun NapamMeTpoB N NOATBEPXKAEHNE CUIFHAOoB (B TOM YMciie NnpoBepka
COW). Bo Bpems X0/104HOMO Nepe3anycka — cbpoc naponsa n/mnm napameTpos.

JononHuTenbHble cBeAeHNs 06 OTMEeHe U3MeHeHU Bo BpeMs 06bl4HOM HacTpokm: =>
«1.3.1 HacTponkn napamMeTpoB»

JononHnTenbHble CBeAeHUs 0 NOATBEPXXAEHUN CUFHANO0B: II=|> «1.5 MNopoTBEpPXKOEHUA»

MCDLV4-3.7-RU-MAN MCDLV4 41



1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3anTbl ANHUN

1.2.2.1 SneMeHTbl NepefHEN MaHemn

42

B 4aCTHOCTU, O MOATBEPXKAEHUN BPY4HYI0 1 nposepke COWN: > «MoaTeepxaeHune
BPYYHYIO (HaXKaTneM KHornku C Ha naHenun yrnpasJsieHns)»

C6poc ananora BO BpeMs X0JIOAHOMO nepesanycka: > «1.4.6 Bo3spaT K 3aBOACKMM
HacTporkaM, cbpoc Bcex maponemn»

(8) UHTepgpeic USB (coegmnHeHune c MO Smart view)

Yepes 3T1oT nuHTepdenc USB MOXHO BbIMONHUTL coeguHeHune ¢ MO Smart view,
yCTaHOBJIEHHbIM Ha K.

(9) KHonka «OK»
Mpun HaxkaTnum KHonMku OK BpeMeHHO COXPaHATCA U3MeHeHUs napamMmeTpos. MNpu

NOBTOPHOM Ha)KaTun KHOMKN «OK» 3T nameHeHunsa 6ynyT coxpaHeHbl Ha MOCTOSHHOM
OoCcHOBe.

(10) KHonka «CTRL»

MpaMoi AOCTYN K CTpaHuLe ynpasnieHus, cMm. pasgen > «OaHonuHeinHas cxemas.
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1 MCDLV4 — ycTpomncTBO AnddepeHumanibHON 3awnTbl INHUN

1.2.2.2 O603Ha4yeHnsa NporpaMMHbIX KHOMOK

1.2.2.2 O603Ha4YeHUs NPOrpaMMHbIX KHOMNOK
Onsa 0603HavYeHNs PYHKLUN NPOrpaMMHbIX KHOMOK NCMOJb3YOTCA Cneayoume CUMBObI.
KnasuwaCMbICs10BOE copep>XaHue

C NOMOLLbIO MPOrPAaMMHON KHOMKW «BBEPX» MOXXHO BbIMOJIHATL NPOKPYTKY BBEPX. C
NMOMOLLbIO MPOKPYTKM BBEPX MOXKHO NEPENTUN K NMpeablayLemMy nyHKTY MeHo 1an
napameTpy.

C NoMOLL b0 MPOrPaMMHOI KHOMKU «BHU3» MOXXHO BbIMOJIHATb MPOKPYTKY BHU3. C
MOMOLLbIO MPOKPYTKM BHN3 MOXKHO MEPENTU K CieayloLWeMy NMyHKTY MEHI0 Uiun
napameTpy.

C NoMOLL b0 MPOrpPaMMHON KHOMKU «BJIEBO» MOXKHO BEPHYTbCSA Ha OAWH LuAr Ha3ag.
MO>XHO BbIATU N3 NOAMEH0. MO)XXHO BEPHYTLCA K NMpeabiaylien cTpaHule nepesa
MeH!10.

C NoOMOLL b0 MPOrPaMMHON KHOMKU «BMPaBO» MOXXHO OTKPbITb BbiBpaHHOE MoaMeEHHo.

C nomMolLubto I'IpOFpaMMHOIZ KHOMKN «Ha4vano cnnucka» MOXXHO Cpasy nepe|7|T|/| B Ha4daJ10
CrnncCKa.

C NomMoLLbio MPOrpaMMHON KHOMKK «KOHEeL, CMNCKa» MOXKHO Cpa3y NMepenTun B KOHeLl
cnucka.

C NOMOLLLbIO MPOrpPaMMHON KHOMKN «+» yBesnyimBaeTcsa BblbpaHHasa undpa
(HenpepbIBHOE Ha)KaTume: BbICTPLIA MOBTOP).

C NOMOLLIbIO MPOrPaMMHON KHOMKW «—» yYMeHbLUaeTCcs BblbpaHHasa undpa
(HenpepblBHOE Ha)KaTue: BbICTPLIN NOBTOP).

C NoMoLLbI0 MPOrpPaMMHON KHOMKW «BNEBO» BblbMpaeTcs ungpa, Haxoasulascs ciesa
oT BbibpaHHON.

C NMoMoLLbio MPOrpPaMMHON KHOMKN «BMpaBo» BblibupaeTcs undpa, Haxoasulasncs
crpaBa OT BblbpaHHOW.

C NOMOLLLbIO KHOMKW C CMMBOJIOM Fae4yHOoro KJk4a MOXKHO M3MEHUTb BbiIOpaHHbIN
napameTp (TO eCTb MePeNTU B PEXUM HACTPOWKKM NapameTpa).

C NOMOLLIbIO KHOMKW C CUMBOJIOM KJTl04a MOXKHO ByaeT noay4ynTb 3anpocC Ha BBOA,
rnaposis, nocjie Yero N3MeHNTb BbiIbpaHHbIM NapamMeTp.

C NOMOLLbIO MPOrPaMMHON KHOMKU «yAannTb» yAANATCSA BbiOpaHHble AaHHbIE.

MporpaMMHON KHOMKOW «BbICTPO BNepen» ocylecTeasgeTcs bbiICTpasd NpoKpyTKa
Bnepea.

MporpaMMHOI KHOMKOWN «BbICTPO Ha3aa» ocylLlecTBAsSETCSA BbiCTpas NPOKPYTKa Ha3aa.

JI2HNUGRECREN B £ B
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1 MCDLV4 — ycTponcTeo anddepeHumanbHON 3anTbl ANHUN

1.3 Moaynn, HaCTPOWMKKN, CUTHabl N 3Ha4YeHUA

1.3

Monaynnm, HaCTpOﬁKM, CUTrHaJibl U 3HA4Ye€HUA

MCDLV4 — 3T0 ungpoBoe 3alunTHOE YCTPONCTBO, BO BHYTPEHHEN NaMATUN KOTOPOro
XPaHATCA pa3/inyHble faHHble. HeKoTopble 3TW AaHHble MOTYT U3MEHATbCA
nofib3oBaTesieM, 4TObObl afanTUPOBaTb pPa3/indHble PYHKLNN YCTPONCTBA K
COOTBETCTBYIOWMM LesaM NpuMeHeHus. ipyrve gaHHble 3ajatTca caMUM YCTPONCTBOM
B npouecce paboTbl U NO3TOMY OOCTYMHbI MOJIb30BATEIO TOJIBKO ANA YTEHUS.

Bce HacTpoWkn, onepaunmn nNiaaHNPoOBaHUA YCTPONCTBA U NPOBEPKN COCTOSIHUSA CMIFHAI0B
BO BpeMsi paboTy MOryT BbIMOJIHATLCSA Criefyowmnm obpasom:

* Hanpsamylo Ha ycTponcTsee
¢ B nporpammHom obecrnevyeHun Smart view

Moaynn

MwukponporpammHoe obecrnevyeHune yctponctea MCDLV4 MoxxHO npeacTaBuTb cebe B
BNUOE HECKONbKMX OTAENbHbIX HE3aBUCUMbIX PYHKLMOHaNbHbIX 610K0B. BO BCel Halen
TEXHNYECKOW AOKYMEHTALNM peYb NAET 0 «MOAYNAX» (MU UHOTOA — «PYHKLNAX»).
Hanpumep, cBo MoOyJb €CTb Y KaXK40M 3aWnTHOW pyHKLMK. [1na yCTPONCTB
HighPROTEC oHUM gBNSIOTCSA OCHOBHLIM NOHATUEM: Hanpumep, pyHKUMA noacyeTa
CTaTUCTUYECKUX AaHHbIX ABMsSeTcsa Moaynem (HasbiBaeTca «CTaTuUCTMKa»), MoOAyJieM
ABNSAETCA KaXKAbl MPOTOKON CBA3M, a TakxKe obuwme qhyHKLUN yrnpaBieHns
BblKJItOYaTENsIMU (Ha3biBalOTCA «YNpaBrieHne»). imeeTca ga)ke Moaysb obLien 3aWmnThl
(Ha3blBaeTCs «3aly»), KOTOPbIA B3aUMOLENCTBYET CO BCEMU APYrUMU 3alLNTHBIMUN
MoOynsamu.

2
=

Ba>kHO 3HaTb, YTO KaXkAbli MapaMeTp, CUFTHaN 1 3HaYeHne BCceraa siBAsS0TCSA YacTbio
4eTKO 04HOro Moayns (oae ecnn paan 6onbLIEN NPOCTOThI UMS MOOYS HE
oTobparkaeTcs Ha NaHenn).

44

Mogynu mMoryT B3auMOLeNnCcTBOBaTb APYr C APYroM — aAnbo NOTOMY, YTO ABASAIOTCA
BCTPOEHHbLIM KOMMOHEHTOM MUKpoONporpaMMHoro obecnevyeHuns, nmbo NoToMy, 41O
Mosib30BaTeslb Ha3Ha4Yna onpenesieHHOMY CUrHasny MOAYNSa TOT UM MHOW NapaMeTp
(cTaHoBUTCA BXOOOM MoAyns). MpumMepoM BCTPOEHHOr0 B3auMOLenCcTBUSA ABASeTCA
c/lydan, Koraa CUrHan oTK/A4YeHus aoboro 3alMTHOro MOAY A MHULUMPYET CUTHa
OTKJ04YeHNs obLero moayns «3aw». M HA0b6opoT — ecnn CUrHaa OTKJIIYEHNS «3alu»
6nokupyetcsa, byanyT 3ab6/10KMpPOBaHbI BCE 3alUNTHbIE PYHKLNN.

HekoTopble MOAYNN CYLLECTBYIOT B BUAE HECKOJIbKUX (MOEHTUYHbBIX) 3K3EMMISPOB,
KOTOpble MOTYT aKTUBUPOBaATbLCHA U HAaCTpanBaTbCA HE3aBUCUMO APYr OT gpyra. Nx
MO>XHO MCMNO0JIb30BaTb, KOraa TpebyeTcs HECKOLKO 3TanoB 3awmnTbl. OgHako y MCDLV4
nMeeTca 04HO PyHAaMeHTasibHoe oT/indme: PyHKLNN BCEX IK3EeMMNApoB
(onpepeneHHoro Mmoayns) Bcerga MAeHTUYHbI (3@ UCKJIIOYEHNEM OTANYNIA, BO3SHUKAIOLLNX
B pe3yJibTaTe pa3HbIX 3HAYEHNN HACTPOEK).

MNpuMeHsieTcs clenyollee corsaleHne 06 MMeHOBaHUW: eCN CyLLIeCTBYEeT HECKOJIbKO

3K3eMnsapoB Moayna «Moaynib», TO UMEHa 3TUX 3K3eMMNAAPOB byayT cneayowmnmm —
«Moaynb[1l]», «Mogynb[2]», ... (TO ecTb, cxeMa «Moaynb[x]»).

Tunbl HACTPOEK, CArHaJIOB N 3HaYeHUH
HacTponku (Tak>Xe Ha3blBatloTCA napaMeTpamu)

e [MapamMeTpbl — 3TO AaHHbIE, KOTOPbIE MOTYT U3MEHATLCA MoJib30BaTesieM AN1A
afanTaunn K KOHKPETHbIM CLUeHapunaM NCroJib30BaHUA.
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1 MCDLV4 — ycTpomncTBO AnddepeHumanibHON 3anTbl INHUN

1.3 Moaynu, HaCTPOMKU, CUTHAbI U 3HaYeHUS

Smart viewllosb30BaTe M MOryT COXPaHATb BCE HAaCTPOMKN B Kakon-nmbo dann.
9TOo posmkeH bbITb hann c uMeHeM cnepytoulero gopmaTa: *.ErPara. Takon cdann
MO>XXHO 3arpy3nTb B ntoboe gpyroe BpeMs, a 3Ha4eHUa HAaCTPOeEK, XpaHaLLnecs B
hanne, MOXXHO NepeHecTn Ha Ntoboe apyroe 3awnTHOe ycTponcTso MCDLV4.
(MoppobHee cM. B pykoBoacTBe Smart view.)

(MpumeyvaHne. NMeeTca psaa UCKNIOYNTENbHbBIX C/ly4aeB, KOrga HaCTPOMKK BCceraa
XPaHATCHA B MaMATU YCTPOMNCTBA N He MOryT BbITb cOXxpaHeHbl B hann *.ErPara. 370
CUTYyaLWnun, B KOTOPbIX HEXeflaTeslbHO HanpsaMylo nepefaBaTbh 3Ha4YeHNe HaCTPONKKU
Mexay yCTPONCTBaMU. MPUMEPOM MOFYT CNYXUTb HacTponku TCP/IP.)

CyLlecTByeT HECKOJIbKO TUMOB NapaMeTpoB, KOTOPbIE ONpenesnsatoTCs TUMNOM
COOTBETCTBYLLMX OaHHbIX. Nonb30BaTeN0 3HATL AeTan Heobsi3aTeNlbHO, 0OAHAKO
c/flefyeT 3HaTb, YTO CYLLECTBYIOT YMCJIOBbIE MapaMeTpbl (HanpumMep, Noporu
MaKCMMaJIbHOro TOKa) 1 napamMeTpbl, NogpasymeBatoLlme Bbibop 0g4HOro 1
[OCTYMHbIX 3HAYEHWI B CNUCKe. DTO MOryT 6biTb 60 DMKCUPOBAHHbIE 3HAYEHUSA
(Hanpumep, NpoTokoa cBaA3n), NMbo cnrHanbl (4Tobbl BO BpeMs paboTbl yCTPOWCTBA
3aaHHOe 3HavyeHne napaMeTpa COOTBETCTBOBAIO COCTOSHMIO HA3HAYEHHOro
curHana). O Ha3Ha4YeHUN CMFHAJIOB PAaCcCKa3blBasioCh BbiLLE — «BXO[4 MOAYs».

* HekoTopble CBOMCTBa NapaMeTpoB 3aBUCAT OT 3HAYEHUN APYrnux napaMmeTpos.
Hanpumep, napamMeTpbl NJjaHUPOBaHUA YCTPONCTBaA (B MeHIo [[MnaHup_ ycTp ]) He
TOJNIbKO aKTUBUPYIOT WU A€aKTUBUPYIOT 3alNTHbIe (PYHKLUUN, HO N KOHTPOJIUPYIOT
BUAMMOCTb COOTBETCTBYIOLLMX MapamMeTpos.

HekoTopble NapaMeTpbl 3aBUCAT OT APYrnX napaMeTpoB He TOJIbKO N3-3a
BUAWUMOCTW, HO U MU3-3a 3HAYEHUI NO YMOJYAHWIO N/MAK OOCTYMNHbIX AMana30HOoB
3HavYeHun. (Hanpumep, Anana3oH 3Ha4YeHUN HEKOTOPLIX NapaMeTpPOoB 3aLNThI
3aBUCUT OT KoappuumeHTa TT.)

* iMetoTca Tak)Xe napameTpsbl, CYLLIECTBYOLIME B OAHOM 3K3eMMsipe, KoTopble
Ha3bIBAOTCA «rnobanbHLIMU MapaMeTpamm».

O6bI4HO OHM HaxoaATCca B MeHto [Tno6_ nmap_ 3aw_].

* [MapaMeTpbl rpynmbl YCTaBOK MOXXHO HaNTK B BeTBAX MeHto [Habop 1] ... [Habop 4].
3TO NapaMeTpbl 3alMThbl, BKOYaOLWMeE Mo YeTbipe 3Ha4YeHuns. To eCTb,
Mnofib30BaTeslb MOXET 3a/laTb YeTbIpe 3Ha4YeHUS, Ka)K0e N3 KoTopbix byaeTt
4YsIeHOM onpeneneHHoro «Habopa napameTpos» (c Habop 1 no Habop 4). B oaunH
MOMEHT BPEMEHN aKTUBEH TOJIbKO OAUH U3 YeTbipex HabopoB NapamMeTpoB, NO3TOMY
aKTMBHO ByfeT TOJIbKO 3HaYeHne N3 CooTBeTCTBYLero Habopa. (3To Bcerpa
3aBUCUT OT PYHKLMN 3aLlMThl: NPU NepeknyYeHnn mexxay HabopamMmu napameTpoB
3aTparvBaloTCsd OAHOBPEMEHHO BCE DYHKLUN 3aLlLNThI.)

¢ Habopbl afanTMBHbLIX MapaMeTpPOB NO3BONIAIOT AVMHAMUYECKN N3MEHSATb OTAE/IbHbIE
napameTpsbl: onpegessemMble 3Ha4eHUA HaCTPOEK 3aBUCAT OT 3HadeHuns «Nct_/
Noxxb» onpepeneHHoro 6yneea curHana. Mo>KHO onpenennTb 40 YeTbipex bynesBbix
CUTHaJIOB OJ19 NepeKJIYEHNS 3Ha4YEeHMA. ITO 03HaYaeT, YTo BMecTe C 6a30BbIM
3HAYEHNEM , TAKOWM afanTUBHbLIN NapaMeTP MOXXET UMETb A0 NATU allbTEPHATUBHbIX
3HaYeHun (B Ka>kaoM Habope NnapamMeTpoB, TO eCTb, 06Wasa cymma coctaBuT oo 20
3HavYeHun). Kakoe 13 3HavyeHun bygeT akTMBHO UCMNOJIb30BaTbLCSA B ONpeneeHHbIn
MOMEHT BPEMEHMU, 3aBUCUT OT paboyero 3Ha4YeHns (00 YETbIPEX) COOTBETCTBYIIOLLNX
6yneBbIX NapaMeTpoB.

B oTanymne ot napameTpoB rpynnbl yCTaBoK, Habopbl afanTMBHbIX NapaMeTpoB
NUMEIOT «I0KaJIbHbIA» XapakTep, TO eCTb, OHN BO3AENCTBYIOT TOJIbKO Ha Ty
(PYHKLMIO 3aLWLNTbI, 411 KOTOPOW OHU BbIIN aKTUBMPOBAHbI.

OpHako cnepyetT 3aMeTUThb, YTO He BCe (PYHKLUM 3allunThl NOLAEPXKMNBAKOT HaGOpr
alalTUBHbIX NMapaMeTpOB.
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MNonb3oBaTenn, KOTOpPble HE 3HAKOMbI C MOHATMEM «Habopbl aAanTUBHbIX
napaMeTpoB», MOryT y3HaTb 06 3TUX NapamMeTpax nogpobHee B COOTBETCTBYIOLLEN
rnase. CM. pasgen > «1.3.2 Habopbl afanTyBHbLIX NapaMeTpoB».

MpaAMble KOMaHAbI

* MpAaMble KOMaHAbI, Kak 1 NMapaMeTpbl HACTPOEK, SBAAIOTCSA YaCTbio IepEBA MEHIO,

HO TOJIbKO BbINOJIHAIOTCA HEMedJieHHO. [MoaToMy npamMmble koMmaHabl HE aBnsoTca
yacTblo hanna napameTpos *.HtpPara.

TNANYHBIM NPUMEPOM MNPAMBbIX KOMaHA ABAAIOTCA KOMaHAbI C6pOC8 CHeT4HYMKOB.

Ha naHenn (1 B OKHE cnucka nporpamMmmbl Smart view) npamMble KOMaHObl OTMEY€Hbl
3HAYKOM KHOMKWN «©O», MO3TOMY Y3HATb UX JIErKO.

CurHanbl

CurHasbl — 370 pa60-||/|e COCTOAHNA, TO €CTb, OHW onNpenenAaArTCa pe3yJsibTaToOM
pa6OTbI q.)yHKLI,I/IIZ 3aLlNTbl NN COCTOSAHUEM LK POBOro Bxona.

CurHasibl SBASIIOTCS YacTbio AepeBa MeHK. IX MO)XHO HalnTu B MeHto [PaboTa /
OTobpakeHne cocTtosiHmSA].

HekoTopble curHasibi 0TPa)katT COCTOSIHME YCTAaHOBIEHHOM CUCTEMbI UK
obopynoBaHua (HanpuMep, MHOMKATOPbI MNOJIOXKEHUS BbIK/lOYaTeNs).

HekoTopble curHasibl NpeacTaBnatoT cobon pe3ynbTaT aHaim3a COCTOSHMS
anekTpoceTn n obopynosaHua (Hanpumep, HopMaJsibHas paboTa cUCTeMbI,
obHapy>xeHa Henonagka B paboTte TpaHcopmaTopa U T. Nn.).

HekoTopble curHasibl NpencTaBnstoT cobol pe3ynbTaThl 4EACTBUNA, KOTOPbIE
NPON3BOASTCA C YCTPOWNCTBOM (Hanpumep, KOMaHAa OTKJIIOYEHMWS) U 3aBUCAT OT
HaCTPONKN NapaMeTpoB.

MHoOrmne curHasbl MOXXHO Ha3Ha4yaTb ONpPefeNeHHbIM MapaMeTpaM. ITO O3HAYaeT,
4YTO (PYHKLNOHMPOBAHNE TAaKNX MapaMeTpoB 3aBUCUT OT paboyero cocToAHMSA
curHana. Hanpumep, y Kaxxaom yHKLMN 3alMTbl UMEeTCs HECKOJIbKO MapaMeTpoB
6nokmposku. (Cm. Takxe => «4.1.3 Brnoknposkun»). Ecam ons napameTpa
6J7JOKMPOBKWN Ha3HAYeH CUIMHa, TO COOTBETCTBYOLWAA PYHKLUNSA 3aLLUNThI
6/10KMpyeTCA, eCcaM Ha3Ha4YeHHbI CUrHan nepexoauT B paboyee cocTtosiHme «UcT ».

Takum e obpa3oM CMrHabl MOIYT Ha3Ha4YaTbCA MHAMKaTOpPaM yCTPONCTBA
MCDLV4, npn 3TOM UHAMKATOP 3aropuUTCs, Kak TONIbKO Ha3HAYeHHbIW CUrHan
nepengetT B cocTossHne «NcT ». (CM. Takxe > «2.14.1 COWN»).

CocTosiHMA BXOAO0B (4219 BXOAa MOAYNS)

e COCTOS\HMA BXOO4OB — 3TO CcreuunanbHble CUrHasbl, KOTOPbIE ABMAITCA YaCTbiO

JlepeBa MeH0. [ KaXK4oro napaMeTpa, A9 KOTOPOro MoXeT 6biTb Ha3Ha4yeH
CUrHan, MMeeTCs COOTBETCTBYHOLLEE COCTOSHME BXoAa. Bo Bpems paboThl
COCTOSIHME BXOAA OTPAXKaEeT TeKyLlllee COCTOSSHNE Ha3HaYeHHOro CUrHasa. 3To
no3BoJISieT NpocaeanTb B3aUMOCBA3UN B paboTe noboi yHKLUMN 3aLUUTbI.

MpuMeHsieTca cnenytollee cornaweHne o6 nMeHoBaHun: Ecnn napameTp, ons
KOTOPOro MOXKeT ObiTb Ha3HAaYeH CUrHaJ, UMeeT UMA «/Ms», TO COOTBETCTBYoOLLEe
COCTOsIHME BXoAa byneT umeTb nma «MmMsa-Bx».

CyeTyuKKM, 3HavYeHUs

¢ 3HayeHuss — 3To bonee NN MeHee U3MeHsieMble daHHbIE, KOTOpPble BO BpeMs

paboThbl NOCTOAHHO XPaHATCS B 0OHOBJIEHHOM COCTOSIHUW.
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1.3 Moaynu, HaCTPOMKU, CUTHAbI U 3Ha4YeHUS

e CaMbIll pacnpoCTPaHEeHHbIN (M CaMbll BaXKHbIN) TUM 3Ha4YeHUn — 3TO Habop
U3MEepEHHbIX 3HaYeHuV (HanpuMmep, 3Ha4YeHUs ToKa NU/Man Hanps>KeHus,
n3MepeHHsble B TT/TH, a Tak>Xe 3Ha4YeHUs 4YacToThbl). TepMUH U3MEePEHHbIE 3HaYEHUS
6yneT Tak)Xe MCNO0JIb30BaTbCA B OTHOLUEHUN 3HAYEHUIA, MONYYEHHbLIX Ha OCHOBE
M3MEepEHHbIX 3Ha4YeHU NyTeM Bbl4NCIeHUn. Hanpumep, 3Ha4YeHne MOLLHOCTH,
MoJsly4eHHOEe Ha OCHOBE 3Ha4YeHUN TOKa U Hanps>xeHus). KoHe4yHo, Habop
DOCTYMHbIX U3MEPEHHbIX 3HAYEHUV 3aBUCUT OT BO3MOXXHOCTEN onpeneneHHoro
3alUMUTHOro YCTPONCTBA.

Bosnee NoapobHO 06 U3MEpPEHHbIX 3HaYeHUax cM. B pasgene <> «1.6 Vismepsaemblie
3HAYEHUS».

» CTaTUCTUYECKOE 3HaYeHNEe — 3TO CneunabHbIA TUM PacCHUTaHHbIX U3MEPEHHbIX
3Ha4YeHun. OHO MOXXET BbITb MaKCMMasibHbIM, MUHUMAaJIbHBIM U CPEAHUM U
NMOMOraeT aHan3MpPoBaTb N3MEHEHNS N3MEPEHHOI0 3HAYEHUS B TeYeHne
HEeKOTOopOoro BpemMmeHu. 015 60/bLWNHCTBA CTaTUCTUYECKMX 3HAYEHMNI CYLLLECTBYIOT
npsiMble KOMaHAbl, KOTOPbIE MOXXHO MCMOJIb30BaThb A1 COpoca CTaTUCTUYECKUX
3HAYEHWN.

Bonee NoapobHO 0 CTaTUCTUYECKUX 3HAYeHMAX CM. B pasgene => «1.7
CTaTuctmkKa».

* Euwe ognH Ba>KHbIM TUN 3HA4YEHUN — 3TO CYETYUKM. B TO BpeMA KakK M3MepPEHHbIE
3Ha4YyeHnss — 3To 06bIYHO YMcna C NaBatoWen 3anaTon (M COOTBETCTBYHOLLEN
eQNHNLEN N3MepEeHns), CHeTYMKM npencTasnaT cobon uenoe yncno. Ang
60NbLINHCTBA CYETYMKOB NMEIOTCA COOTBETCTBYOWME NPsAMble KOMaHAbl, C
MOMOLLbIO KOTOPbIX MOXKHO cOpoCcnTb 3HavYeHmne cyeT4ymnka go 0.
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1.3.1
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HacTpouku napamMeTpoB

YcraHoBka napamMeTpos B UYM

Ka)kabln napaMeTp NpUHagNexunT K onpegeneHHon obnactu goctyna. PegakTmupoBaHumne
M n3MeHeHve napameTpos TpebyeT 4OCTAaTOYHOIr0 BbICOKOIr0 pa3peLleHns oocTyna.

(noppobHoe onncaHne obnacTten gocTyna CcM. B pasgene L=> «1.4.4 Naponn yposHA
nocTyna».

Monb3oBaTelb MOXKET MOJy4YNTb HEOOXOAMMbIE paspeLleHns AOoCTyna K

pa3610KnpoBaHHbLIM 061aCTsAM AOCTYMNa A0 U3MEHEHUS NMAapaMeTPOB NN KOHTEKCTHO-
3aBuUCMMoO. B cnepyrowmx pasgenax onucbiBatoTcst oba BapuaHTa.

BapuaHT 1: lpaMoe paspelieHne Ha [OCTyn B obnactp
OTkponTe MeHto [Map_ ycTp_/ be3onacHocTb / YpoBeHb focTtynal.
BbibepuTe Hy>XHbIN ypOBEHb AOCTYMNa C MOMOLLbIO Nepexofa Ha Heobxoanmble
pa3pelleHus goctyna (yposeHb). BBeante Tpebyembin naponb. Ecnu 6bin1 BBEAEH
npaBufbHLIN Naponb, byayT nosyyeHsl HeobxoanMble paspelleHnsa gocTtyna. Ons
M3MEeHeHNsa NnapaMeTpoB BbINONHUTE crefylolwme AenCcTBUS:

* C NnoMOLWbI0O NPOrpaMMNPYEMBbIX KNaBuL NepenanTe K napameTpy, KOTopbIn

HeobxoOuMo N3mMeHnTb. Ecnn BeibpaH napamMeTp, B MPaBOM HUXHEM Yry 3KpaHa
NosIBUTCS CUMBOJ1 Fae@4yHOro KJtoYa.

ITOT CMMBOJI NOKa3bIBaET, 4TO NapameTp pa3bnoknposaH n MoOXKeT BbITb N3MEHEH,
MOCKOJIbKY MOJIb30BaTeSlb MMeeT Tpebyemble paspelleHnsa gocTtyna. NoareepanTe ceoe
HaMepeHme C NOMOLLbIO MPOrpaMMHON KAaBMLWK C N30bparkeHNEM raeyHoro Kt4a,
4yTOObl N3MEHUTb NapaMeTp. MI3MeHnTe 3Ha4YeHne NapameTpa.

Tenepb Bbl MOXETE:

* COXpPaHUTb coenaHHble N3MeHeHNA, 4yTOb6bI OHWU BbINN BBeOEeHbl B CUCTEMY, NN

®* N3MEHWNTb 3Ha4YeHNA OPYrnx napaMeTpoB N COXPaHUTb BCE N3MEHEHHbIE
napaMeTpbl, 4T06bI OHW 6bININ BBEAEHLI B CNCcTemy.

Ans HemenneHHOro CoxpaHeHus 3MEHEHWV napamMeTpa
* Ha)XMUTe KHoMkKy OK AN COXpaHEHMS M3MEHEHHbIX NapaMeTPOB HaMpsMyto U NX
NPUMEHEHNS Ha yCcTpoicTBe. MNoaTeepanTe N3MeHEHNS NapaMeTpPoB Ha)kaTUeM
NMPOrpamMMHO KNaBnun «da» Uam oTMEHUTE UX, HaXKaB «HeT»,

s nsmeHeHns 3Ha4vYeHUN Apyrnx rirapaMeTpoB v rocsiegyrulero nx coxpaHeHuns

* nepenauTe K opyromy rnapameTpy U U3MeHUTe ero

MCDLV4 MCDLV4-3.7-RU-MAN
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1.3.1 HacTpownku napaMeTpoB

CumMBON «3BE3004Ka» nepeng nNaMeHeHHbIMN NnNapamMeTpaMn NOKa3sbIBa€T, HTO N3SMEHEHNA
COXpaHeHbl BpeMEHHO, TO €CTb OHUM elle He COXPaHeHbl B NMOCTOAHHOM peXXnuMme n He
npMMeHeHbI Ha yCTpOIZCTBe.

Ans ynpouweHus paboTbl, 0COBEHHO MNPU CIOXKHbLIX U3MEHEHUSAX MAapPaMeTPOB, Ha KaXkA0M
6onee BbICOKOM YPOBHE MEHIO MJIaHMPYEMOE U3MEHEHMEe NapamMeTpa nomMmevaeTcs
CMMBOJIOM «3B€3[04Ka». ITO N03BOJISET KOHTPOJIMPOBATb U3MEHEHUSA U NEPEXOANTDL K
HY>XHOMY YPOBHIO MEHI0, Ha KOTOPOM 6bII NMPOn3BeAeHbl U3MEHEHNS NMapaMeTpPoB, B
noboe BpeMs, He COXPaHSA X OKOHYATEsbHO.

B pononHeHne kK 3Be3404KaM, KOTOPLIMU MOMeYatloTCa NapamMeTpbl C BpeMEHHbIMU
N3MEHEHUAMU, B JIEBOM YrJly AUCIIes Takxe oTobpa)kaeTcs Nosynpo3payHbiii 06Lwnia
CUMBOJ1 peAaKTMPOBaHUA NapamMeTpa, N03TOMY, HAaXOAsCb B JIIOOOM MYHKTE MEHI0,
MO>XHO BUAETb BPEMEHHbLIE N3MEHEHNS NMAapPaMeTPOB (eLlle HE aKTUBHbIE).

Mpwn ncnonb3oBaHUN Smart view onas M3MeHeHUs NapaMeTpoB CMMBOJI KPACHOW
3BE3[04KWN B flepeBe MeHI0 NMoKasbiBaeT, YTO U3MEHEHUS MapaMeTpoB eLle He
COXpaHeHbl B haiisie napaMeTpoB.

0na oKOH4YaTeNbHOro nepeHoca N3MeHeHHbIX 3HavYeHun napaMeTpoB B YCTpOVICTBO
Ha>XMUTE KHOTMKY OK. MoaoTBepaouTe U3MEHEeHNe NnapaMeTpa Ha>kaTueM KHOMKN «da» nan
OTMEHUNTE N3MEeHEeHNA Ha)KaTueM KHonku «HeT».

Ecnn Ha pucnnee 0T06pa>KaeTc;| 3HA4Y0K 0ObIYHOrO KJlto4a m, a He rae4yHoro
KJ1t04a, 3TO O3HA4Ya€eT, YHTO HET aBTOpU3aunn OOCTYyMNa.

Onsa Toro, 4To6bbl N3MEHUTL 3TOT napaMeTp, HeobxoaonMo BBECTU napoJib, KOTOprI?I
npeanocCTtaBdeT HeobxoaouMble pa3peleHnA.
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MpoBepka npasaononobus napameTpos: Ona npefoTBpaLLeHNst BO3MOXXHbIX HEBEPHbIX
YyCTaHOBOK MapaMeTpOB YCTPOMCTBO NOCTOSAHHO KOHTPOJIMPYET BCE BPEMEHHbIE
n3MeHeHns. Ecnm ycTponcTBo 06HapyXUT HEBEPHbLIA NapamMeTp, To nepen HUM byaeTt
YCTaHOBJIEH CMMBOJ1 «BOMPOCUTESNbHbIA 3HAK».

Ans ynpouweHus paboTbl, 0COBEHHO MNPU CIOXKHbIX U3MEHEHUSAX MAapPaMeTPOB, Ha KaXkA0M
6onee BbICOKOM YPOBHE MEHIO BPEMEHHO COXPaHEHHbIE MapaMeTpbl C HEAOMYCTUMbIM
3Ha4YeHMEM NOMeYatoTCs BOMPOCUTESNIbHLIM 3HAKOM (3TO (PYHKLINSA OTCAEXNBAHUS
JIONYCTUMOCTHU). TO MO3BOJIAET KOHTPOJIMPOBATh U3MEHEHUS N NepexonnTb K HY>KHOMY
YPOBHIO MEHIO, Ha KOTOPOM MMEKTCS NapaMeTpbl C HEMPaBAoNoA406HbIMY 3HAYEHUAMY, B
noboe BpeMs, He COXPaHSA X OKOHYATEsbHO.

Kpome CMBOJIa «HECKOJIbKO BOMPOCUTEJIbHbIX 3HAaKOB>, KOTOprIZ YCTaHaBJZINBaeTCHA
BO3J1e NnapamMeTpa C HeaonyCctuMblM 3Ha4eHMeEM, B J1IEBOM YIrny OUCIJIEA TaKXXe
oTobparkaeTcsa B NONyrnpo3pavyHOM BuAE 06N CUMBO1 «BOMPOCUTENbHbIN 3HaK»,
MO3TOMY MOJIb30BaTeJIb MOXKET, HaXo4ACb B nobom NMYHKTE MeHI0, BUOETb, 4TO
HEeKOTOopble NapaMeTpbl MMEKT HeOOMYyCTUUMblE 3HaYeHNA.

CumBon <<BOI'IpOCVITeJ'IbeII7I 3HaK» (CMMBON HeaonyctmMmoro 3HavYeHus) Bcerga
YCTaHaBJZINBaeTCA NnoBepx CMMBOJ1a «3BE€3404Ka» (cumBona pe,ﬂ,aKTVIpOBaHI/Iﬂ).

Ecnu ycTpoiicTBO 06Hapy>XMBaeT HegoMyCTMMOE 3HAa4YEeHNE NapaMeTpa, OHO OTKJIOHUT
JeCTBME MO COXPAHEHMIO N MPUHSATUIO 3HAYEHUA OaHHOro napamMeTpa.

50

BapuaHT 2: KOHTEKCTHO-3aBUCHUMbIe pa3peLueHns BocTyna

Mepengnte K NapaMeTpy, KOTOPLIN A0/KEH BbITb N3MeHeH. Ecnun BbiIbpaTb 3TOT
rnapameTp, B NMPaBoOM HUXXHEM YIly 3KpaHa NosABUTCHA CUMBOJT «KOY».

[aHHbI CMMBOJ1 YKa3blBaeT, YTO YCTPONCTBO NO-NPeXHeMy HaXoAUTCHA Ha ypoBHe «Read
Only-LvO» (5> «1.4.4 Maponn ypoBHS A0CTyNa») UK TEKYLLMIA yPOBEHbL AOCTYMa He
[aeT npaBa N3MeHATb AaHHbIA NapaMeTp.

Ha>xMuTe 3Ty NporpaMMHyto KHOMKY 1 BBEAUTE NapoJb, NPeoCTaBAAOWMNA OOCTYN K
OaHHOMY napameTpy. (Ha aTom cTpaHnue Tak>Xe yKa3aHO, Kakon napoJsb/pa3pelieHue
nocTtyna TpebyeTca ona BHECEHUS U3MEHEHUI B AaHHbIA NapamMeTp.)

N3MeHNTEe HaCTPOMKN NapaMeTPoB.

Tenepb Bbl MOXeTe:

* COXpPaHUTb coenaHHble N3MeHeHNA, 4TOObI OHW 6bISIN BBEAEHbI B cncrTemy, nnnm

®* N3MEHWNTb 3Ha4YeHNA OPpYyrnx napaMeTpoB N COXPaHUTb BCe N3MeHeHHbIe
napaMeTpbl, 4TO6bI OHW BbININ BBEAEHLI B CnNcrTemy.

s HemegneHHOro CoxpaHeHns N3MEHEHWI napamMeTpa
* Ha)xMuTe KHonKy OK gna coxpaHeHUs U3MEeHEHHbIX NapaMeTPoB HaMpPAMY U NX
MPUMeHeHNs Ha ycTponcTee. MNoaTeepaonTe N3MEHEeHMs NnapaMeTpoB HakxaTmem
MPOrpaMMHON KNnaBuwun «a» nnm oTMeHUTe nX, Ha>kaB «HeT».

L8 n3aMeHeHns 3HadYeHu Apyrunx riapaMeTpoB v riocsiegyrLllero nx coxpaHeHns

* MepenauTe K ApyroMy napamMmeTpy U U3MEHUTE ero
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1.3.1 HacTpownkun napaMeTpoB

CumMBON «3BE3004Ka» nepeng nNaMeHeHHbIMN NnNapamMeTpaMn NOKa3sbIBa€T, HTO N3SMEHEHNA
COXpaHeHbl BpeMEHHO, TO €CTb OHUM elle He COXPaHeHbl B NMOCTOAHHOM peXXnuMme n He
npMMeHeHbI Ha yCTpOIZCTBe.

Ans ynpouweHus paboTbl, 0COBEHHO MNPU CIOXKHbLIX U3MEHEHUSAX MAapPaMeTPOB, Ha KaXkA0M
6onee BbICOKOM YPOBHE MEHIO MJIaHMPYEMOE U3MEHEHMEe NapamMeTpa nomMmevaeTcs
CMMBOJIOM «3B€3[04Ka». ITO N03BOJISET KOHTPOJIMPOBATb U3MEHEHUSA U NEPEXOANTDL K
HY>XHOMY YPOBHIO MEHI0, Ha KOTOPOM 6bII NMPOn3BeAeHbl U3MEHEHNS NMapaMeTpPoB, B
noboe BpeMs, He COXPaHSA X OKOHYATEsbHO.

B pononHeHne kK 3Be3404KaM, KOTOPLIMU MOMeYatloTCa NapamMeTpbl C BpeMEHHbIMU
N3MEHEHUAMU, B JIEBOM YrJly AUCIIes Takxe oTobpa)kaeTcs Nosynpo3payHbiii 06Lwnia
CUMBOJ1 peAaKTMPOBaHUA NapamMeTpa, N03TOMY, HAaXOAsCb B JIIOOOM MYHKTE MEHI0,
MO>XHO BUAETb BPEMEHHbLIE N3MEHEHMS NMAapPaMEeTPOB (ELLE HE aKTUBHbLIE).

Mpwn ncnonb3oBaHUN Smart view [as N3MeHeHWs NapaMeTPOB CMMBOJI KPaCHOW
3BE3[04KWN B flepeBe MeHI0 NMoKasbiBaeT, YTO U3MEHEHUS MapaMeTpoB eLle He
COXpaHeHbl B haiisie napaMeTpoB.

[ns oKoOHYaTeNbHOro NepeHoca N3MeHeHHbIX 3Ha4YeHW NapaMeTpPoB B YCTPONCTBO
HaXxmMuTe KHonky OK. MoaTBepanTe M3MEHEHMS MapaMeTPOB HaXkKaTMeEM NPOrpPaMMHON
KNaBuwun «[a» Unm xxe oTMeHUTEe UX Knasuwen «HeT».

MpoBepka NpaBaononobus napameTpoB: [Ona npeaoTBpalleHNsi BO3MOXKHbIX HEBEPHbIX
YCTaHOBOK MapaMeTpOB YCTPOMCTBO MOCTOSAHHO KOHTPOJIMPYET BCE BPEMEHHbIE
N3MeHeHUns. Ecnm ycTpoincTBO 06HaApPYXUT HEBEPHbLI NapaMeTp, To nepen HUM byaeTt
YCTaHOBJIEH CUMBOJ1 «BOMPOCUTESIbHbIA 3HAK>.

Ona ynpouwieHus pa60TbI, ocobeHHO NP CJIOXKHbIX N3MEHEHUAX NMapPaMeTPOB, Ha Ka>XX40M
6onee BbLICOKOM YPOBHE MEeHIO BPpEMEHHO COXpPaHEHHbIE NMapaMeTpbl C HEOOMNYCTNMbIM
3Ha4YeHneM rnomMeyvHalroTcqa BONnpoCcnTesibHbIM 3HaKOM (310 PYHKLUMNA OTCNeXXnBaHUs
}J,OI'IyCTI/IMOCTI/I). 3To no3BonseT KOHTPOJINPOBaAaTb U3AMeEHEHNA N NepeXoaNTb K HY>KHOMY
YPOBHIO ME€HIO, Ha KOTOPOM NMEKTCA NMapaMeTpbl C HerlpaB)J,OI'IO,EI,OGHbIMVI 3Ha4YeHndamMu, B
noboe BpeM4A, HE COXPaHAA NX OKOHYaTeJIbHO.

Kpome cnMmBosia «HECKOJIbKO BOMPOCUTENbHbIX 3HAaKOB», KOTOPbIN YCTaHaBAMBaeTCA
BO3J1€ NapaMeTpa C HeAOoMNYCTUMbIM 3HAYEHNEM, B IEBOM YIJly AUCIJIES TaKxXe
oTobparkaeTcsa B NOAynpo3pavyHOM Bnae obLnA CUMBOT «BOMPOCUTENbHbIN 3HaK»,
MO3TOMY MOJIb30BaTEJ/Ib MOXKET, HaXoAACb B JIIOOOM MyHKTE MeHto, BUOETb, Y4TO
HEeKOoTOopble NapaMeTpbl UMEKT HELONYCTUMbIE 3HAYEHUS.

CnMBON «BOMNPOCUTESIbHbIA 3HaK» (CMMBOJT HEAOMNYCTMMOr0 3Ha4YeHNS) BCeraa
yCTaHaBJIMBAETCSA MOBEPX CUMBOJIa «3Be3404Ka» (CMMBOJIa PEOAKTMPOBaHUSA).

Ecnn yCTpOIZCTBO 06Hapy>K|/|BaeT HeaonycrmnMmoe 3Ha4yeHune napamMeTpa, OHO OTKJIOHUT
Jencrseume rno COXpPaHEHNIO N MPUHATUIO 3Ha4YeHNA OaHHOIO NapaMeTpa.

Fpynnsl yctaBok

MapameTp HacTponku [Mapam_ 3awmnTsl / Mepekn_ HM] «lMepekn_ HIM» pa3pellaeT
BbINOJIHATbL Chefyoline 4enCcTBUS:

* AKTUBMPOBaATb OOHY M3 YeTblpeX rpynn ycTaBok («HIM1» ... «HI14»).
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Oonuus

* Ha3HavyaTb aKTUBMPYIOLLNA CUFHAN AN Ka)XKAOW rpynrbl YCTaBOK (3HaYeHne
HacTporkun «MYM yepes ®yHKBX» 1 AONONHUTENBHO Ha3Ha4YaTb COOTBETCTBYOLIMNE
CUrHanNbl 4J1s NepeKsYeHns:

Hanpumep, ecnn onpeneneHHbln CUrHa BbIMNOJIHAET NMepek/todYeHne Ha rpynny
yCTaBoK HIM2, To 3TOT curHan aoJsi>keH 6biTb Ha3Ha4YeH NapaMeTpy HaCTPOMKMN
[Mapam_ 3awnTel / Nepekn_ HM] «HM2: akT_4epe3».

¢ Paspewatb SCADA nepeko4aTb Fpynnbl YyCTaBOK (3HavyeHue HacTponkun «IMHIM
yepes Scada».

MepeknioyaTenb rpynn ycraBokK

Py4Howi Bbibop Ecnn BbibpaHa gpyras rpynna HacTpoeK, BPYYHYIO BbIMOJHUTE

rnepekJsoyeHmne c NoMoLLblo napameTpa «llepexkn_ HIl».

Yepes BxoAa (Hanpl/lmep, [Mepekno4vyeHne, ecnn CTaHOBUTCH aKTUBHbLIM TOJIbKO OOUH U3
Hyepes Lll/l(ppOBOl;l BXx0o4) yeTblpex Ha3Ha4YeHHbIX CUrHaNoB. pynna yCTaBOK He U3MeHAeTCH,

eCc/ih O4HOBPEMEHHO NMMeeTCH HEeCKOJIbKO CUrHAI0B aKTUBaLun.
Mpumep.

CurHan LB3 Ha3Ha4veH napameTpy «HIl13: akT_4epe3». LIB3
aKTUBEH «1».

CurHan B4 Ha3Ha4veH napameTpy «Hl14: akT_4epe3». LIB4
HeaKTuBeH «0».

Ecnn TpebyeTca nepeknoyeHmne c Habopa napameTpos 3 Ha Habop
napamMeTpoB 4, CHavasia HeobxoaAnMo caenaTb HEAKTUBHbLIM CUIHa
LIB3. Toroa akTUBHbIM OOJ/IXXeH CTaTb curHan LIB4.

Ecnu pake nocne atoro curHan LIB4 ctaHeT HeaKTUBHLIM, Habop
napamMeTpoB 4 OCTaHETCH aKTUBHLIM A0 TexX nop, Noka He byaeT
VHMUUNPOBAH HOBbLIW YeTKUM 3anpoc (Hanpumep, LUB3 ctaHOBUTCA
aKTUBHbIM, @ BCe Apyrmne HasHa4yeHHble CUrHajlbl — HEaKTUBHbIMU)

Yepe3 SCADA lMepeknveHne BO3MOXXHO TOJIbKO MPWY HaJIMYNM YETKOro 3anpoca

o1 SCADA.

lMepeknioyarens rpynn ycraBok: [py akTuBaummn Atob0N Apyron rpynmnbl YCTaBoK,
BCE 3HA4YeHMS, CBSA3aHHbIE C MaMATbIO (Hanpumep, Tanmepsl) 6yayT cOpoLueHbl Ans BCcex
PYHKLNN 3aWNTHI.

U3MeHeHMe KoHpurypaumnm: Kaxxablii pa3 Nnpn M3MeHeHU HacTPoeK NapamMeTpoB
3aWmnThl (MNaHMpPOBaHMe YyCTPONCTBA, rnobanbHble NapaMeTpbl UM NapamMeTpbl Ans
HECKONIbKNX FPYMn YCTaBOK) BCe DYHKLMN 3aLLUNTbI HA HEKOTOPOE BPEMS MOSTHOCTbIO
AEaKTUBUPYIOTCA. DTO 0O3HaAYaeT, YTO HEKOTOPOEe BpeMs BCe 3alLUUTHbIe Moaynm byayT
HEeaKTMBHbI, MO3TOMY MX MOXXHO ByaeT nepe3anyCcTuUTb C HOBbIMU HAaCTPOMKaMK. ITO
no3BoJisieT obecneynTb Takme e BO3SMOXHOCTM 3alLUTbl, KaK Mpu CTapbiX, Tak 1 Npu
HOBbIX HAaCTPOMKaX.

Ucknro4veHne coctaBnsaeT U3MeHeHNe KoHDUrypaumum, KOTopoe orpaHnYnMBaeTCs
HaCTPOMKaMun U3 TOJIbKO OAHOW Fpynnbl YCTaBoOK. B 3ToM cnyyae Bce pyHKL NN 3aLUNThI
MO>XHO TOJIbKO COPOCUTL (Kak B C/lydae C NepekaYvaTesieM rpynn yCTaBoOK — CM.
BbILLE).
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1.3.1.1

1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3aWnTbl INHUN

1.3.1.1 BsiOKMpOBKa HaCcTpoekK
brnokupoBKka BO BpeMs onepaunu nepeKyiaiodeHns

B uenax 6e3onacHOCTN N COrnacoBaHHOCTH onepau,|/||7| BHOCUTb U3MEHEHWNA B HaCTp0I7IKI/I
BO BpeMA onepaunn nepekny4eHna HeBO3MOXXHO.

Ecnu nonb3oBaTesnb NpeanpuMeT NOMNbITKY U3MEHUTb Kakon-nMbo napameTp BO BpeMs
paboThbl TaMepPOB BbIKJIOYATENS NN MOKa BCNOMOraTesibHble KOHTaKTbl YKa3blBaloT, 4TO
BbINOJIHAETCS onepauus nepekaodeHuns (cm. pasgen > «5.2 Kondburypauus
KOMMYTaUWNOHHbLIX YCTPOMCTB»), B U3AMEHeHUN NapaMeTpa byaeT oTKa3aHo, a Ha gucniee
oTobpa3uTcsa coobuweHne «lMoxxanyncrta, nogoxante\nCncrema 3abnoknposaHa»
(nopobHoe coobuieHne NOCTYNUT U oT Smart view).

BnokupoBKa HacTpoek
BnoknpoBKa HaCcTPoOEK NMo3BoJISET 3abNIOKMPOBaTb HACTPONKN NapamMeTpoB OT J1tobbIX
N3MEHEHWNW, eCNI HAa3HAYEeHHbIN CUTHa/1 UMEeeT 3HAaYeHUEe «UCTUHa» (AaKTUBEH).

BktounTb 6J10KNPOBKY HAaCTPOEK MOXKHO B MeHto [CucTlMap / Obwme HacTponkn] «bok.
HacTPOVIKN».

O6xo4 6/10KMPOBKM HACTPOEK

BNOKMPOBKY HAaCTPOEK MOXXHO BPEMEHHO OTMEHUTb, €CJZIN HEBO3MOXKHO (nnn Tpe6yeTc;|)
N3MEeHNTb CTaTyC CUIrHa/la, akKTuBmMpytowero 6J'IOKI/IpOBKy HaCTpoeK.

0601nTM BNOKNPOBKY HAaCTPOEK MOXKHO C MOMOLLbIO NapaMeTpa NPSMOro KOHTPOIS:
[CucTMNap / Obwme HacTponkn] «Obxoa 610k napam»

YCTPOCTBO 3alUTbl CHOBa NepenaeT B peXxnm 6710KMPOBKN HACTPOEK:
* Cpa3y nocsie COXpaHEHUA U3MEHEHUS NapaMeTpa unm

* 4yepes 10 MUHYT Nocne aKTnBaunm obxona 6J'IOKVIpOBKVI HaCTpOeEK.
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3anTbl ANHUN
1.3.2 Habopbl aganTBHbIX NapaMeTpoB

1.3.2

HaGopbl apanTUBHbLIX NapaMeTpoB

C nomMoLubto Ha60pOB alaNnTUBHbLIX NMapaMeTpoB MOXXHO ANHAMUNYECKN N3MEHATb
3Ha4YeHnd HaCTpoeK B MoayJie 3allUThbl.

Habopbl afanTUBHbLIX MApPaMeTPOB AOCTYMHbI TOJIbKO ANA HECKOJIbKUX MOAYJIEN 3aLUMThbI
(1 06bIYHO — TONBLKO OJ19 MOOYJIEN 3aLNThLI OT MPEBbLILLEHNSA TOKA).

C NpaKTMYeCKON TOYKMN 3PEHMNS, Y HUX MMEETCSA 0O4HO Ba)KHOe oT/im4ne ot Habopos
06bl4HbIX NapamMeTpoB (cM. pasgen > «Tunbl HacTpoek, CUrHaN0B 1 3HAYEHWIA»): NPW
nepekJloyYeHn Ha gpyron Habop NapamMeTpoB 3aTparMBalTCA OA4HOBPEMEHHO BCe
yHKLUMN 3awmnThl. ECcnn TpebyeTcs BHECTU N3MEHEHUS TONbKO B 04HY KOHKPETHYIO
PYHKUNIO 3aWNThl, 3TO MOXKET YCJIOXKHUTL Npoueaypbl BBOAa B 3KCMJlyaTaLulo n
MpPoOBEpPKMU.

HaGOpr aalTUBHbLIX NMNapaMeTpoB, H8060pOT, )J,eI7ICTByI'OT JIOKaJibHO, TO €CTb, OHU
BO3)J,eI7ICTByI'OT TOJIbKO Ha TY (PYHKLUIO 3aLnNThl, 44 KOTOpOI?I OHU BblNKn adKTUBUNPOBaAHLI.
(Kak aTO coenaTb, CM. HUXe.)

54

MO>XHO Ha3Ha4YMTb LMPPOBON curHan ana nboro 13 napameTpos [MNapaM_ 3awunThbl /

Fno6_nap_3aw_/I-3aw_/ «module»] «Aa_Habop 1», ..., «<Aa_Habop 4». («module» —
3TO UMSA MOAYJIA 3aLLUUTHI, A1 KOTOPOro nMelTca Habopbl afanTUBHLIX MapaMeTpoB.

Hanpwumep, [I[1]]).

ITK YeTblipe NapaMeTpa Ha3Ha4YeHns Bcerga apasTCca obwmmm napameTpamm (To eCcTb,
npuHagsiexaT BeTBM MeHio [Mapam_ 3awmTel / FTNo6_ nap_ 3aw_]). Hanpumep, BbINOJHUM
chepywoulee Ha3HadeHune: «Ag _Habop 1» = «KH[1] . TpeB_». CM. BepxHee Auajiorosoe
OKHO @ Ha PUCYHKe HUXe.

0N 3Toro Ha3Ha4YeHWs B ANasoroBoM okHe Smart view pna napameTpoB rpynnbl
yCTaBOK, Hanpumep, BeTBM MeHto [Mapam_ 3awmnTel / Habop 1/ 1-3aw,_/ I[1]], nosasnseTcsa
}J,OI'IOJ'IHI/ITeJ'IbeII7I CTOJ16€LI, @, KaK NMOKa3aHO B HNXXHEM OMNa/I0FOBOM OKHE Ha PUCyHKe
HWn»Xe.
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Puc. 2:

1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3awnTbl INHUN

1.3.2 Habopbl aganTBHbLIX MapaMeTpoB
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aKT_
HeakT_
HeakT_
HeakT_
HeakT_
OCHOBHble

TP TP B®

HPT_ZBK

lpyn Ha3HayYeHUN napameTpa aganTUBHOro Ha6opa AJ14 rnapamMeTpoB rpyriribl yCTaBoOK
HgobasasTcs aJlbTEPHATUBHbLIE 3HAYEHUA.

Mpn Ha3Ha4YeHMN aganTUBHOro Habopa 60bLWMHCTBO NAapaMeTPOB rPynnbl yCTaBOK
Mosly4atoT AOMOJHUTENbHOE afibTepHaTMBHOE 3HavYeHne. CHavasla 3TO HOBOE 3Ha4YeHune
NOEHTNYHO 3HavYeHuUto HablMoYM, ogHaKo ero MOXKHO pefakTmpoBaTh. (OBakabl
LWeNKHNTEe N n3MeHnTe, Kak TpebyeTcs.)

Npes npocTa: oNa napaMeTpoB 3allMThl UCNOJIb3YEeTCS aJibTePHAaTUBHOE 3HaYeHNEe
«An _Habop 1», Korpa HasHavyeHHbIn curHan «KH[1] . TpeB_» NpUHMMAET NCTUHHOE
3HaYeHue.

MOCKOJIbKY MMEETCS YeThipe rpynnbl HOPMaslbHbIX HAaCTPOEK, B KaXKA0M U3 KOTOPbIX
nMeeTCcs 00 YeThblipex afanTuBHbIX HAbOPOB, a Tak>XXe HacTponka HablMoYMm, 3To
O3Ha4vaeT, YTOo A/ NapamMeTpoB, NOAAEP>KMBAIOLLNX afanTUBHbIe HAabopbl, AOCTYMHO A0
20 pa3/INYHbIX HAaCTPaMBaEMbIX 3HAYEHUN.

AZLanTuBHbIE NapaMeTpbl aBTOMATUYECKN MPUHUMALIOT NMpe)xxHee 3HaYeHne, Kak TOJIbKO
npMMeT NpeXxHee 3Ha4YeHne CUrHaa NoATBEPXAEHNS, KOTOPbIA UX aKTUBUPOBaAII.

Ecnn B KOHKPETHbIA MOMEHT BPEMEHWN aKTUBHbLIMU OKaXKYTCSH HECKOJIbKO Ha3Ha4YeHHbIX
curHanos, byneT paboTaTh crneayrollee NpaBuio:

Habop afanTMBHbLIX NapaMeTpoB 1 MMeeT NpMopuTeT HaZ HabopoM afanTUBHbIX
napameTpoB 2; Habop afanTMBHbLIX MAapaMeTPoB 2 UMeEeT NPUopPUTET Hal Habopom
aflanTMBHbIX NapaMeTpoB 3. Habop afanTMBHbLIX NAapaMeTPoB 3 UMEEeT NPUOPUTET HaL
HabopoM afanTMBHbLIX NapaMeTpoB 4.
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1 MCDLV4 — ycTponcTBo AnddepeHumanbHON 3alnTbl ANHUN
1.3.2 Habopbl aganTBHbIX NapaMeTpoB

Mpumepbl NpyMeHeHnsa HabopoB afanTUBHLIX NapaMeTpPoOB
* AlB: aBTOMaTM4eckoe NOBTOPHOE BKJIIOYEHME C 2 NOMbITKaMun
o 1-9 nonbITKa: xapakTepnctuka DEFT, cTaHgapTHOE OTKJIlOYEeHME
o 2-4 NonblTKa: XxapakTepucTtunka INV, 4yBCTBUTENIbHOE OTKJIIOYEHNE
* MCXH: 6n10KnpoBKa OT NYCKOBbIX TOKOB
o 3anyck ABuraTens, 3aluTa oT AeceHcnbnnmsaunm Toka
* BHO: yckopeHune npu BKAKOYEHUN HA KOPOTKOE 3aMblKaHue
°© i3MeHuTe BpeMs 3afep>XKN 3aLlUnThbl MO TOKY Ha KOPOTKOE BpeMs
¢ ANSI 51C: TOK C NYCKOM MO Hanpsi>XeHnto

o [eHepaToOp, ABUraTe b, 3aL4mUTa OT neceHcmbununsaumm Toka
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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3aWnTbl INHUN

1.3.3 OTobparkeHne CoCTOSAHUSA

1.3.3 OTobOpa>keHMe COCTOAHUA

B okHe cocTosiHMSA B MeHIo «PaboTa» 0To6pa>KaeTc9| TeKyllee COCToAHMne BCeX CUIrHaOoB.
ITO O3HA4aeT, YTO MOXXHO BUAETb, HAX0OUTCA KOHerTHbII7I CWUrHan B AaHHbLIN MOMEHT B
aKTUBHOM MNSIN B HEAKTUBHOM COCTOAHUUN. MOXXHO BUOETb BCE CUrHaslbl B
OTCOPTMPOBAHHOM MO 3aLLUNTHBLIM 3/IeMeHTaM/MoayNaAM nopanke.

CocTtossHMe Bxoga Moaynsa/curHana... CocTosiHue oTobOpa>kaeTcs Ha NaHeNnm
ynpaBJiIeHUA B BUae...

«HeaKT_» [ JIoxb [/ «0» O

«aKT_» / |/|CT_/ «1»

MCDLV4-3.7-RU-MAN MCDLV4 57



1 MCDLV4 — ycTponcTeo anddepeHumanbHON 3anTbl ANHUN
1.3.4 CTpyKTypa MeHIo

1.3.4 CTpyKTypa MeHIo

CprKTypa MEHI0 UMeeT cnefylolime 3/ieMeHThbl BbiCLLIero ypoBHA. BXxoa B BETBb MEHI0
OCYLLECTBNAETCA HaXXaTNem I'IpOFpaMMHOI7I KHOMKW p. [1pOrpamMMHble KHOMKN A 'Y
NMNO3BONAOT NMepexognTb K npe,u,bl,u,yu.l,e|7| nnn cne,u,yrou.l,e|7| BETBW.

2 PaboTta

~

\
N M 30eCcb HaxoAATCS AaHHble peXxiMa paboThl.
KN

;aﬁora

?gl—’ * N3MepeHHble 3HaYeHns
* CTaTuUCTuUKa
- * OTobpakeHne coCTOAHUSA
e [laHHbIE O CHETYMKE N BEPCUN

* PerucTtpaTop owwmnbok, Pernctpatop cobbiTuit,
PernctpaTop HEMCnpaBH.

e CamogmarHocTuka
* NMoaTeepanTb, Cbpoc

2 NMnaHupoBaHMe YCTPOUCTBA

/J E| O6bI4HO 3TO NMepBLIN 3Tarn BBOAA YCTPOWCTBA B
MnaHup_ ycTp_ SKCrJlyaTauuto.

KHiw.
Bk/to4aloTCst HE06XOAUMBIE U BbIKJTIOHAIOTCS HEHYXHbIE
3/1EMEHTBI.

HPT_ZAM

BbibrpaeTcs npotokon (SCADA) cBsi3M C NoACTaHLUMEN.

2 MapaMeTpbl yCTPpOUCTBA

B aTO BETBM MEHIO npeacTtaB/ieHbl BCe HaCTpOIZKI/I,
HanpamMyr CBA3aHHbIE C yCTpOI7ICTBOM, Hanpmnmep,

| A | .
* LUKNGPOBLIE BXOAbl N BbIXOAbI;
g . Cau;
* HAaCTPOWKWN PErnMcTpaTopos;
* HAaCTPOWKW CBA3N.
: 8 CucTeMHble NnapaMeTpbl
E Bg 50/60 o
: \/ O6bI4HO 3TO BTOPOW 3Tan BBOAA B IKCNJyaTauuio —
c CuctlNap HaCTpoOWKa CBOWCTB NoJs, Hanpumep,
: KEww .
= * HOMWHAJIbHOWM 4YaCTOTbl, HANPSXXEHUS, TOKa;

HPT_ZAO

* KO3(hpuumeHTos TT u TH;
* Tuna nogkno4veHnsa TH (Pa3H Hanp, JIMH_ Hanp_).
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1 MCDLV4 — ycTpomncTBO AnddepeHumanibHON 3awnTbl INHUN
1.3.4 CTpyKTypa MeHo

MapameTpbl 3aLLUTDbI

30ecCb HaxoaAAaTCA BCe HaCTpOVIKVI 3awnTbl, nMmerLine
OTHOLUEHME K KOHKPETHbIM 3aLlNTHbIM PYHKLMNAM.

HacTpoikn Ka)xaon 3alMTHOM PYHKLUNM CrPYNNnpoBaHbl
rno cjieayoWwmMM TUNam:

* [MapameTp obLien 3aWwmnThl

* Habop 1 ... Habop 4

* Nepekn_ HM (MepeknioyeHne Habopa napameTpoB)

3N1IeMEeHT ynpaBJieHusA
HacTponkn KOMMYTaUNOHHbIX YCTPOWNCTB.

» Kaxpgoe yctponctso HighPROTEC ¢ HanmeHoBaHueM
«MR...» nNo3BosaseT ynpassisiTb 1 KOMMyTaUNOHHbIM
YCTPOWCTBOM.

» Kaxxpoe ycTtponcteo HighPROTEC ¢ HanMmeHoBaHMEM
«MC...» Mo3BONAET yNpaBaATb 6 KOMMYTaLWOHHbLIMK
yCTpPOMNCTBaMN.

Jlornka

* 1o 80 nornyeckux ypaBHeHuUn

* 4 wnw3a Ha BbIbop

* 4 Bxoga, 4 BbIX04a Ha Ka)X[4oe ypaBHEHue
* QYyHKLUWM TarMepa U NaMATn

CepBuc

OTa BETBb MEHIO Hy>XHa B OCHOBHOM /151 MPOBEPKMU.
Mpumep.
* Bbixogbl «[MpUHYANTENBbHO»/«OTKIOYEHNE»

* AHaNOroBbIN BXOA M BbiXoObl «[MpUHYONTENBHO»/
«OTKAO4YEeHnEe»

* icnonb3oBaHMe BHYTPEHHEro reHepaTopa
curHanos/cboeB

* MNepe3arpyska 3alWNTHOIro YCTPONCTBa
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1 MCDLV4 — ycTponcTBo gudepeHLManbHON 3aWmThl IMHAN
1.3.5 MnaHupoBaHMe yCTPOMCTBaA

1.3.5 MnaHupoBaHue yCTpPOUCTBA

Mo nnaHnpoBaHnem paGOTbI yCTpOI?ICTBa NMOHNMMaeTCd orpaHn4eHmne ero
PYHKLMNOHANIbHbIX BO3MOXXHOCTEN [0 TOW CTENeHMN, KOTOpa“d Tpe6yeTc;| Ona BbIMOJIHEHUA
KOHerTHOIZ 3a4a4Kn no 3aunTe,T. €. YCTDOVICTBO AO0JIDKHO OT06pa)KaTb TOJIbKO Te
PYHKLNN, KOTOPbIE OEeNCTBUTENbHO HY>XHbI MOJ1b30BaTeEJO.

Tak, HanpuMep, ecan OTKYNTb (PYHKLNIO 3aLMTbl HANPSAXKEHUSA, TO COOTBETCTBYOLLNE
3TON (pyHKLMN NapaMeTpbl He ByayT oTobparkaTbCa B APEBOBULAHOM KaTaJsiore
napameTpoB. OAHOBPEMEHHO C 3TUM ByayT TakXKe OTK/0YEHbI BCE CONYTCTBYOLNE
cobbITNS, CUrHaNbl U T. M. ITO crnocobcTByeT 6onee NOHATHOMY NMpeacTaBEHUIO
APEeBOBUAHbIX KaTaoroB NnapameTpoB. MNaHnpoBaHne Tak)Xe BKJIIOYAEeT HAaCTPONKY
OCHOBHbIX CUCTEMHbIX AaHHbIX (4aCTOTbl U T. M.).

OnHako Heob6xoanMo MPUHMMaTb BO BHUMaHME, YTO OTKJOYEHUE 3alMNTHbIX (PYHKL NN
U3MeHSEeT CMNCOK JOCTYMNHbIX PYHKLUNINA YCTPONCTBA. ECn nonb3oBaTeslb OTMEHUT
HanpasJIeHHYIO PYHKLMNIO 3aLlUUTLI OT MpeBbIlleHna OMYCTUMOro 3Ha4yeHus ToKa, To
YCTPONCTBO HEe 6yueT CpaﬁaTbIBaTb HamnpaBJ/1IEHHO, a TOJIbKO HEHaMNPaBJZIEHHO.

MpenonpuaTue-n3roToBUTENlb HE HECET OTBETCTBEHHOCTbL 3a TeJleCHble NMoBpeXxaeHuns
nnn MaTepVIaJ'IbeIVI yu.l,ep6 B pe3yJibTaTe HeNMnpaBMJibHOIro rnNJiaHNMpPoBaHUA.

Ycnyru no nnaHUpoBaHMIO TakXXe 0Ka3blBalOTCA KoMnaHnen SEG.

OcTeperantecb HenpeaHaMEePEHHOIr0 OTKYEHNS 3aWNTHBLIX QYHKLUNA U MOAYNEN.

Mpn oTKAOYEHUN MoAYJIeN B NMpoLecce NMjaHMpoBaHus paboTkl YCTPONCTBa BCe
COOTBETCTBYIOLLXE 3TOMY MOAYJIO NapaMeTpbl MPUMYT 3HAYEHMS MO YMOJIHYaHUIO.

Mpn NOBTOPHOM BKIOYEHUM OHOIO U3 3TUX MOAYJEN BCE COOTBETCTBYIOLLNE 3TUM
MOLYJISIM NapamMeTpbl MPUMYT 3HAYEHUS MO YMOJYaHUIO.
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1 MCDLV4 — ycTpomncTBO AnddepeHumanbHON 3aWnTbl INHAN
1.3.6 NMNapamMeTpbl y4acTKa
1.3.6 MapaMeTpbl yyacTKa
B napameTpax y4acTKa MOXXHO HaCTPOUTb BCE MapaMeTpbl, MMeloL e OTHOLWEHNE K
nepsnyHom obMoTKe TpaHchopMaTopa 1 crnocoby paboTbl C 3NEKTPUYECKON CEThLIO,
Hanmpumep 4acToTy, @ TaKXe OCHOBHbIE N [OMOJHUTENbHbIE BENYMHDI.

Bce mapameTpbl y4acTKa AOCTYMHbI B BeTBU MeHto [CucTlapl.

MoppobHblie Tabnnubl U ONMCaHNE BCEX MApPaMETPOB CM. B CMPaBOYHOM PYKOBOACTBE K
ycTponctesy MCDLVA4.
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3anTbl ANHUN
1.3.7 NapamMeTpbl yCTPONCTBA
1.3.7 MapaMeTpbl YCTPOUCTBA

Hdata n Bpems

B meHto [MNap_ycTp_/ Bpemsal «/[laTta u BpeMs» MOXXHO HaCTpPOUTb AaTy 1 Bpems (B TOM
4yucsie MMeeTCs MOAMEHI0 YaCOBOIro Nosica N HaCTPOeK nepexofa Ha JIeTHee BpeMs).

Bepcus

B meHto [Map_ ycTp_/ Bepcusa] MOXKHO Noay4YnTb MHGOPMaLLMIO O BEPCUM MPOrPaMMHOIro
1 annapaTHoro obecneveHus.

OT1obpa>keHune kogos ANSI

BkntounTtb oTobparkeHne koaos ANSI Ha naHenun ynpasneHns yctponctesom (M4M) MoXKHO
B MeHto [MNap_ycTp_/ NYM] «[lokazaTb Homep ycTp_ANSI».

Smart viewOgHako B [10 nMeeTca CBOe MeHIo yrpasneHus otobpaxeHuem konos ANSI,

KOTOpOE He 3aBUCUT OT MaHesn ynpaBiaeHns yCTPONCTBOM (CM. pyKOBOACTBO
nonb3oBaTens MO Smart view).
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1.3.8 CyeTumkm cbpoca, 3Ha4YeHns 1 3anucu

1.3.8 CyeTuuku cOpoca, 3HA4YEHUA U 3anNUcH
Py4Ho#M cbpoc
B meHto [PaboTa / CHpoc] MOXKHO:
¢ 0OHYNATb CYHETUYUKMY;
* yAanaTb 3anucy (HanpruMep, 3anncu o HapyLleHUsXx);

¢ 0OHYNISATb HEKOTOPLIE NapaMeTpbl (TakKne Kak CTaTUCTUKA, TernJioBas Moaesib U
T.M.).

OnncaHmsa OOCTYMNHbLIX KOMaHA cOpoca MOXXHO HAaNTW B OTAE/IbHOM AOKYMEHTE MOf,
Ha3BaHneM «MCDLV4 CnpaBo4YHOe pyKOBOACTBO>.
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1.4 Be3onacHOCTb

1.4

64

be3onacHoOCTb

Ob6Limne nono>xeHms

OCTOPOXXHO!

Bce HacTponkn 6e30nacHOCTU AOJ1I>KHbI BbINOJIHATLCA NOJIb30BaTENEM YCTPONCTBA
MCDLV4! HacTosiTe/IbHO peKOMEeHAYETCS B KOHLe npouenypbl BBOAa B dKCrJlyaTaumio
MPUBECTN HAaCTPONKM Be30NacHOCTU B COOTBETCTBME C MECTHbLIMU NpeanucaHnaMmn n
TpeboBaHNAMMN.

Ha MoMeHT nocTaBku ycTponctea MCDLV4 MakCcMMasibHOE 4YMC/I0 HAaCTPOEeK HaXoOuUTCs B
«OTKPbITOM» COCTOSIHUU, T. €. BCE€ OrPaHNYeHNs 4O0CTyNa CHATbI. DTO NMO3BOsAET
UCKJTIOYNTb HEHYXXHbIE CNOXKHOCTUW Npu BBOAE B 3KCryaTauuto. OgHako Korga
ycTponcteo MCDLV4 6ypeT 3anyLweHo, BEPOATHO, NOTpebyeTCcss HECKOJIbKO OrpaHNyYnTb
[OCTyn. B yacTHoCTK Heobxoamnmo ByaeT y4ecTb Crieaylolme acneKkThbl.

Mo ymon4aHuto nogkntoveHmne Smart view kK MCDLV4 4yepe3 USB-nHTepdenc paspeLleHo
(6e3 naponsa), ogHako ceTeBor AocTtyn no TCP/IP oTKA04YeH (CM. = «1.4.3 Naponu gns
noaksatyeHnsa K Smart view»). Mo coobpa>keHnsam 6e3o0nacHOCT peKkoMeHayeTCs
W3MEHUTb 3TN HAaCTPOWKN Cpa3y Nocjie BBOAA YCTPOMNCTBA B dKCMayaTaLmio.

OCTOPOXXHO!

HacTosTeNbHO peKoMeHAyeTCs 3aMeHUTb cTaHaapTHble naponu (> «Maponn no
YMOJI4aHUI0») Ha HOBbIE, COOTBETCTBYOLLME YPOBHIO 6€30MacHOCTY MPUIOXKEHNSA (CM.
> «Vi3meHeHne naponeii»), HanpuMep 3a4aTb pa3Hble Mapoan ANA pa3Hbix obnacTen /
YPOBHEN AoCTymna. 3To obecneymBaeT BO3MOXXHOCTb HAaCTPONKM MHONBUAYASIbHOIO
[OCTynNa AN pa3iMyHbIX FPynn noJib3oBaTeNen.

0630p HacTpoek, CBA3aHHbIX ¢ 6e30NacHOCTbIO

B BeTBM MeHto [PaboTa / BesonacHocTb] coaep)KaTca cBeAeHMs 0 HAaCTPOMKaXx,
CBSA3aHHbIX C 6€30MacHOCTbI0. B YaCTHOCTM MOXXHO Y3HaTb ClieayloLlee:

* OCTaBJ/ieHbl CTaHAapPTHbIE MapoJin ANda noaKAt4YeHnaA (cm. II=[> «[Maponwn ons
MOAK/0YEHMSA K Smart view») nam n3MeHeHbl Ha NoJ1b30BaTEe/IbCKNE 3HAYEHUS;

« paspelueHo A nogkaodeHme Smart view (cm. > «[locTyn yepes Smart view»);
+ Kakoe BbI6paHo NpaBo Ha nepeksoyeHmne (cMm. > «MpaBo Ha nepeknoyeHne»);

* KaKkoWi BbIBpaH 0XBaT MPU BOCCTAaHOBNEHNN 3aBOACKMX HacTpoek (cM. <> «1.4.6
Bo3BpaT K 3aBOACKUM HacTponkaM, COpOC BCex Naponemn»).

MMONHbBIM CANCOK HAaCTPOoeK, AOCTYMNHbIX Ha 3TOW CTpaHuue, CM. B rnase «be3onacHoOCTb»
CMpaBOYHOro PyKOBOACTBa K ycTponcTtsy MCDLV4.

Korpga 6e3onacHocTb VT nmeeT NnpuHUMNManbHOE 3HaYeHNE, PEKOMEHAYETCSA NPOBEPUTDL
BCE 3TW HACTPOMKN NpK BBOAE YCTPONCTBA B IKCMJyaTaLnto, 0AHAKO C/ierno nonaraTbCs
Ha HUX He cTonT. Ecnm nosib3oBaTeslb U3MEHUT Mapob O1a nogkovyeHns Yepes USB,
HanpuMep, Ha «1», TO Ha 3TOM CTpPaHMLEe NOSABUTCA 3anucb «Maponb ansg USB-nogkn.» =
«OMp. Nosib3.», 0AHAKO 3(PHEKTUBHOCTL NOA0OHON 3aLNThLl BECbMa COMHUTESbHA.

CoobLeHuns no 6e3onacHoOCTH

MpefyCMOTPEH CreunanbHbil perncTpaTop CaMoAnarHoCTUKK, UMeHyeMblin CoobLeHns
0 camomnarHocTuke. OH cobrpaeT BHYTpPeHHNE CO0bLEeHNS YCTPONCTBA Pa3INYHbIX
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1.4.1 CeTeBas 6e30MacHOCTb

TUMOB, U B TOM 4nCsie 0 COBbITUSAX, CBA3AHHbLIX C 6€30MacHOCTbIO (Hanpumep, ecnm 6bin
BBELleH HEBEPHbI NMaposib). PekoMeHayeTCs BpeMsi OT BPEMEHM NPOCMaTpPUBaTb 3TH
3anucu.

CoobueHns no 6e30MacHOCTU TakK)Xe MOXKHO NPOCMOTPETb B BeTKe MeHio [PaboTa /
be3onacHocTb / XKypHan 6e3onacHocTK].

1.4.1 CeTeBas be3onacHoOCTb
CBa3b SCADA

CnenyeTt OTMETUTb, 4TO UCNOJsIb30BaHUe NMpoTokosioB SCADA Bcerga Conpsi>xeHo ¢
onpenenieHHbIMN puckamu. MoapobHyo NHMOPMALIMIO MOXKHO HAWTN B TEXHUYECKON
nuTepaType.

be3onacHOCTb MHTpaceTn

Ecnn nutepgenc Ethernet yctponctesa MCDLV4 noakato4eH K ceTu, To NnoJsib3oBaTesib
[OJKEH caMocToATeNnbHO obecnednTb BCe HeOH6XoAMMbIE CpeacTBa A5 3allUnThbl CETU
KOMMNaHUn. B 4aCTHOCTN HeOBX0AMMO rapaHTUPOBaTh, YTO BHELUHWA JOCTYN (T.€. 13
MHTepHeTa) K ycTponctey MCDLV4 HeBO3MOXKeH. O3HaKOMbTeCb C COBPEMEHHbLIMN
TexHosornaMm (MexxceTesbiMn 3KkpaHamm, VPN n 1. n.)!
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1.4.2 NMaponn

1.4.2

Maponmu
Tunbl naponen
Maponn 6biBalOT ABYX TUMOB:

e [aponn gna Nnogk4YeHns No3BoJISIOT YCTaHaBAMBaTb coegnHeHne ¢ paboymm
nporpaMMHbIM obecnevyeHnem Smart view. (CM. > «1.4.3 Maponu ons
noaka4YeHnsa K Smart view».)

e [Maposan ypoBHA focTyna TpebyoTca ANna BHECEHUSA U3MEHEHNN B HAacTPOMKK. (CMm.
=> «1.4.4 Naponu ypoBHA OocTyna».)

MpumevaHne. Maponu ANA NOAKAIOYEHUA BrepBble nosasmancek B sepcum HighPROTEC
3.6. MNpUYNHOM MOCAY>XXNJIO TO, 4TO, Ha4YMHasa C Bepcumn 3.6, BCe COeANHEHNA Mexay
MCDLV4 v Smart view cTanu nosaHOCTbIO WNEHPOBATLCA C MOMOLLbIO COBPEMEHHbIX
KpunTorpaduyeckmnx anropmtmos. (Cm. Takxke > «Smart viewMNogknodeHne K »).

3afaHHble NAapOoN XPaHATCHA B NOCTOAHHOM NamMaTn MCDLV4 n He yoansaioTca npu
0BHOBJIEHMN MUKPOMPOrpamMMbl (3TO OTHOCUTCA K NaponsaM obomx TUMNOB).

66

Maposn no ymosdaHumio

Mo ymon4yaHuio AN Bcex naposen (NoakJtoYeHns N ypoBHS A0CTYyMNa) NPoM3BoANTENIEM
yCTaHaBJIMBAlOTCS CTaHAapTHbIE 3HaYeHUs, He obecneyrBatlolle HUKAKOW 3allinTbl OT
HeCaHKLUMNOHUPOBAHHOIro AOCTYynNa.

e Maponn gna NogKAl4YeHUs, Kak NpaBnio, oCTaBAAIT NyCTbiMK (T. €. OHM BoobLLE
He 3anpalwnBatoTcs).

e [1n9 BCEX Maposien ypoBHSA A0CTyNa YCTaHaB/MBAETCSA CTaHOapTHOE 3HavYeHune
«1234».

LWTpagHOe BpeMs npu HeBepHOM BBoAe Naposs

BBopn HeBepHOro napons (He3aBUCUMO OT TOro, KAaKOM 3TO Napob, Naposb ANs
MOAKJIIOYEHNS NN NapoJib YPOBHSA AOCTYMa, U HE3AaBUCUMO OT TOrr0, Kak OCyLWeCTBAAICA
BBof4, Yepe3d UYM nnn Smart view) nHMumMnpyeT COCTOAHUE «LWTpadHOE BPeEMS».
Mporpamma MCDLV4 Bce 6onbluee BpeMma 610KMpyeT BBOA NMapoas — A0 Tex rnop, rnoka
He byneT BBEAEH BepHbIN Maposb. O6 3Ton 610KMPOBKe NoJsIb30BaTENS UHPOPMUPYET
cneumnanbHoe coobuieHure. B neprop 6/10KMPOBKM 3TOT TalMep BANSET TOJIbKO Ha BBOJ,

naponen (To eCTb, KHOMKa m Ha NYM) n He BnokunpyeT apyrne oencTems
nosib3oBaTenNs, KOTopble He TpebyloT BBOAA Napons.

3abbiTbI Nnaponib

Ecnu HaxkaTb knasuwy «C» BO BpeMS X0JI0OAHOI0 nepesanycka, 0TKpPoeTCs AMasiorosoe
0KHO cbpoca (Npu ycnosuu, 4T0 OHO He BbII0 OTKJOYEHO). B HEM MOXXHO cOpocuThb BCe
Napo/n 1 BOCCTaHOBUTL 3HaYeHUs No ymondaHuio (cm. > «Maponu no ymonyarmio»).

CeefeHnsa o AnasnoroBoM okHe obulero cbpoca cMm. B pasgene s> «1.4.6 Bo3BpaT K
3aBOACKMM HacTponkaMm, cbpoc BCex maposiens.
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1 MCDLV4 — ycTponcTBo AnddepeHumanibHON 3awnTbl INHUN

1.4.3 NMaponwu gnsa noakato4eHnsa K Smart view

Maponu pnsa nogkno4YeHua K Smart view
Smart viewl'lo,quoquue K

OOHuM 13 cbyHOaMmeHTaNbHbIX TpeboBaHUn «MT-6e30nacHOCTU» ABASETCSA
npenoTBpalleHne HeCaHKLMOHUPOBAHHOIO AOCTYMa K AaHHbIM, NepefaBaeMblX
onepaTtopoM Ha ycTponctso MCDLV4 n obpaTHo.

MoaTomy Bce coeanHeHnsa mexay MCDLV4 n Smart view NOMHOCTbIO WWNGPYOTCS C
MOMOLLbIO COBPEMEHHbIX KpUNTOrpapmnieckmnx aaropmTMoB.

SEG npepocTaBnseT Ans Ka)K4oW yCTaHOBJIEHHOW Bepcun Smart view (Ha4vnHas C Bepcnu
4.70) n gnsa kaxxgoro yctponcrtea HighPROTEC (Ha4yuHas ¢ Bepcun 3.6)
KpunTtorpauieckne ceptTuuKaTsl, KOTOPble aBTOMaTUYECKM NnepenatrTcs npu
noakatoyeHnn. CtopoHbl (MCDLV4 n Smart view) NpoBepsA0T NoayYeHHble CEPTURUKATHI,
4yTO06bl YAOCTOBEPUTLCA B MOAJMHHOCTY APYr Apyra.

[aHHas PyHKUMA 3alLNTbl, OCHOBAHHAs Ha KpMNTOrpacun4eckmux anropmTmax, LOCTyrnHa
MO YMOJIHaHUIO: MOJIb30BATENAM HE Haf40 HUYEro OTAEIbHO HacTpanBaTb UN
npoBepsThb.

Hdoctyn Yyepe3 Smart view

Ewe ogHUM pyHOamMeHTanbHbIM TpeboBaHeM «UT-6e30nacHOCTH» ABNAETCSA
npefoTBpalleHne HeCaHKLUOHMPOBAHHOIO AOCTYNa K JINYHbIM CUCTEMaM
rnosb3oBaTesien, BKAOYas 3anTHoe ycTponcTeso MCDLV4. K ycTtponctsy MCDLV4 MOXHO
MoNy4YnTb AOCTYN C MepenHen naHenm unm 4yepes paboyee nporpamMmHoe obecneyeHune
Smart view.

MockoNbKy NCNOJSIb30BaHNE NepeaHen naHenn npeanosiaraeT JIMYHOE NMPUCYTCTBUE, PUCK
HEeCaHKLMOHUPOBAHHOIr0 AOCTYMNa B 3TOM CJly4ae OTHOCMTE/IbHO HEBLICOK — B OTJINYME
OoT Apyroro cnocoba, Korga [OCTyN OCYLWECTBSETCS yAa/leHHO Yepe3 Smart view,
ocobeHHO ecnmn ycTponcteso MCDLV4 noakntoyeHo kK ceTtu Ethernet / TCP/IP.

* B uensax 6e30nacHOCTN MeeTCs BO3MOXXHOCTb OTKJIYUTL AOCTYN K Smart view
yepes3 USB-uHTepgenc. Ona storo Heobxoammo HacTpouTb napameTp [Map_ycTp_/
Be3zonacHocTb / CBA3b] «Smart View yepes USB». 10 ymMOn4aHUO 3TOT TLUN AOCTyna
pa3speLueH.

e TakXXe MMeeTCs BO3MOXXHOCTb OTKJIOYMNTb AOCTYN K Smart view 4epes Ethernet. g
3TOro Heob6xoaMMo HacTpouTb NapameTp [Map_ycTp_ / Bbe3sonacHocThb / CBA3b]
«Smart View yepes Eth». 1o yMon4aHNO 3TOT TWUM AO0CTYNa pa3peLueH.

e [Ing ycTponcTB anddepeHUnanbHON 3alunTbl IUHUN UMEETCA AOMOJHNTEeNbHas
BO3MOXXHOCTb OTKJ/IO4YUTb AOCTYN K Smart view ¢ yaaneHHOro ycTponcTea 4yepes
cuctemy Protection Communication. 1ns aToro Heob6xoaMMo HaCcTPOUTL NapaMeTp
[Map_ycTp_/ be3onacHocTb / CBA3b] «Sm. View yepe3 ProtCom». o ymon4aHunio
3TOT TUMN AOCTYNa pas3peLueH.

Ecnu ond oTkaY4eHUsa AoCTyna K Smart view ncnonb3yeTcs caMo NnpunoxxeHmne Smart
view, TO TEKYLLN CeaHC aBTOMaTUYeCKU NMpepbiBaeTCA.
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1.4.3 Naponn onga noaknoyeHnsa Kk Smart view

Maposaun ana nogknodeHmnsa K Smart view

EcTb ABa naponsa onsa nogkaiyeHus. B Havyane ceaHca yCTponcTBO Smart view npocuT
BBECTM Naposib, N ecnn oH byaeT BBeeH BEPHO, TO NOAKJ/OYEHMNE YCTAaHOBUTCSA. (DTOT
Lwar nponyckaeTcs, TOJIbKO eCan naposb BoobLe He 3adaH.)

* NMNopknwoyeHnue yepes USB — gng nogknwyeHns kK Smart view 4yepes USB-
MHTepdenc Hy>KHO BBECTU «Naposib A IOKAJIbHOrO NOAKAYeHNA» (Mo
YMOJITHaHUIO OH He 3adaH).

* MopkKsno4YyeHue K yaasZieHHOM cCeTu — OJ18 NoakaYveHns K Smart view 4yepes
Ethernet Hy>XHO BBECTU «Maposib 418 NOAKIIOYEHUA K yOaneHHoW ceTu» (no
YMOJT4aHUIO OH He 3afaH, 1 3TOT TWUN AO0CTYMNa Mo YMOM4YaHUIO OTKoYeH, cM. =
«ocTyn 4yepes Smart view».)

Onsa nogkntoveHns K Smart view 4yepes cuctemy Protection Communication Takxe
HY>XHO BBECTW «MapoJib AJ1S MOAKJIOYEHNS K YAANEHHON CeTu».

N3MeHUTb Naposb ANa NOAKAYEHNA MOXKHO B Smart view, OTKpbIB BETKY MeH!to [[ap_
ycTp_/ be3sonacHocTb / Maposib] 1 ABaXKAbl LWENKHYB Napob.

ObpaTuTe BHMMaHMe, 4YTO NapPOJN AN NOAKJIOYEHUS OT/INYAIOTCS OT NapoJsiein ypoBHS
poctyna (cM. > «BBoa napons ¢ NOMOLLbIO NaHenn») cnenyowmnMm
XapaKTepucTUKaMu:

* Maponun onsa NOAKIIOYEHUS MOXXHO BBOAUTb N U3MEHATbL TOJIbKO B Smart view (a Ha
naHenn NYM ycTtporictea MCDLV4 — HeT).

OfOHaKo MOCTOSHHO XPaHATCSA Napoan Ha ycTponcTee MCDLV4, a He B Smart view.
Mo3Tomy Npn HeobxoaMMOCTU O NoAKYeHNA K Kaxgomy pene HighPROTEC
MO>XHO 3a4aTb OTAEJIbHbIA Napob.

* B oTAnydme oT naponeit yposHsa goctyna (> «/3meHeHne naponeii») naponn ans
NOAKJIIOYEHNS MOTYT coiep>KaTb He TOJNbKO Lundpbl 1, 2, 3, 4 1 He umerT
orpaHuMyeHns no AJiMHe B 8 CMMBOJIOB (MOryT coaep»XaTb 64 cumBonia n 6onblue).
Maponb A1 NOAKII0YEHNA MOXKET NpeacTaBAsATb CO60 NPON3BOJIbHYO
nocniefoBaTebHOCTb J0ObIX MevYaTHbIX cuMBosioB (KOHMKoA), BKoYas npobensi.

Maponn no ymondanuio (cM. > «Maponu no ymonyaHnio») He obecnevnBaloT AOIKHYIO
3alUnTY.

B uenax 6e30macHOCTM HaCTOATENbLHO PEKOMEHAYETCA Cpa3y NSMEHUTb UX B
COOTBETCTBUN C MECTHBIMN HOPMaMW.

Mpn HeobxoaANMMOCTU, MOXKHO BOObLLE YOanuUTb BCE Mapoaun, eCn 3TO AOMyCKaeT Balla
nonntuka 6esonacHocTn. Torga naponm He ByayT 3anpawmMBaTbCs, U OOCTYN CTaHeT
MOJIHOCTbIO OTKPbLITbIM. O,D,HaKO Mbl HACTOATEJIbHO HE peKoOMeHAYyeM OTKa3blBaTbCA OT
BCeX Nnaponemn, n ocobeHHO OT CeTEBbLIX.
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1.4.4 Maposn ypoBHA JoCTyna

1.4.4 Maponu ypoBHA AocTtyna

Maponn ypoBHA fgocTyna TpebyoTcs Npy BHECEHUN U3MEHEHUI B HAaCTPONKKN Yepe3
Smart view n HanpsaMyio ¢ naHenu N4YM.

Ka)kabln HacTpanBaeMblil NapaMeTp MMeeT ypoBeHb 6e30nacHOCTK (Mam nHave —
o6nacTb/ypoBeHb 40CTyna). OnucaHue ypoBHen AocTyna cM. B pasgene > «1.4.5
YpoBHM goCcTyna».

Mpexae 4emM M3MEeHUTb HAaCTPOKY, Haf40 BBECTW Naposib, 4TOObI BOMTK Ha

COOTBETCTBYHLLNIA YPOBEHb A0CTYNa. (3aTeM N3MEHEHNSA MOXXHO BHOCUTbL 6e3 naposns,
MOCKOJIbKY YPOBEHb A5l Bac byneT pa3biokmpoBaH.)

BBon naposis ¢ nOMOLLbIO NaHeNun

Ha naHenn NYM ycTponctea MCDLV4 MOXXHO BBOAUTb 1apo/ib YPOBHSA AOCTYyna C
MOMOLLbIO MPOrpPaMMHbIX KHOMOK.

HPT Z91

1 2 3 4

Mpumep. Onsa BBoAa napons «3244» nocnefoBaTesIbHO HaXXMManTe cieayoLine
KNaBuLWn:

* Knasuwa 3
e Knasuwa 2
e Knasuwa 4
* Knasuwa 4

Mpn aKTUBHOM MOAKOYEHUN K Smart view npunoxxeHune Smart view 3anpawnsaeT
naponun. BBoanTb Ux cnenyeT C KJaBUATYypbl KOMMbIOTEpPA.

N3meHeHHne naponen

Maponn ypoBHSA AOCTYyNa MOXHO U3MEeHUTb B MeHto [[Map_ ycTp_/ be3sonacHoCTb /
Maponbl.

lMaposib ypoBHS AOCTYNa OO/KEH NMPencTaBasTb cobon kombuHaumwo unhp 1, 2, 3nd un
NMeTb ONNHY He 6onee 8 undp. Maponb He OO/MKEH CcoAep»XaTb APYrMX CUMBOJIOB U Npu
€ro BBOJAE He MOryT UCMOJIb30BaTbCA APYrne KaaBuLLIn.

Moateep>xaexune 6e3 BBoga napons

O Ins nonyveHuns obuiel nHopMaLnm 0 NOATBEPXKAEHUSAX cM. pasgen => «1.5
— MoaTBepXxaeHus». CeeneHns 06 061acTax/ypoBHAX AOCTYMNa MOXHO HaWTW B pasaene

=> «1.4.5 YpoBHu pgocTyna».
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1.4.4 Maposn ypoBHA JOCTyNa

HaunHas ¢ HighPROTEC Bepcuun 3.6, noatBepanTb CAN MOXHO Ha>kaTueM Knasuwim «C»
B TeyeHune 1 cekyHabl. MoapobHee cM. B pasaene > «MoaTeepxaeHune Bpy4Hyio
(Ha>xaTmem kHonku C Ha NaHesnn yrpaBaeHUs)».

deakTnBauunsa naponeﬁ npu BBoae B 3Kcniayataynio

Mpn BBOAE YCTPOMCTBA B IKCMJIlyaTaL MO MOXKHO BPEMEHHO OTKJ/IOYUTL Napoau.
Ncnonb3oBaHue 3Ton MyHKUUM ONA OPpYrUX Lesien, kpoMe BBoAa B dKCrayaTauuio, He
ponyckaeTtcs. [1ng Toro, 4Tobbl OTKAOYMTb NAPOJIbHYIO 3aLUNTY OJ19 COOTBETCTBYHOLMX
obnacten pocTyna, 3aMeHMTEe CYLLECTBYIOLWNUIA Maposib NyCcTbiM. Bce ypoBHn/obnacTtun
[OCTyna, 018 KOTOPbIX NapoJib He 3afaH, ABJSAIOTCA NOCTOSAHHO pa3b10KNPOBaHHbLIMM.
DTO 03HAYaeT, 4TO BCE NapaMeTpPbl N HACTPOMKM B 3TUX 06/1aCTAX MOXKHO CBOHBOOHO
MEeHSATb.

OCTOPOXXHO!

Bbl 4O/KHbI y6e,D,I/ITbCﬂ, 4YTO nocJyjie BBOAa B 3KCriyiyatTalnto BCe NnapoJin CHOBa
aKTUBNPOBaHHLI. 9T0 03Ha4aeT, 4To BCe obnacTu OOCTYMNa OO0J1>KHbI ObITb 3aLLMLLEHbI
Hade>XXHbIM MaposIaMN.

SEG He HeceT HMKaKOW OTBETCTBEHHOCTU 3a Ntobble TpaBMbl NN NOBPEXOEHUS,
BbI3BaHHbIE OTKJ/IIOYEHMEM MAPOJIbHOW 3aLLMTHI.

Obwumne coobpakeHuns

Heobxoaumo ybeanTbCs, YTO paspeLleHns A4oCTyrna HaxXoasTCa Mo 3alnUTON HadeXHbIX
naposiei. 3TN Naposiv A0JKHbI ObITb N3BECTHbBI TOJIbKO YNOJHOMOYEHHbIM JLAM U
XPaHWTbCA B TalHe. Mapoan no ymosyaHuio He obecneymBatoT 3aWmTy OT
HEeCaHKLMOHMPOBAHHOIo AOCTYyMNa.

C1MMBO 3aMKa B MPaBOM BepxXHeEM yray AMCnaes nokasbiBaeT, aKTUBHbI 11 B HAaCTOALLUN
MOMEHT Kakune-nnbo paspewleHns goctyna. B pexnme «Read Only-LvO» B npaBom
BEPXHEM yry ancnnes 6yneT oTtobparkaTbCsi CUMBOJT 3aKPbITOro (3anepToro) 3amMka.
Ecnn akTuempoBaTb Ntoboe pa3pelieHne focTyna (Bbiwe ypoBHA «Read Only-Lv0»), B
MpaBoOM BEPXHEM Yrjy MOABUTCH CMMBOJT OTKPbLITOrO 3aMKa.

Ecnun npm HaCTpOVIKe I'IOTpE6yETCFI OTMEHUTb N3MEHEHWNE MNMapaMeTpa, HaXXMNUTE KaBuULly
«C». B €BSA3U C 3TNM noaTeep>xaeHme (cBeTOAMOAOB, BbIXOOHbIX pene...) 6y,u,eT
HEBO3MO>XHbIM [0 TEX MNMop, NokKa CyweCcTBYHOT HECOXPaHEHHbIE (Tonbko K3LIJVIpOBaHHbIe)
napaMeTpbl.

MeHI0 NnoaTBEPXKAEHHbBIX NapaMeTpoB ByAeT HeAOCTYNHO A0 TeX NMop, NOKa N3MEHEHHbIe
napaMeTpbl He ByayT NPUMeEHEeHbI K yCTPOMNCTBY (0603Ha4YaloTCA CUMBOJIOM «3BE3404Ka»
B MpaBOM BEPXHEM Yyriay).

CyLLecCTByOLLME NAPO/IN ABNAOTCSA MOCTOAHHBLIMM (OHW Ha3HaYeHbl yCcTponcTey). Ecau
CO3[4aHHbI B aBTOHOMHOM peXxume (aisi NnapaMeTpoB NepeaaeTcs Ha YCTPONCTBO MK
ecnu ann napaMeTpoB nepeaaeTcs C 04HOro yCTPOMCTBA Ha APYroe, 3TO He BAWSET Ha
CyLlecTByloLIMe Napon yCTPONCTBA.
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3anTbl INHUN

1.4.5 YpoBHU JocTyna

1.4.5 YpoOBHM AocCTyna
YpoBHM A0CTYyNa MMEIT ABYXYAaCTHYIO MePapPXNYECKY0 CTPYKTYpPY.
Maponb pykosognTensa (agMmHncTpaTop) obecnevynsaeT OOCTYMN KO BCEM NapaMeTpam u
HacTponKaMm.
Supervisor-Lv3
KoHdurypaumsa ycTtpoucTtea
9 Prot-Lv2 Control-Lv2
N #
¥ %
é’b HacTponkun 3aunThbl HacTpoikn ynpaBneHus oo
. %
f PI 1 c [ ] 1 %\-
*
¢ Prot-Lv1l Control-Lv1 %
Y %
,i.” Cbpoc/MoaTs DieMeHTbl yrpaBneHus ooo
()
Q L)
< RO %
2 %
Read Only-LvO ®
ToNbKO ANS YTEeHUSA
Puc. 3: LocTyrnHble ypoBHU/pa3peLleHNsa OCTYyra.
B cnepytowen Tabnmue nokasaHbl 06nactu goctyna. ObpaTnTe BHMMaHME, 4TO Ka)kaas
obnactb goctyna TpebyeT oTAeNbHOro Naponsa asTopusaummn. (OgHaKo Npu Bo3BpaTe K
3aBOACKMM HacTponkaM Ha ycTponcTee MCDLV4 pgnsa Bcex Nnaposien ycTaHaBMBaeTCA
efMHoe CTaHJapTHOe 3HaveHue, cM. <> «C6poc Bcex naponeii».)
CumMmBON Ob6nacTb pgoctyna Joctyn K:
obnactm

&

F
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Ha3BaHuve ypoBHS
poctyna (naHenb /
Smart view):

Read Only-LvO

Ha3BaHue ypoBHS
nocTtyna B
CMpaBOYHOM
PYyKOBOACTBE:

«RO»

3anpoc naponaf Ha

naHenum / Smart view:

Prot-Lvl

YpoBeHb 0 obecrnevynBaeT AOCTYMN TOJIbKO AJist HTEHUS KO

BCEM HACTpPOMKaM 1 NapamMeTpam yCTPONCTBa.
YCTPOWCTBO BO3BPALLAETCA Ha 3TOT YPOBEHb

aBTOMaTUYECKWN NOCIe HAaCTPONKK nnn 6e3nencreuns.

3TOoT NnapoJib obecnevymBaeT AOCTYN K cbpocy un

PYHKUMNAM noaTBeEpXKAeHUA. KpoMe Toro, oH No3BosseT

BbIMOJIHATb PYYHbl€ CUTHAbI TPUITEPOB.
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1 MCDLV4 — ycTponcTBo AnddepeHumanbHON 3anTbl ANHUN

1.4.5 YpoBHU gocCTyna

CumMmBON O6nactb pocryna
obnactm

Ha3BaHue ypoBHS
nocTtyna B
CMpaBOYHOM
pPyKOBOACTBE:

«P.1»

3anpoc naposf Ha

kL

Prot-Lv2

Ha3BaHuve ypoBHS
[oCTyna B
CMpaBOYHOM
pPYyKOBOACTBE:

«P.2»

3anpoc napossa Ha

EL

Control-Lv1

Ha3BaHuve ypoBHS
[OoCTyna B
CMpaBOYHOM
pPYyKOBOACTBE:

«C.1»

lil 3anpoc napons Ha

naHenn / Smart view:

Control-Lv2

Ha3BaHue ypoBHS
nocTtyna B
CMpaBOYHOM
PYyKOBOACTBE:

«C.2»

3anpoc naposad Ha

kL

Supervisor-Lv3

Ha3BaHuve ypoBHS
[OoCTyrna B
CMpPaBOYHOM
pPYyKOBOACTBE:

«S.3»
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naHenum / Smart view:

naHenun / Smart view:

naHenum / Smart view:

JocTyn K:

3TOoT napoJsib obecnevymBaeT AOCTYN K cbpocy n
YHKLUMSAM NOATBEPXKAEHNA. B 4ONOIHEHNE K 3TOMY, OH
MO3BOJIIET N3MEHATb HAaCTPOWKN 3aLLUNThI U

KOHMUIypaLunuio AncneTyepa oTKIIYEHNS

[aHHbIN Naposib AaeT paspelleHne Ha onepauumn
nepeksoyYeHns (NepeksoYeHne KOMMYTaLMOHHbIX

YCTPOWNCTB)

[aHHbIM NapoJib AaeT pa3peLlleHne Ha onepaumnu
rnepekyeHus (nepekntoyeHne KOMMYTaLMOHHbIX
YyCTPONCTB). B fonosiHeHMe K 3TOMY, OH nMpefocTtasnseT
OOCTYMN K HACTPOMNKaM KOMMYTaLUNOHHbIX YCTPONCTB
(nepekntoyeHuto, 6/10KMpoBKe, 06LWLMM MapamMeTpam,

M3HOCY BblIKJIlOYaTENEeN...).

3TOT NapoJyib obecnevymBaeT HEOrPaHUYEHHbIN OOCTYM KO
BCEM NapamMeTpaM M HaCTPOMKaM YCTPONCTBa
(KOHUrypaLmm ycTponcTsa). 3To BK/OYaeT B cebs
njiaHUpoOBaHWE yCTPOMNCTBa, MapaMeTpbl yCTPONCTBA
(Hanpumep, oaTa n BpeMs), NapaMeTpbl y4acTKa,
rnapaMeTpbl 06CNY>XMBAHMA U NapaMeTpPbl JIOrNKWN.
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1 MCDLV4 — ycTponcTBo AnddepeHumanibHON 3awnTbl INHUN
1.4.5 YpoBHU JocTyna

Ecnm yCTpOMCTBO OCTAE€TCA HEAKTUBHbLIM B PEXXMME HAaCTPONKM MapaMeTpoB B TEYEHME
onpeaesieHHOro BpeMeHu, 3a4aHHOro nosib3oBatesiem (ot 20 go 3600 cekyHA), TO OHO
aBTOMaTUYECKM NepexoamnT B pexxmnm «Read Only-Lv0». Bce HeECOXpPaHEHHbIE N3MEHEH NS
TepsaTCS.

Mouck obnacrei ¢ OTKPbITHIM [OCTYNOM

MeHtio [Map_ycTp_/ YpoBeHb [ocTynal coaepXnT nHpopMaLnio 0 ToM, kakue obnactu/
YPOBHWM AOCTyNa (pa3pelleHuns) B HacTosLee BpeMsa OTKPbIThl (pa3biokmpoBaHbl). B
3TOM MEHI0 Tak>XXe MOXXHO BonTwn B Ntobyto obnacte (pa3bnokmposaThb ee).

OpnHako npu NnoBCcegHEBHON 3KCnayaTauum yctponctea MCDLV4 naHHOe MeHIo [YpoBEHb
[OoCTynal ncnonb3lyeTcs penko. Kak npaBnio, NPoCTO YKa3biBAETCA NYyTb K HY)>KHOMY
napaMeTpy 1 BBOAUTCS HOBOE 3Ha4eHue. Mpexxae 4eMm nsmeHeHue byneTt coxpaHeHo,
MosiIBAISIeTCS 3anpoc Ha BBOA Napons. ECim BEpHO yKasaTb €ro, COOTBETCTBYOLWAS
obnacTtb goctyna pa3bnokupyeTcs.

Ecnn nmetoTca pasbnoknposaHHble o6nacTy focTyna (pa3spelleHuns) Bollle ypoBHS «Read
Only-Lv0», To B NpaBOM BEpXHeEM Yriy aucnnes oTobpa>kaeTcsi CUMBOJ OTKPbLITOr0O
3aMKa.

YT106bI 3abn0KNMpoBaTb 06/1aCTb AOCTYNa (BbINTK U3 HEe), HEe O0XNOAACb OKOHYaHNS
TanMayTa «t-Makc pea/gocTtyrn», nepengute B pexum «Read Only-LvO».

Pa3bnokupoBsaHne obnacrtn gocryna Ha naHenam

B meHto [Map_ycTp_/ YpoBeHb focTynal MoXKHO pa3bnokmpoBaTb nam 3abnokmMpoBaTb
nobyto obnacTtb goctyna (pa3peweHune). Nocne pasbnoknposaHus obnactn gocTyna Bce
N3MEHEHNA NapaMeTPOB UM onepaunn, Ha3HAYEeHHbIE 418 3TOro (MK HUXKHErOo)
YPOBHS, MO>XHO BbIMOJHATL 6€3 NOBTOPHOro BBoAa Napons. OgHaKo paspelleHne
[OCTyna OENCTBUTENIbHO TOJIbKO OJ19 NaHenn; focTyn 4yepe3 Smart view Heobxoammo
pa36710KMpoBaTh OTAENBHO.

Ecnn B Te4yeHne BpeMeHn, KOTopoe MOXXHO 3ajaTb B MeHto [[Nap_ycTp / N4YM /
be3onacHocTb] «t-mMakc pea/noctyn», He bByaeT Ha)kaTa HM OOHa KnaBuwa, obnacTb
OOCTyMna aBToOMaTU4YeCKU NoHU3nNTCa 0o «Read Only-LvO» n Bce HECOXPaHEHHbIe
N3MeHeHNs NapaMeTpoB ByayT OTMEHEHbI.

OCTOPOXXHO!

He ocTasnante yctponctso MCDLV4 6e3 npucMoTpa, ecaiv nMenTcsa pas3baokmpoBaHHbIe
obnactum goctyna (Ha gmucniee otobpa>kaeTcsa CMMBOM OTKPLITOrO 3aMKa). Ecam goctyn
bonblie He TpebyeTcs, BEepHUTECh Ha YpOBeHb «Read Only-Lv0».

Pa3zbnokupoBaHue obnactun gocrtyna c nomowibio Smart view

Mocne pa3bnoknposaHmsa obnactn gocTyna (pa3peweHns) nyTeM BBoga naponasa Bce
NU3MEeHEeHNs NapamMeTpoB Uan ornepaumn, Ha3HavYeHHbIe 418 3TOro (Mn HUXKHEro)
YPOBHS, MOXKHO BbINOJIHATE 6€3 NoBTOpHOro BBoAa napons. O4HaKo pa3pellueHune
JOCTyna AENCTBYET TONbKO A1 TEeKyLLero ak3eMnasapa Smart view; [oCTyn C NaHenu
WM C [pyroro aksemnasapa Smart view cnepyet pa3biokmpoBaTb OTAESBHO.

Ecnn B Te4YeHMe HEKOTOPOro BPEMEHW, YyCTaHaBAMBAEMOr0 BHYTpU Smart view, He byneT
Ha>kaTa HM oAHa KnaBuwa, obnacTb gocTyna 6yaet aBToMaTU4eckn cbpolueHa.
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1 MCDLV4 — ycTponcTBo anddepeHumanbHON 3alnTbl ANHUN
1.4.5 YpoBHUM focTyna

OCTOPOXXHO!

He octaBnante yctponcrtso MCDLV4 6e3 npncmoTpa, ecnv B Smart view nmeroTcs
pa3bnoknpoBaHHble 061acTu AoCcTyna. bNnoknpyrTe KOMNbLIOTEP Ha BPEMSA CBOEr0
OTCYTCTBUA UK XOTHA Bbl cOpacbiBanTe HAaCTPONKK AocTyna. [Onsa 3Toro ABakAabl
LeNIKHNTEe CUMBOJ1 3aMKa B CTPOKE COCTOSAHNSA PSALOM C HUXKHEWN rpaHuLLen okHa Smart
view nnu oTKporTe MeHIo [YcTponcTBo / BocCTaHOBUTL A9 NapaMeTpoB 3Ha4YeHue
«TONbKO YTeHue»] .
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1 MCDLV4 — ycTponcTBOo AnddepeHumanibHON 3awnTbl INHUN

1.4.6 Bo3BpaT K 3aBOACKMM HaCTporKaM, cbpoc Bcex maposen

1.4.6 Bo3BpaT K 3aBOACKMM HacTpoukaMm, cOpoc Bcex naponen

MimeeTcs cneumnanbHoe ananorosoe okHo «COpoc», B KOTOPOM MOXKHO BbiGpaTk Ntoboin 13
cnenyLwmnx napameTpos:

* Bo3BpaT K 3aBOACKUM HAacCTpPOMUKaM U
« COpoc Bcex naponemn.

OnanoroBoe oKHO c6poca MOXKHO OTKpPbITb TOJIbKO C NnaHenn N4YM (n Henb3a B Smart
view).

Ha)xmunTe knaBuwy «C» BO BpeMsi XOJI04HOI0 3amnycka 1 yaep>XunBanTe ee, Noka He
NMOSIBUTCS ANANoroBoe oKHO «CHpocC».

Mo TeXHUYeCKUM MpmuyYnHam 3TO AMaJIOrOBOE OKHO <<C6poc>> OOCTYIMNHO TOJIbKO Ha
QHIJIMUCKOM fAi3blKe (He3aBUCUMO OT pervoHanbHOM HAaCTPOMKM A3blka, KOTopas 6y,ueT
MCMNoJIb30BaTbCsA NO3XKe, MocJsie 3anycka yCTPONCTBa).

NmenTe B BUAY, 4TO AaHHOE ANAJIOFOBOE OKHO MOXXET COBCEM He 0Tobpa)kaTbCs, ecnun
OHO ObIJ10 CneynanbHO OTKIIIOYEHO (CM. HMXKE) nan ecnum Bbla OTKJIOYEH NapamMeTp OJ1s
cbpoca Bcex naponen.

Bo3BpaT K 3aBOACKMM HAaCTpoHKaM

ByayT copolueHbl BCe HACTPONKKN NapaMeTpoB. Bce 3anucm byayT yaaneHsl, a
CTAaTUCTUYECKNE 3HAYEHUSA U CHETHUKN — COPOLLIEHBI.

NcknoveHne: cHeTUYMK YacoB paGOTbI COXpaHAETCA.

1. > B nmnanorosom okHe «CHbpoc» BbibepnTe «Bo3BpaT K 3aBOACKUM HaCTPOMKaM>».

p [losBuTCA OManoroBoe OKHO C BOMPOCOM «BepHyTb 3aBOACKME HAaCTPOMKM YCTPOMNCTBA U
rnepesarpysmtb?»

2. > [lloaTBepanTe, Ha)kaB «[a».

» bByayT BocCTaHOBEHbI 3aBOACKNE HACTPOMKM MO YMOJIHAHWIO, U YCTPONCTBO
nepesarpysuTcs.

Cbpoc Bcex naponen

MO>XHO yAaZInTb 3TOT NapamMeTp U3 ANAJIOroBoro okHa «Cbpoc» no coobpakeHnsm
6e30nacHOCTU (CM. HUXE).

&

1. > B nnanoroesom okHe «Cbpoc» BbibepuTe «CHpOC BCEX Naponens.

» [losaBUTCSA AManoroBoe OKHO C 3anpocoM noaTeepxaeHns «CopocnTb BCce Naponin?s»
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1 MCDLV4 — ycTponcTBO gudepeHLManbHON 3aWmThl IVHUN
1.4.6 Bo3BpaT K 3aBOACKMM HacCTpolkaM, cbpoc Bcex naposien

2. > [loaTBepouTte, HaXkaB «[a».

p YCTpPOMNCTBO 3aNyCTUTCSA CO CTaHAAPTHLIMK NapoaaMm (CMm. > «[Maponun no
YMOJTHaHUIO»).

CtaHaapTHble napoau (cM. > «Maponn no ymonyaHmio») He o6ecne4mBaloT HUKaKOW
3alUMThI.

B uensix 6e30MacHOCTN HAaCTOATEIbHO PEKOMEHAYETCS Cpa3y U3MEHUTb UX B
COOTBETCTBUWN C MECTHLIMU HOPMaMMW.

Hacrtpoikun 6ezonacHocTn

[OocTyn K gnanoroBoMy okHy «C6poc» MoXeT 6bITb orpaHuUYeH rno coobpa>keHnam
6e3onacHocTuK. C nomoLubio NnapameTpa [MNap_ ycTp_/ be3onacHocTs / Mpoyee] «HacTp.
cbpoca ycTp.» MOXHO BblbpaTb AOCTYMNHble BapuaHTbl cbpoca.

* "3aBog. HacTp.", "Cbpoc nap.": poctynHbl 0ba NnapameTpa — «Bo3BpaT K 3aBOACKNM
HacTponkam» n «Cbpoc naponen».

e Tosbko "3aBoA. HacTp.": AOCTYNEH TOJIbKO OAWH NapamMeTp «Bo3BpaT K 3aBOACKUM
HaCTponKaMm».

e [leakTuB. cbpoca: onanorosoe okHo «C6POC» OTKIIHOYEHO.

OCTOPOXXHO!

Ecnv naponb yTpayeH 1 napamMeTp «COpocC BCeX Maposien» HeQOCTYMNEH, TO
€AVHCTBEHHbIN crocob BepHYTb BO3MOXXHOCTb yrpaBieHNs — BOCCTAaHOBUTb 3aBOACKME
HacTporku ycTporncts MCDLV4 no yMmonyaHuio. ECim n 3ToT napaMeTp OTKJ/IOYEH, TO
ycTporncTteo MCDLV4 HeobxoOMmMo oTNPaBUTb B KOMNaHUO SEG C 3anpocoM Ha
obcny>xmBaHme.
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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3awnTbl INHUN

1.5 NopTBepxaeHns

1.5 MoaTBEep>XpeHuna
TepMunH «noATBEP>XAEHME» 03HaYaeT cOpoC TOro MM MHOMo 3aMKHYTOro COCTOSHUS.
3aMblkaHWUe MOXXHO HaCTPOUTb OJ19 06BEKTOB U COCTOSHUN Cnenyowmnx TUMOB.
« CON
¢ PeneinHsble BbIXOAbl
e CurHanbl SCADA
¢ OT/NI0O)XKEHHbIE KOMaHAbl OTK/IIOYEHNS

MoaTBEPANTL MOXKHO COCTOSIHME OTAENbHOro o6bekTa Nan cCMrHan (MocpencTBOM
npegBapuTesibHO 3a4aHHOr0 BHELWHero curHana). Kpome 1oro, nogTeepanTb MOXKHO
HECKOJIbKO 3aMKHYTbIX COCTOSSHUI BMeCTe, HanpuMmep, cpasy sBcex CON.

LOCTYMNHbI NepeyncaeHHble HYXXe TUMbl NoATBEPXKOEeHUS.

* AupmBupayanbHoe noaTBep>XXAeHUue O3HavyaeT Ha3HavyeHne BHeLWHero curHana
rnapameTpy, XapakTepHOMY 0151 OOHOM0 KOHKPETHOro 3aMKHYTOIo COCTOAHUSA
(Hanpumep, CON 3, KOTOpPbIN HAXOAUTCA Ha AUCNJee cneBa).

Ecnun Ha3sHa4YeHHbIN CUFHaN aKTUBMPYETCS, 3aMblkaHue noaTeepxagaetcsa (Cm.
paspen > «MHanenayansHoe noaTBEpXAEHME 3aMKHYThIX COCTOAHUI» HUXKeE).

* BHewHee noaTBep>XAeHUue O3HavyaeT Ha3HavYeHne BHelWHero curHana
napamMeTpy, nMewnuwemMy oTHoweHNne K HECKOJIbKNUM COCTOAHUAM (Hanpleep, BCeX
can).

ECcnm Ha3Ha4YeHHbI CUTHAaN aKTUBUPYETCS, MOATBEPXKAAETCSA CBA3aHHOE MHOXXECTBO
cocTosAHun. (CM. pasgen s> «BHelwHee MOATBEPXKAEHME» HUXKE).

* ABTOMaTM4YecCKoe noaTBep>XAeHue O3Ha4vyaeT, YHTO COCTOAHNE BCeX 3aMKHYTbIX
COWN noaTBep>KOaeTCcss aBTOMAaTUYECKN HOBbIM aBapUiAHbIM CUrHasiom ntobon
PYHKLWN 3aWNTbl NN 06LUMM aBapUNHBLIM CUrHaaoM, «3al . TpeB_». (3Ta pyHKUMNS
pacnpocTpaHsaeTca Tosbko Ha CAN; aBToMaTMYecKoe nogTeep)xaeHne ABOUYHbIX
BbIX040B, curHanos SCADA n KoMaHA OTKIOYEHUSA OTCYTCTBYET).

(C™m. paspen s> «ABTOMaTMYeckoe MOATBEPXKAEHNE» HUXKE).

« COBOKYMNHOEe noaTBep>XAeHUue 03Ha4YaeT NoATBEPXKAEHNE BPYUHYIO Cpa3y
HECKOJIbKUX 3aMKHYTbIX COCTOSIHUN.

CyliecTByeT HECKOJIbKO pa3HbIX NPAMbIX KOMaHA, KaX4as U3 KOTOPbIX OTHOCUTCS K
KOHKPEeTHOMY MHO)XeCTBY COCTOSIHUN, KOTOPOE HY>XHO MOATBEPAUTL (CM. pa3gen
> «CoBokynHoe noaTeepxaeHue (c nomoubio MO Smart view nan naHenm
yMpaBAEHNS)» HUXKE).

* NMoaTBep>XXAeHne BPYyUHYI — 0Cobblin cnocob oCyLLeCTBUTL COBOKYMHOE
NOATBEPXXAEHME NYTEM MPOCTOr0 HAXXaTUsi KHOMKK «C» Ha NaHenun ynpasieHus.

Tak NOATBEPXKAAETCA CPasy HECKOJIbKO 3aMKHYThIX COCTOAHMIA. (CM. pa3zaen >
«MoaTBepxAeHne Bpy4YHyto (HaxxaTnem KHomku C Ha NaHenn ynpaBiaeHus)» Huxe).
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1 MCDLV4 — ycTponcTeo anddepeHumanbHON 3anTbl ANHUN

1.5 NopTBepxaeHus

O6paT|/|Te BHMUMaHWE Ha TO, 4TO NMNoATBEPANTb 3aMKHYTOE COCTOAHNE MO>XXHO, TOJIbKO
€CJIN CUIHasl, BKJIOYMBLUMN Ty HaCTpOI7|Ky, 6onee He aKTUBEH. DTO NMnpaBnJ1o ABNAETCA
obwmnmM onga Bcex TUMoB noaTBepP>XOAeHUA.

Ipyroe obuiee NnpaBno COCTOUT B TOM, 4TO Npu HacTporike [[Nap_ycTp_/
MoaTBepanTb] «AnCT cbpoc» = «HeakKT_» paboTaloT TONIbKO MPsAMblE MOATBEPXKAEHUSA
BpyuHyto (> «MoaTeepxaeHne Bpy4Hylo (HaxxaTneM KHomnku C Ha NaHenm
yApaB/ieHNA)») C NaHenn ynpassaeHus. NMoaTBeEpXAEHUS APYrUX TUMNOB, B TOM YuCe
COBOKYMHbIE MOATBEPXAEHNSA C MoMollblo MO Smart view (> «CoBOKYMHoe
noaTBepXxaeHume (c momolbto MO Smart view nan NnaHenn yrnpaBieHns)»), MPoOCTo
NFHOPUPYIOTCA.

Bo BCcsSIkoM ciiyyae, cbpoc 3aMblKaHMSA ABONYHbBIX BbIXO40B MOXHO BbINMOJIHUTbL TOJIbKO MO
OKOHYaHUWM oTcYeTa TanMepa «t-Bblg BbIK/I».

NuguBunpyanbHoe nonTBep>XXaeHue 3aMKHYTbIX COCTOAHUNA

[Map_ycTtp_/CO/WHAO rpynna A/ CAO 1...7] «CurH MoaT>»

[Map_ycTtp_/CO/WHA rpynna B/ CAO 1...7] «Curx MoaT>»

v Ha3Ha4eHHbIN

CUrHan

noaTBepXaaeTt
COCTOsIHME
otoenbHoro CAW.

[Map_ycTp_/ OBon4H_Bbix_ /[ PenBbix Pa3 X x / LUBbix y] «[loaTBEep>xaeHune»

v Ha3Ha4eHHbIN
CUrHan
noaTBep>XaaeT
COCTOSIHME OBOUNYHOIO
BbIX0Oa «Yy» B OTCEKE
KX»,

[YnpaBneHue / KY / KY [x] / Avucn oTkn] «MogKomMOTK»

78

v Ha3Ha4yeHHbIN
CcUrHan
noaTBepXaaeTt
KOMaHAy OTKJKYeHus
KoMMyTaTopa «KY
[x]».

MpumedaHne. B BeTBM MeHI0 abcTpakTHOE uMma mogynsa «KY [x]» He oTobparkaeTcs.
BMecTo Hero noka3sbiBaeTcs 0603HaYeHNEe KOMMYTALMOHHOI0 YCTPOWCTBA, Ha3HaYeHHoe
Ha CTpaHuue yrnpaBieHns (0QHOIMHENHAs CXeMa), TO eCTb HeyTo Bpoae «QALl» (CMm. >
«OQHONIMHENHAs CXeMa».)
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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3aWnTbl INHUN

1.5 NoaTBepxaeHns
BHelLUuHee noarteep>xgeHune

BHellHee noaTBep)XXAeHWEe OTKJloHaeTCsa, ecnm Ang napameTpa [Map_ycTtp_/
MoateBepanTb] «AUCT cbpoc» 3afaHO 3HaYeHne «HeaKT ». MNpun aTom BnokupyeTca n
noaTeepxAeHne Yyepes KaHan obMeHa gaHHbIMK SCADA (HanpumMep, No NPOTOKOY
Modbus).

[Map_ycTp_/MNMoatBepanTtb] «MoaT CO»

v Ha3Ha4deHHbIN
cuUrHan
nogTeepXxnaeTt
cocTosHue Bcex CON.

[Map_ycTp_/MNMoateepanTtb] «MoaT PenBbix»

v Ha3Ha4yeHHbIN
cCUrHan
noaTBepXxaaeT
COCTOSIHME BCEX
penenHbIX BbIXOL0B.

[Map_yctp_/MNoatBepontb] «MoAaT CkAO»

v Ha3Ha4yeHHbIN
cUrHan
noaTBepXxgaeT
3aMKHYTOe COCTOsHne
curHanos SCADA.

ABTOMaTu4yeckoe noareep>xpgeHue

lMpu aBTOMaTM4YeckoM noaTeepXxaeHun sce CAN, onsg KOTOPbIX OHO BKJOYEHO,
NOATBEPXKAATCHA NO aBAPUAHOMY CUTHaNY OAHOM U3 (PYHKUWUA 3alUnTbl nan obLyemy
aBapuniHoMy curHasny, «3au . Tpes_ ».

9TO O3HavaeT, 4TO aBToOMaTMU4ecKoe noaTBepXxaeHme cneayeT HaCcTtpanmBaTb OTAOE/IbHO
ana kaxgoro CAW, coctossHue KOTOpPOro 6yu,eT noaATBeEPXAaTbCA TaKUM o6pa30M.

[Map_yctp_ /CO/WHA rpynna A/ CAO 1...7] «3aMKH_» = «aKT.,MOATB.NO aBaPUMWH.CUI.»

[Map_ycTtp_ /CO/WHAO rpynna B/ CO 1...7] «3aMKH_» = «aKT.,MOATB.NO aBaAPUMNH.CUTr.»

v CoCcTosiHMne
Ka>xgoro CAWN c
TakuUM 3Ha4YeHuem
HaCTPOWKK
noaTBep)xaaeTcs
aBapUNHbLIM CUTHAN0M
OOHOW 13 PYyHKUWIA
3aWnThI.
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1 MCDLV4 — ycTponcTBo AnddepeHumanbHON 3alnTbl ANHUN
1.5 MoaTeepxaoeHns

CoBokynHoe nogTeep>XxaeHmne (¢ nomoLlubto MO Smart view nan naHenn
ynpasJieHHs1)

MpumedvaHne. Kak y>Xe roBopuaoch Bhille, A4 nogTBep>XgeHunsa ¢ nomouwbto MO Smart
view Heobxoammo, 4Tobbl Ana HacTponku [Map_ycTp_/ NoatBepAunTb] «uct cbpoc»
Ob1/10 3a4aHO 3HAYEHNE «aKT_».

[anee npuBoASATCSA AOCTYMNHbIE MPSMbIE KOMaHAbl MOATBEPXAEHUS.
[PaboTa / MoaTeepanTtsb] «CA . CAU cuc-Mbl NOATB. »

v MoaoTeBepanTb
COCTOSiHNE
npepynpexaeHus no
CUrHany CUCTEMHOro
con.

MpnmeyaHune. Bce BO3MOXKHbIE CUTHanbl cuctemHoro CAN npuBoasaTCs B pyKoBOACTBE 10
oT/agKe.

[PaboTa / MoaoTBepanTtb] «Cuc . MoaT CAO »

v Bce CON

[PaboTa / MoaTBepanTh] «Cuc . MoaT PenBbix>

v Bce peneniHble
BbIX0Ob

[PaboTa / MoaTBepanTb] «Cuc . MoaT CkAO»

v Bce curHansbl
SCADA

[PaboTa / MoaTBepanTtb] «KY [x] . COpc KoMOTKM»

v MoaoTBEpOUTDL
KOMaHAy OTKJIIo4YeHUs
KoMMyTaTopa «KY
[x]».

MpumedaHne. B BeTBM MeHI0 abcTpakTHOe umsa moaynsa «KY [x]» He oTobparkaeTcs.
BmecTo Hero nokasbiBaeTcs 0603Ha4YeHMEe KOMMYTALUOHHOIO YCTPONCTBA, Ha3Ha4YeHHoe
Ha CTpaHuLe ynpasneHns (0JHONIMHeNHas cXxemMa), To eCTb HeyTo Bpoae «QAl» (Cm. >
«OOHONMMHENHas cxemMa».)

[PaboTa / MoaTBepanTh] «Cuc . Nar PenBbix CAN Scd OTkn»
v lMoaoTBepanTb BCE v BCE pesieliHbie v Bce curHanbl SCADA v 1 BCe KOMaHAbI

can, BbIXOAbl, OTKJIIO4YEHUA.

C naHenu ynpasfieHNa MOXKHO NOJYy4YUTb NPSAMON AOCTYN K MeHto [PaboTa /
MoaTeepanTb] C MOMOLLbLIO KHOMKK «C» (cM. pasaen > «MoateepxaeHune BpyyHyio
(Ha>kaTmem kHonku C Ha NaHesnn yrpaBieHUs)» HUXKe).
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1 MCDLV4 — ycTponcTBO AnddepeHumanibHON 3aWnTbl INHUN

1.5 NopTeBepxaeHns

MoaTBep>xaeHne BpyYyHylo (Ha>KkaTneM KHOMKM «C» Ha naHeNun ynpaBrieHUs)

MNMooTBep)XOEHME BPYYUHYH C MOMOLLbI KHOMKK «C» ByaeT AOCTYMNHO TONbKO Noce
BbIXO[a U3 PEXMMa HAaCTPOMKMN NapamMeTpoB (MOCKOJIbKY B 3TOM peXXUMe y AaHHOW
KHOMKK Apyras QyHKUuns).

Ho BbInT B MeHto [PaboTa / MoaTBeEpANTL] MO-NPeXXHEMY MOXKHO.

MoaTeBepXAaTb COCTOSAHNSA CUCTEMHbIX, Ha3Ha4YeHHbIX COW, curHanos SCADA, penenHbIX
BbIXO0B N/UN OTNIOXKEHHbBIX KOMaHO OTKJ/IIOYEHNSA MOXXHO Ha>XaTuUeM KHOMKM «C» Ha
rnaHenu ynpasseHuns.

CywecTByeT gBa cnocoba NMoaATBEPKAEHUSA HaXKAaTNEM KHOMKU «Cx».

* KpaTkKoe Ha)XkaTue C rMpoMeXyTOYHbIM BbI6OPOM: (KPAaTKUM) Ha)KaTUEM KHOMKM

«C» BblnonHseTcs Bxon B MeHto [PaboTa / NMoaTBepanTb]. TaM Cc NOMOLLbIO
MPoOrpaMMHbIX KHOMOK BbibupatoTca aneMeHTbl ans noateepxaeHus (CAW, curHansl
SCADA, penenHblie BbIX0Abl, KOMaHOa OTKJ/IIOYEHUS UM BCE BMECTe, CM. pa3gen
«CoBOKYMHoOe noaTeepxaeHune (c moMmoubto MO Smart view nnm naHenn
yrnpaBieHuns)»). 3aTeM criegyeT Ha)KaTb KHOMKY C CUMBOJIOM «[ @ae@4YHbIN KOY>».

Josnroe Ha)XxaTue C HeMe4/IeHHbIM Mo4TBEP)XKAEHNEM: 3N1EeMEHTbI
noaTBEPXAATCA MPOCTbIM Ha>KaTueM KHOMKKU «C» (B TedeHmne 1 cekyHAabl).

Bonee Toro, MOXXHO HaCTPOUTb, KaKne MMEHHO 3/ieMeHThl ByayT NnoATBEPKAATbCA
«0OJITMM Ha)XaTuem» (CM. HMXKe).

MapameTpom [MNap_ycTp_/ MoaTteepanTb] «M14T. knasuiueyi C» onpepensercs,
3/1IEMEHTbl KaKNX MMEHHO KaTeropuin 6yayT noaTBEPXAATbCA «A0JITUM HakKaTUeEM»
KHOMKMN «C»,

«Hnyero» — 6ynet paboTaTb TONLKO «KPAaTKOE Ha)kaTue», TO eCTb MoJib30BaTeSb
6yneT Bcerfa ykasblBaTb KOHKPETHbIE 3/IEMEHTbI 418 NOATBEPXKAEHUS.

«MaT. COWN 6e3 naponsa» — «A0JArMM HaxaTnem», NnpuTom 6e3 BBoAa napons, dbyayT
noaTBepxpatbca Bce CAW (3T0 3aBoACKasA HAaCTPOMKa MO YMOYaHMIO).

«MNaTt. CON» — «gonrum Ha>kaTuem» byayT noaTeepXaatbcs Bce COWN (Tonbko
6yneT NocTynaTb 3aNpoC Naposis, CM. HUXe).

«Mat. CON n pene» — «[oOArMM Ha>katuem» byayT noaTBepxAaTbcs Bce COAN v
penenHble BbiXxoAbl (TONbKO ByaeT NoCTynaTb 3anNpoC Naposs, CM. HUXe).

«[1aT. BCE» — «O0JITUM HaaTnem» 6y,£l,yT noaTBep>XAaTbCA BCE 3aMKHYTbIE
3/1eMeHThbl (TONbKO 6yp,eT NMnoCTynaTb 3aMnpocC napojid, CM. HnxXe):

o Bce COMN,
° penenHble BbIXoabl,
° 3aMKHyTble curHanbl SCADA 1

° KOMaHOa OTKJI1lo4eHus.
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1 MCDLV4 — ycTponcTBo AnddepeHumanbHON 3anTbl ANHUN
1.5 NopTeepxaeHuns

O Mpn nogTBEP)XAEHUN UHONKATOPOB BCErga BbIMNOJIHAETCS NpoBepKa MHONKaTopoB. Bce
1 NMHONKATOPbI B Te4EHUNE CeEKYHObl MUTAlOT KPaCHbIM, 3aTeM B Te4eHne CeKyHObl —
3€/1eHbIM.

ObpaTnTe BHMMaHMe, 4TO A1 TUMNOB (BPYYHYIO U COBOKYMHOI0) NOATBEPXAEHNA (KpOMeE
«Hwnyero» n «Mat. COWN 6e3 naponsa») MoOXXeT NOCTYNUTb 3aNpoC Ha BBOA, AENCTBYHIOLLENO

naponsd ona ypoBHA OOCTYyMa.

Ha cny4Yain BO3HUKHOBEHUA HEOOX0OMMOCTU NOATBEPXKAATh COCTOSAHUSA pPesIenHbIX
BbIX0A0B, curHanos SCADA n KoMaHAbl OTKI0YeHna 6e3 BBoAa Naposs npeaycMoTpeHa
BO3MO>XHOCTb OCTaBUTb MYCTbIM MoJie napossd ona yposHA «Prot-Lv1». ECTeCTBEHHO, 3TO
MOXXeT NpPeACTaB/ATb NOTEeHLMaNbHY0 Yyrpo3y 6e3onacHOCTY, TakK YTO NOJIb3YyNTECh
3TOWN BO3MOXXHOCTbIO C OCTOPOXHOCThLI0. ObLiMe cBeaeHNa 0 Naponax n coobparkeHusax
6e3ona